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Dear Educators,

School safety and the safety of children have always been important priorities in Virginia. This
priority has been clear, beginning in the early 1990s when the Department of Education’s Youth Risk
Prevention Project developed the publication, Crisis Affecting Youth. It was the first publication of its kind
in the Commonwealth.

Since that time, the Department has developed a number of nationally recognized crisis
management publications, all designed to support the efforts of school administrators to plan and implement
plans for crisis and emergency management, Numerous permissions have been provided to state
departments of education across the country to reprint materials from the different publications.

In 1999, the Virginia General Assembly amended Section 22.1-278.1 of the Code of Virginia to
require that the Board of Education develop a Model School Crisis Management Plan and that each school
develop a school crisis emergency management plan. The 2006 Virginia General Assembly required
changing the term “school crisis emergency management plan” to “school crisis emergency management
and medical emergency response plan” and that the plan would also address medical emergencies.

The information available to school administrators has grown tremendously since the development
of the first crisis guide — so much so, that it has now become a challenge to locate and provide the most
important and essential steps in developing and maintaining plans for crisis and emergency management
and medical emergency response. We believe that this new guide meets that challenge.

This publication, Resource Guide for Crisis Management and Emergency Response in Virginia
Schools, represents both best practice and the most recent information available. It was developed with the
assistance of a representative advisory group from school divisions and state agencies and is soundly based
on both research and “lessons learned” from schools® experiences.

School safety continues to be very important. I encourage you to review and revise your school
safety plans as needed. Be sure to involve parents and community representatives in the process. We all
want safe schools, safe students, and safe communities. We will all have to work together to accomplish
these goals.
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I. Using This Guide in the Current Context of Crisis
Management Planning

A. Purpose and Organization of this Guide

Purpose and Focus of the Guide

Information available on school crisis planning, emergency management, and medical emergency
response has grown exponentially in the past decade. School administrators seeking information to
use in developing school crisis plans face a daunting task of sorting through dozens of Web sites and
hundreds of publications that may or may not have practical application for schools. In many cases,
content related to schools is strongly oriented to public safety and/or emergency management
personnel and is of lesser practical value to school administrators. Even a highly selective compilation
of materials and samples judged to be the best available from the most authoritative sources would
likely exceed a thousand pages.

This Guide is designed for use by school administrators responsible for developing and maintaining
plans for crisis and emergency management and medical emergency response required by Virginia
law. It focuses on the essential steps involved in developing such plans and maintaining preparedness.
Each step is described and is accompanied by lists of the most useful and authoritative sources of
additional information as well as tips and/or “lessons learned” from schools’ experiences. The Guide
organizes crises that schools may experience into five categories, describes each, and discusses
approaches for each. Also included are numerous samples of policies, procedures, protocols, and
communication documents that can serve as models and be adapted for use by school divisions and
schools.

Organization of Guide

This Guide is organized to support the systematic development of crisis plans at the school division
and school levels.

Chapter I. Using this Guide in the Current Context of Crisis Planning

Chapter I is an introductory chapter containing an overview of the Guide, descriptions of five
categories of crises, and an update on key concepts and frameworks currently being used for
emergency response and crisis management. The chapter concludes with descriptions of key Virginia
and federal resources for crisis planning.

Chapter I1. Steps in Developing a Crisis Plan
Chapter II describes key steps in developing a school crisis plan and includes roles and responsibilities
of those involved in crisis planning and response, planning for students with special needs, and

training for preparedness.

Chapter I11. Non-Emergency School Crises
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Chapter III focuses on events that negatively affect schools and to which schools must respond, but
that typically do not require an emergency response. Non-emergency school crises include
student/staff deaths and/or injuries, suicides or attempted suicides, criminal acts where students/staff
are victimized, and perceived crises.

Chapter IVV. Medical Emergencies

Chapter IV focuses on medical emergencies and includes information on school emergency response
planning and protocols including cardiopulmonary resuscitation and automatic electronic defibrillator
(AED) programs.

Chapter V. Critical Incidents and Emergencies at School

Chapter V focuses more narrowly on critical incidents and emergencies at school and discusses the
four key phases of emergency management: 1) prevention/mitigation; 2) preparedness; 3) response;
and 4) recovery. The chapter addresses threat assessment, school shootings, and weather-related and
natural disasters.

Chapter VI. Communications

Chapter VI deals with the important issue of communication — within the school and school division,
with responders, with parents, and with media. Included are strategies for effective and timely
communication, sample announcements, statements, and letters for use within the school and with
parents, and an extensive section on working with the media.

Chapter VII. New Challenges in Crisis Planning

Chapter VII discusses new challenges in crisis planning, including terrorism and pandemic flu.
Chapter VIII. Quick-Reference Responses to Crises

Chapter VIII lists crises to which schools may need to respond and provides abbreviated sample
procedures for “quick response” to each event. Schools can tailor the sample procedures to suit their
needs and make them available to staff throughout the school in “flipchart” or other quick-reference
formats.

Chapter IX. Tools for Crisis Management and Emergency Response Planning

Chapter IX is a compilation of sample tools for use by schools and school divisions in their crisis
management and emergency response planning.

Chapter X. Key Resources

Chapter X lists key Virginia and national resources for school crisis planning. Included are key
publications available online and a list of selected crisis management/emergency response guides
developed by other states.

A Glossary and Supplementary Materials are included at the end of the Guide.

Sources of additional related information are cited throughout the Guide and are indicated by the -
following icon:




Using This Guide

B. What is a School Crisis?

For purposes of this Guide, crises are organized into five categories. Listed below are brief
descriptions and examples of the categories of crises.

1. Non-Emergency Crises

Non-emergency crises are events that negatively affect schools and to which schools must respond,
but that typically do not require an emergency response. Examples include the death of a student
or staff member and non-school incidents injuring or victimizing a student or staff member.
Perceived crises such as tensions arising from racial incidents and rumors of potential violence
between rival students are also crises to which schools must respond but that do not necessarily
constitute emergencies. School administrators, guidance counselors, and other student services
professionals typically have primary responsibilities in responding to non-emergency school crises.

2. Medical Emergencies

Medical emergencies are those arising from health conditions as well as unintentional and
intentional injuries. Examples include seizures, playground accidents, and acts of violence. School
administrators, school nurses, and community emergency medical personnel typically have primary
responsibilities in responding to medical emergencies. Acts of violence will also require law
enforcement involvement.

3. Critical Incidents at Schools

Critical incidents are events requiring an immediate response by public safety and/or emergency
management officials. Examples include school shootings, situations involving hostage and/or
weapons, fires, and gas leaks. Critical incidents are typically managed by school administrators
only until public safety and/or emergency management officials arrive. These types of crises
typically involve activation of a school incident command system (ICS).

4. Emergencies Affecting Schools

Emergencies affecting schools are events typically not occurring on school property but
constituting a threat to the school. Examples include terrorist attacks, chemical spills near schools,
or a fugitive being pursued near a school. In such emergencies, the school administrator typically
manages the school response while remaining in contact with public safety officials who are
managing the broader community response.

5. Natural Disasters

Natural disasters include floods, tornadoes, earthquakes, and other emergencies arising from
natural events. Emergency management officials typically provide the leadership in preparing for
and responding to natural disasters.
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C. Key Principles for Effective Crisis Planning

Content in this section is adapted from Practical Information on Crisis Planning: A Guide to Schools and
Communities (January 2007). U.S. Department of Education.

Effective crisis planning begins with leadership at the top. Every governor, mayor, legislator,
superintendent, and principal should work together to make school crisis planning a priority. Top
leadership helps set the policy agenda, secures funds, and brings the necessary people together across
agencies. Other leadership also needs to be identified—the teacher who is well loved in her school, the
county’s favorite school resource officer, or the caring school nurse. Leaders at the grassroots level
will help your school community accept and inform the planning process.

Crisis plans should not be developed in a vacuum. They are a natural extension of ongoing school
and community efforts to create safe learning environments. Good planning can enhance all school
functions. Needs assessments and other data should feed into a crisis plan. Crisis plans should address
incidents that could occur inside school buildings, on school grounds, and in the community.
Coordination will avoid duplication and mixed messages, as well as reduce burden on planners.

Schools and divisions should open the channels of communication well before a crisis.
Relationships need to be built in advance so that emergency responders are familiar with your school.
Cultivate a relationship with city emergency managers, public works officials, and health and mental
health professionals now, and do not overlook local media. It is important that they understand how
the division and schools will respond in a crisis.

Crisis plans should be developed in partnership with other community groups, including law
enforcement, fire safety officials, emergency medical services, as well as health and mental
health professionals. Do not reinvent the wheel. These groups know what to do in an emergency and
can be helpful in the development of your plan. Get their help to develop a coordinated plan of
response.

A common vocabulary is necessary. It is critical that school staff and emergency responders know
each other’s terminology. Work with emergency responders to develop a common vocabulary. The
words used to give directions for evacuation, lockdown, and other actions should be clear and not
hazard specific. The Federal Emergency Management Agency recommends using plain language to
announce the need for action, for example, “evacuate” rather than “code blue.” Many divisions note
that with plain language everyone in the school building including new staff, substitute teachers, and
visitors will know what type of response is called for. However, some divisions have found it useful to
use—but streamline—codes. Rather than a code for each type of incident, they use only one code for
each type of response. With either approach, it is critical that terms and/or codes are used consistently
across the division.

Schools should tailor division crisis plans to meet individual school needs. In fact, a plan should
not be one document. It should be a series of documents targeted to various audiences. For example, a
school could use detailed response guides for planners, flipcharts for teachers, a crisis response
toolbox for administrators, and wallet cards containing evacuation routes for bus drivers. Plans should
be age appropriate. Elementary school children will behave much differently in a crisis than high
school students.

Plan for the diverse needs of children and staff. A review of crisis plans conducted by the
Government Accounting Office (GAO) found that few schools addressed children or staff with
physical, sensory, motor, developmental, or mental challenges. Special attention is also needed for




Using This Guide

children with limited English proficiency. Outreach documents for families may be needed in several
languages.

Include all types of schools where appropriate. Be sure to include alternative, charter, and private
schools in the planning process, as well as others who are involved with children before and after
school.

Provide teachers and staff with ready access to the plan so they can understand its components
and act on them. People who have experienced a crisis often report that they go on “autopilot” during
an incident. They need to know what to do in advance not only to get them through an incident but
also to help alleviate panic and anxiety.

Training and practice are essential for the successful implementation of crisis plans. Regulations
establishing standards for accrediting schools in Virginia (8 VAC 20-131-260) require schools to
conduct fire drills at least once a week during the first month of school and at least once a month for
the remainder of the school term. The regulations additionally advise that at least one simulated lock-
down and crisis emergency evacuation activity should be conducted early in the school year. These
drills and simulations allow schools to evaluate what works and what needs to be improved.

D. New Understandings about Emergency Planning and Response

Events of recent years, including the terrorist attack of September 11, 2001, and hurricanes and
flooding in the Gulf Coast, have greatly contributed to the development of knowledge around
preparing for and responding to emergencies. Described below are several emergency management
concepts and frameworks that school administrators need to understand as they approach crisis
planning. Understanding these concepts and frameworks will facilitate important collaboration with
community emergency responders.

1. Crisis Planning Cycle

The U.S. Department of Education strongly advises schools to create comprehensive, multi-hazard
emergency management plans that focus on four phases of emergency management — 1)
prevention/mitigation, 2) preparedness, 3) response, and 4) recovery. In this chapter, each of these
phases will be described with examples. In Chapter V. Critical Incidents and Emergencies at
School, the phases will be applied to specific critical incidents and emergencies.

Prevention/Mitigation

The prevention-mitigation phase is designed to assess and address the safety, security and
integrity of school buildings, learning environments and students and staff. Prevention is the
action or actions taken by schools and school divisions to decrease the likelihood that an
emergency will occur. Mitigation is the action or actions taken to eliminate or reduce risks,
damages, injuries or deaths that may occur during an emergency, such as a natural disaster or
chemical spill.

Examples of prevention activities that may be incorporated into a school’s emergency
management plan may include:
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= Establishing communication procedures for staff, parents, students and the media;

= Enforcing policies related to food preparation, mail handling, building access and student
accountability; and

= Conducting comprehensive, strength-based vulnerability assessments—of school buildings
and grounds, school cultures and climates, staff skills, and community resources—to help
crisis response teams identify, analyze and profile hazards and develop appropriate policies
and procedures.

Mitigation activities may include:

» Fencing hazardous areas;
» Anchoring outdoor equipment that could become flying projectiles in high winds; and
= Bolting bookshelves to walls and securing loose wires.

Preparedness

The preparedness phase readies schools and school divisions to respond in a rapid, coordinated
and effective manner to an emergency.

Examples of preparedness activities that may be incorporated into a school’s emergency
management plan include:

= Identifying weaknesses in the current emergency management plan;

= Interpreting the data collected from the vulnerability assessments conducted during the
prevention-mitigation phase;

= Developing or updating appropriate processes and procedures (based on the identification of
weaknesses as well as the data from the vulnerability assessments) to ensure the safety of
students, faculty, staff and visitors;

= Creating and strengthening relationships with community partners, including members of
law enforcement, fire safety, local government, public health and mental health agencies and
the media;

= Delegating roles and responsibilities, including levels of authority;

= Establishing an Incident Command System (ICS);

» Implementing functional training exercises for faculty and staff with first responders;

= Implementing evacuation, lock-down and shelter-in-place drills; and

= Coordinating emergency management plans with those of state and local agencies to avoid
unnecessary duplication.

Response

When emergencies arise, schools and school divisions must quickly implement the policies and
procedures developed in the prevention-mitigation and preparedness phases to effectively
manage the crisis and protect the school community. Throughout the response phase, efforts
focus on de-escalating the emergency and taking accelerated steps toward recovery. Examples
of response activities include:

= Delegating responsibilities;

= Deploying resources;

= Activating the communication, accountability and decision making procedures outlined in
the predetermined emergency management plan;
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= Documenting all actions, decisions and events (e.g., what happened, what worked and what
did not work);

» Holding debriefing meetings; and

= Reviewing after-action reports to determine recovery activities and necessary revisions to the
emergency management plan based on lessons learned.

Recovery

The recovery phase quickly restores educational and business operations in schools and school
divisions following an incident. Recovery is an ongoing process that includes not only the
mental, emotional and physical healing process of students, faculty and staff, but a school’s
physical (buildings and grounds), fiscal (daily business operations) and academic (a return to
classroom learning) recuperation. Strong partnerships with members of the law enforcement and
public and mental health communities are essential for effective recovery efforts. Examples of
recovery activities include:

» Outlining service delivery systems;

» Providing mental health services or offering referral services;

= Developing letter templates for emergencies;

» Predetermining strategies for accepting donations following a death or an incident;

= Establishing a policy for standing or temporary memorials and ensuring that it is consistent
for all events;

= Ensuring that a process is in place for soliciting and receiving parental consent for such
activities as providing medical treatment or receiving counseling services;

= Establishing a process for screening and registering volunteers; and

= Developing and practicing a Continuity of Operations Plan (COOP) at the school and school
division levels.

2. Multi-Hazard

Comprehensive

- J
Plannmg @Course on Multi-Hazard Emergency Planning for Schools

Emergency management places great FEMA offers an §ight-hour, Web-based course that focuses on multi-hazard
. . . . emergency planning for schools. The course:
emphasis on the identification of ; . .
ial h ds. E 1 £ = Describes emergency management operations, roles and duties;
pOtentla_ aZ‘?r §. Examples o =  Explains how to assess potential hazards that schools may face; and
hazards identified and assessed by the = Explains how to develop and test an Emergency Operations Plan that
Federal Emergency Management addresses all potential hazards.
Administration (FEMA) include . o o
tornado, earthquake, flood, fire, and Des1gnegi for school admmlstratqrs, pr‘1n01palsZ and first responders and
hemical and biological th others with a personal or professional interest in school preparedness are
even ¢ eml?a. an 19 ogical threats. welcome to participate. Teachers, students, bus drivers, volunteers, and
In school crisis planning, parents are also allowed to enroll.
consideration should be given also to:
The course is offered by FEMA as part of its Emergency Management
Institute. Additional information is accessible at

= Physical and environmental risks; http://www.training.fema.gov/EMIWeb/IS/

» Social and emotional well-being

of students, faculty, and staff; and
= School culture and climate.
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Additional information on vulnerability assessments is provided in Chapter V Critical Incidents and
Emergencies.

3. The National Incident Management System (NIMS)

The National Incident Management System (NIMS) is a comprehensive approach to crisis
planning and is a framework for federal, state, local and private agencies to effectively and
collaboratively manage incidents using a core set of concepts, principles, procedures, processes,
terminology and standards. Through the NIMS, schools are better prepared to handle major
incidents and work with first responders.

<i 73 > Benefits of Aligning School
Publications on NIMS and Schools Planning and Procedures
with Federal, State and
The National Incident Management System, ECRMEXxpress, Local Efforts

Volume 2, Issue 6, 2006

Schools and school divisions
should coordinate their
emergency management

The National Incident Management System (NIMS) and Schools:
Frequently Asked Questions

Both are available from the U.S. Department of Education’s activities, plans and
Emergency Response and Crisis Management (ERCM) Technical resources with federal, state
Assistance Center at http://www.ercm.org/ and local agencies to ensure

a smooth and effective
response to all emergencies.

Benefits of aligning school and community responses include:

= Implementing well-integrated response procedures and resources during an incident;

= Facilitating a smooth transfer of command and effective activation of additional resources;
and

» Providing clear communication to all first responders, school staff, families and the media.

Six Key Components of NIMS

NIMS features six integrated components that are the foundation of its systematic approach for
responding to incidents. They are: 1) Command and Management; 2) Preparedness; 3) Resource
Management; 4) Communications and Information Management; 5) Supporting Technologies;
and 6) Ongoing Management and Maintenance.

The Command and Management component of the NIMS framework creates three vital
response systems: an Incident Command System (ICS); multi-agency coordination systems;
and public information systems.

Figure 1 shows the six key components of NIMS. It is important for schools to understand that
this is the framework currently being used for federal and state crisis planning and response and
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that there is an expectation that schools and other community institutions will plan for and
respond to crises within this operational framework.

Figure 1. Six Key Components of NIMS

SIX KEY COMPONENTS OF NIMS

Ongoing
Management and
Mainenance

Command and
Management

Supporting
Technologies

NIMS

Key Components

Preparedness

Communications Resource
and Information Mana ent
Management &

4. Incident Command Systems (ICS) and Schools

The Incident Command System (ICS) provides a unified command in a multi-responder
emergency in which multiple agencies have responsibilities. Each agency contributes to the
process of:

= determining the overall objectives to gain control of the incident;
= selecting strategies to achieve their objectives;

= planning jointly for tactical activities;

* integrating appropriate tactical operations, and

* making maximum use of all assigned resources.

As a rule of thumb, if a crime is involved, the police take over the scene; most other
emergencies are controlled by the fire department or local emergency response system.

School staff members need to be familiar with their local jurisdiction’s ICS to avoid any
confusion when responding to a critical incident. It is a good idea to identify in advance a
liaison officer for the school; this is typically the principal.
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There is a clear chain of command among law enforcement, emergency personnel of the fire
department, and paramedics. It is very important for school leaders to meet them ahead of time
and learn about their ICS so that the school can become a functioning member of the ICS team.

z
@ Information on Incident Command System (ICS) for Schools

Course on Incident Command System (ICS) for Schools

FEMA offers a 2.5 hour, Web-based introductory course on Incident Command System for Schools
for K-12 school personnel. The course focuses on:

= ]CS applications in school-based incidents. = ]CS facilities and functions.
= ]CS organizational principles and elements. = ]CS planning.
= ICS positions and responsibilities. = Accountability steps.

The course is offered by FEMA as part of its Emergency Management Institute. Additional
information is accessible at http://www.training.fema.gov/EMIWeb/IS/

Incident Command System (ICS) Fact Sheets

ICS-100 Fact Sheet accessible at http://www.fema.gov/pdf/nims/ics_100_fs.pdf
ICS-200 Fact Sheet accessible at http://www.fema.gov/pdf/nims/ics 200 fact sheetm.pdf

More detailed information on ICSs in relation to critical incident planning and response in
schools is provided in Chapter V.

Framework for Crisis Management Planning

A framework that school administrators have found helpful in developing crisis management
procedures organizes activities into three phases: a) pre-incident identification/intervention, b)
non-emergency crisis response, and c) critical incident response. The framework is shown
below in Table 1.

a. Pre-Incident Identification/Intervention

Pre-incident identification/intervention procedures provide a systematic process for identifying,
assessing, and intervening with students who may be suicidal or constitute a potential or
imminent threat to others. These procedures are designed to prevent or reduce risk to the health,
safety, and welfare of students and staff. Policy establishing such procedures involves:

» training of students and staff to recognize warning signs of risk;

= immediate, mandatory reporting of concerns;

= qualified assessment of threats; and,

= expedited access to school and/or community resources for appropriate intervention.

10
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b. Non-Emergency Crisis Response

Non-emergency crisis response procedures guide staff in responding to the more frequently
occurring crises such as the death of a student or teacher by accident or illness, suicide threat, or
vehicle crashes. Interventions are problem-focused and time-limited and designed to determine

the facts, disseminate accurate information, restore equilibrium, and support productive,
appropriate responses. Key tasks involve:

= gathering accurate information about the event;
= disseminating accurate information to staff, students, parents, and, if appropriate, the media;

* intervening directly with students most likely to be affected;

* increasing the available supportive counseling for students and staff; and,
= guiding students and staff to engage in productive, appropriate responses.

c. Critical Incident Response

Critical incident procedures focus narrowly on situations which involve imminent danger to life
and limb such as school violence with death or major injuries, natural disasters, and terrorist
acts. Such procedures emphasize a coordinated interagency response and are designed
primarily to preserve and protect life. Sound policy requires the development, in advance of a
critical incident, of interagency agreements that specify channels of communication, types of
services, and areas of responsibility. Such interagency agreements typically are established
with public safety (i.e., police department, sheriff’s office, fire department, emergency
services), health and mental health agencies (i.e., Health Department and Community Services

Board).

Table 1. Framework for School Crisis Management Planning

Framework for Crisis Management Planning

Phase

Target of procedures

Designed to . . .

Involves

Pre-Incident
Identification /
Intervention

a systematic process for
identifying, assessing, and
intervening with students
who may be suicidal or
constitute a potential or
imminent threat to others.

.. prevent or reduce
risk to the health,
safety, and welfare of
students and staff

training of students and staff to
recognize warning signs of risk;
immediate, mandatory reporting
of concerns;

qualified assessment of threats;
and,

expedited access to school
and/or community resources for
appropriate intervention.

Non-Emergency
Crisis Response

guide staff in responding to
the more frequently
occurring crises such as the
death of a student or teacher
by accident or illness,
suicide threat, or vehicle
crashes, but do not
necessarily address critical
incidents such as school
shootings or hostage-taking.

. . determine the facts,
disseminate accurate
information, restore
equilibrium, and
support productive,
appropriate responses.

gathering accurate information
about the event;

disseminating accurate
information to staff, students,
parents, and, if appropriate, the
media;

intervening directly with
students most likely to be
affected;

increasing the available
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Framework for Crisis Management Planning

supportive counseling for
students and staff; and,

= guiding students and staff to
engage in productive,
appropriate responses.

Response which involve imminent life.
danger to life and limb such
as school violence with
death or major injuries,
natural disasters, and
terrorist acts; procedures
emphasize a coordinated
interagency response.

Critical Incident | focus narrowly on situations | .. preserve and protect | ®  interagency agreements

developed in advance, specifying
channels of communication,
types of services, and areas of
responsibility.

= agreements typically established
with public safety, health, and
mental health agencies.

6. Key Resources for Crisis and Emergency Response and Management

School divisions and schools developing plans for emergency response and crisis management will
benefit from consulting the key Virginia and federal resources. Key resources are listed below in

Table 2.

Table 2. Key Resources for School Crisis Management Planning

Key Resources for School Crisis Management Planning

Resource Web site
Virginia Resources
Virginia http://www.dcjs.virginia.gov/vcss/
Center for
School Safety  School Safety Audit Program
(VCSS) http://www.dcjs.virginia.gov/vcss/audit/

School Crisis Plan Review Certification
http://www.dcjs.virginia.gov/vcss/audit/crisis.cfm

Virginia http://www.doe.virginia.gov

Department

of Education School Safety Information Resource (SSIR)
(VDOE) https://plpe.doe.virginia.gov/pti/

Other publications:
http://www.doe.virginia.gov/VDOE/studentsrvcs/
- Model School Crisis Plan

- Annual Discipline, Crime, and Violence Reports
- Student Conduct Policy Guidelines

- Suicide Prevention Guidelines

Virginia http://www.vdem.virginia.gov/ or
Department http://www.vaemergency.com/

Examples of Resources Available

Training for school resource officers and
school security officers; annual school
safety conference; publications.

Publications and training.

Web-based reporting tool that allows users
to display school-safety data at the state,
division and school levels.

Lead agency in coordinating state's
emergency preparedness, mitigation,

12


http://www.dcjs.virginia.gov/vcss/
http://www.dcjs.virginia.gov/vcss/audit/
http://www.dcjs.virginia.gov/vcss/audit/crisis.cfm
http://www.doe.virginia.gov/
https://p1pe.doe.virginia.gov/pti/
http://www.doe.virginia.gov/VDOE/studentsrvcs/
http://www.vdem.virginia.gov/
http://www.vaemergency.com/

Using This Guide

Key Resources for School Crisis Management Planning

Resource Web site
of Emergency
Management
(VDEM)
Virginia http://www.vdh.virginia.gov/
Department
of Health Division of Injury and Violence Prevention
(VDH), http://www.vdh.virginia.gov/civp
Center for - Suicide prevention information and training
Injury and - School-based injury prevention
Violence
Prevention Emergency Preparedness and Response
Emergency http://www.vdh.virginia.gov/epr/
Preparedness - Information on emergencies impacting public

and Response health including bioterrorism, infectious disease
outbreaks and other public health emergencies

Pandemic Flu
http://www.vdh.virginia.gov/PandemicFlu/index.asp

Federal Resources

Emergency http://www.ercm.org/

Response and

Crisis Established by the Office of Safe and Drug-Free
Management  Schools, U.S. Department of Education to support
Technical schools receiving Emergency Response and Crisis
Assistance Management grants. Non-grantees may also
Center receive information and technical assistance in
(ERCM) strengthening their crisis management plans.
National http://www.ncef.org/

Clearinghouse Funded by the U.S. Department of Education, the
for clearinghouse serves as the clearinghouse for a
Educational broad range of information related to school
Facilities facilities.

(NCEF)

National Law  http://www.nlectc.org/

Enforcement
and NLECTC — Southeast — Charleston, SC (serves
Corrections Southeast)

Technology http://www.nlectc-se.org/

Examples of Resources Available
response and recovery efforts.

» Training in emergency management,
hazardous materials response and
search and rescue to prepare local
responders.

= Teen CERT Train-the-Trainer course

= Web site contains information on how
to prepare for, respond to, and recover
from numerous threats and
emergencies.

Public awareness, training, guidelines,

publications.

Key topics:

Suicide prevention

School-based injury prevention
Emergency preparedness and response
Pandemic flu

Web site contains numerous publications
related directly to school crisis
management and emergency response.

Web site contains subject-specific
resources on more than 140 school
facilities topics.

NCEF Safe Schools Facilities Checklist
http://www.ncef.org/checklist/checklist.cfm
- a customized resource for assessing the
safety and security of a school.

The NLECTC system's regional centers and
specialty offices work directly with
communities to foster technological
innovations that result in new products,
services, systems, and strategies for the
criminal justice professionals.
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Key Resources for School Crisis Management Planning

Resource Web site
Center
(NLECTC)
Federal http://www.fema.gov
Emergency
Management  Comprehensive informational resource for disaster
Agency preparedness.
(FEMA)

FEMA for Kids

http://www.fema.gov/kids/

- Teaches you how to be prepared for disasters and
prevent disaster damage. (Resources for parents
and teachers also available)

Centers for http://www.cdc.gov/ncipc
Disease

Control and

Prevention,

National

Center for

Injury

Prevention

and Control

National http://www.nasn.org
Association of

School Nurses

(NASN)

Examples of Resources Available

Publications:

- Primer to Design Safe School Projects in
Case of Terrorist Attacks

- Making Schools Safe Against Winds

- Making Schools Safe Against Floods

- Making Schools Safe Against
Earthquakes

Publications on numerous topics including
data, Fact Sheets, violence and
unintentional injury prevention, school
shootings, and mass casualty events.

Guidance and publications on humerous
topics related to school health and the
management of health emergencies in
schools.
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Steps in Developing a Crisis Plan

I1. Steps in Developing a Crisis Plan

A. Establishing Policy and Leadership

1. Legal Requirements for Planning

Virginia law requires that every school develop a written “school crisis, emergency management,
and medical emergency response plan.” Specifically, § 22.1-279.8., Code of Virginia, sets forth the
following:

Definition

School crisis, emergency management, and medical emergency response plan means “the essential
procedures, operations, and assignments required to prevent, manage, and respond to a critical
event or emergency, including natural disasters involving fire, flood, tornadoes, or other severe
weather; loss or disruption of power, water, communications or shelter; bus or other accidents;
medical emergencies, including cardiac arrest and other life-threatening medical emergencies;
student or staff member deaths; explosions; bomb threats; gun, knife or other weapons threats;
spills or exposures to hazardous substances; the presence of unauthorized persons or trespassers;
the loss, disappearance or kidnapping of a student; hostage situations; violence on school property
or at school activities; incidents involving acts of terrorism; and other incidents posing a serious
threat of harm to students, personnel, or facilities.” (§ 22.1-279.8.A, Code of Virginia)

School Board
Responsibilities

“Knowing how to respond quickly and efficiently in a crisis is

“Each school board shall critical to ensuring the safety of our schools and students. The
ensure that every school that midst of a crisis is not the time to start figuring out who ought to
it supervises shall develop a do what. At that moment, everyone involved — from top to
written school crisis, bottom — should know the drill and know each other.”

emergency management, and
medical emergency response
plan, consistent with the
definition provided in this
section.” (§ 22.1-279.8.D,
Code of Virginia)

- Margaret Spellings, U.S. Secretary of Education

“The local school board shall annually review the written school crisis, emergency management,
and medical emergency response plans. The local school board shall have the authority to withhold
or limit the review of any security plans and specific vulnerability assessment components as
provided in subdivision 7 of § 2.2-3705.2., Code of Virginia.”

School Superintendent Responsibilities

“The local school division superintendent shall certify this review in writing to the Virginia Center
on School Safety no later than August 31 of each year.” (§ 22.1-279.8.D, Code of Virginia)

15


http://leg1.state.va.us/cgi-bin/legp504.exe?000+cod+22.1-279.8
http://leg1.state.va.us/cgi-bin/legp504.exe?000+cod+22.1-279.8
http://leg1.state.va.us/cgi-bin/legp504.exe?000+cod+22.1-279.8
http://leg1.state.va.us/cgi-bin/legp504.exe?000+cod+2.2-3705.2
http://leg1.state.va.us/cgi-bin/legp504.exe?000+cod+22.1-279.8

Steps in Developing a Crisis Plan

State Responsibilities

“The Department of Education and the Virginia Center for School Safety shall provide technical
assistance to the school divisions of the Commonwealth in the development of the school crisis,
emergency management, and medical emergency response plans that describe the components of a
medical emergency response plan developed in coordination with local emergency medical service
providers, the training of school personnel and students to respond to a life-threatening emergency,
and the equipment required for this emergency response.” (§ 22.1-279.8.D, Code of Virginia)

“Upon consultation with local school boards, division superintendents, the Virginia Center for
School Safety, and the Coordinator of Emergency Management, the Board of Education shall
develop, and may revise as it deems necessary, a model school crisis, emergency management, and
medical emergency response plan for the purpose of assisting the public schools in Virginia in
developing viable, effective crisis, emergency management, and medical emergency response
plans. Such model shall set forth recommended effective procedures and means by which parents
can contact the relevant school or school division regarding the location and safety of their school
children and by which school officials may contact parents, with parental approval, during a critical
event or emergency.” (§ 22.1-279.8.D, Code of Virginia)

Liability Issues

The legal obligation of school administrators to make crisis plans has been well documented.
There is a growing trend to hold the third party (school) responsible for failing to take reasonable
steps to prevent a crisis or to adequately manage a crisis situation which arises.

While schools cannot eliminate the risk of being sued, they can reduce that risk and/or limit their
exposure for damages by developing comprehensive crisis plans which anticipate the potential for
crises and develop reasonable procedures for appropriate responses based on "best practices.”

In recent years, planning that involves public safety expertise and procedures that establish a
coordinated, interagency response to critical incidents have taken on heightened importance.
Written documentation of activities and consultation with the school board attorney are now
routine elements of crisis response/critical incident management. Many states, including Virginia,
have enacted legislation to address these issues, and are requiring schools to develop crisis
management procedures, often as a component of school safety plans.

2. School Division Policy

School division policy establishes the foundation and framework for action. The chances of
effectively managing a crisis are increased with a well-developed division-level policy that
establishes a framework for individual school plans that are tailored to the conditions and resources
of each school.

Benefits of Policies and Procedures for Crisis Management

= Policies and procedures for crisis management provide benefits for students, parents, and the
school division.

= The procedures provide an organized, systematic method for helping students.

= Staff members know under what circumstances and how to refer a student for help.
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= Crisis team members operate within specified guidelines to make collaborative decisions,
sharing the responsibility of these often difficult and stressful situations.

= Parents and other members of the community are assured that the school division has taken
action to be prepared in the event of a crisis situation.

= The school division benefits through increased legal protection. While no set of policies can
prevent a lawsuit being filed, establishing reasonable policies and procedures based on “best
practices” provides a margin of protection against liability.

= Interagency agreements have fostered stronger collaborative relationships and have led to
improved communication with community public safety agencies.

Essential Elements of School Division Policy

In accordance with § 22.1-279.8.A, Code of Virginia, plans must contain essential procedures,
operations, and assignments required to prevent, manage, and respond to a critical event or
emergency, including:

= Natural disasters involving fire, flood, tornadoes, or other severe weather;

= Loss or disruption of power, water, communications or shelter;

= Bus or other accidents;

= Medical emergencies, including cardiac arrest and other life-threatening medical emergencies;
=  Student or staff member deaths;

= Explosions;

= Bomb threats;

» Gun, knife or other weapons threats;

= Spills or exposures to hazardous substances;

= The presence of unauthorized persons or trespassers;

= The loss, disappearance or kidnapping of a student;

= Hostage situations;

= Violence on school property or at school activities;

= Incidents involving acts of terrorism; and

= Other incidents posing a serious threat of harm to students, personnel, or facilities.

School division policies typically include the following elements:

= a definition of “crisis;”

= arequirement that each school establish a crisis management team and development of a school
site crisis management plan;

= specifications for membership of the crisis management team;

= specifications for issues to be addressed in each school’s crisis management plan, usually
including designation of chain of command, development of protocols for management of
specific types of crises, coordination of communications, provisions for support services, staff
in-service training, and periodic review of the plan; and

= specifications for development of a critical incident management plan with appropriate
community public safety and other agencies.

A sample policy statement from a Virginia school division is provided in Chapter IX Tools for Crisis
Management and Emergency Response Planning.
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3. Leadership Roles
a. Superintendent/Central Office Leadership

Policy provides the foundation and framework for crisis management. Leadership, however, is
necessary to ensure effective implementation and maintenance of preparedness. Leadership at
the central office staff level is critical to the successful management of school emergencies.
School division staff support the implementation of school board policy in individual schools.
When major school crises occur, the central office staff must be prepared to assist in major
areas, allowing school staff to deal with the immediate needs of students, staff, and parents.

b. Principal/School Building Leadership

Leadership of the school principal is crucial for effective crisis management. As the highest
level executive in the school, the principal bears responsibility for all school-based decisions
and activities. Leadership involves making crisis management a priority and communicating
about its importance —

"What is a priority to the principal becomes important to everyone at the school."

Preparing for Crisis Management Leadership: Steps for Principals

Step 1.  Review divisionwide policies related to crisis and emergency management, including any
interagency agreements. Gain a clear understanding of the channels of communication, lines
of authority, and roles and responsibilities of both school division and community agency
personnel.

Step 2. Establish a school crisis team and work with them to develop a school crisis plan within the
framework of division policy and tailored to the school’s unique needs.

Step 3.  Establish a clear chain of command within your school. Clearly designate who is in charge in
case of an emergency when you are away from the school.

Step 4.  Make a point of meeting, in advance of an emergency community public safety personnel who
will respond to an emergency at your school. Consult with them in developing your school's

plan and maintain the collaborative relationships.

Step 5.  Become thoroughly familiar with the school building and grounds, including the mechanical
infrastructure.

Step 6.  Ensure that all staff members understand the school’s crisis management plan and particularly
their specific responsibilities in the event of an emergency.

Step 7. Prepare students to assume an appropriate role by enlisting their vigilance and conducting
practice drills.

Step 8.  Communicate the school’s crisis management plan to parents and the community at large.
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B. Establishing Crisis Response Teams

The process of developing and maintaining an emergency management plan is complex; therefore,
before a plan is developed, division crisis response teams and individual school crisis response teams
should be assembled. These teams are composed of a variety of professionals with expertise in
emergency management (e.g., police, fire and emergency medical services personnel) and include
community partners (e.g., public and mental health professionals) and school-based staff (e.g.,
facilities and cafeteria managers, nurses, disability specialists, counselors, teachers and
administrators). Partner agreements, or memoranda of understanding, should be created by the school
and school division crisis response teams to clearly delineate team members’ roles and responsibilities.

Crisis response teams are typically responsible for:

= Establishing relationships with community partners;

» Coordinating vulnerability assessments;

= Developing training activities and conducting exercises to support and improve the emergency
management plan;

= Establishing and enforcing a school and school division’s emergency management plans; and

*  Guiding and supporting the development of individual schools’ crisis response teams.

1. Example of a School Division Central Office Team

One example of areas of responsibility for school division central office crisis response teams is
represented below in Figure 3:

Figure 3. School Division Central Office Crisis Planning and Response Team

School Division Central Office Crisis Planning and
Response Team

Areas of response at the school division level may be conceptualized as
represented below:

Public Safety Officials [----------1 Superintendent
v

Senior Management

" AN

Community Relations Student Services

Facilities and Instruction
Operational Support
Finance/Human Transportation
Resources P

Technology/
Information Services
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Roles and Responsibilities of a School Division Crisis Response Team

Possible central office functions listed below have been identified and may be considered in assigning
central office staff roles during an emergency. Roles and responsibilities to be assigned as part of an
Incident Command System (ICS) are set forth in Chapter V.

Senior Management Roles
(Superintendent, Deputy and Assistant Superintendents)

= Direct all operations of the school division in the management of the emergency.

= Gather information from all aspects of the emergency for use in making appropriate decisions
about the management of the emergency.

= Assess the immediate situation and assign tasks based on the overall needs for managing the
emergency.

= Stay in contact with the leaders of the emergency service agencies and the law enforcement
agencies working the emergency.

= Authorize the release of information to the public.

= Keep the School Board and other local officials informed of the status of the emergency.

= Receive state and local officials who come to help or gather information.

= Report immediately to the local hospital if students or adults are being sent to that hospital for
treatment. If more than one hospital is admitting students or adults, coordinate the communication
among those hospitals and the school division. Assign and direct other division staff to assist at
those hospitals.

= Coordinate communication between the hospital and the division office.

= Meet and talk with the parents of students and spouses of adults who have been admitted to the
hospital.

= Establish and maintain lines of communication between the division and the emergency site; for
off-campus emergency, lines of communication must be established for the involved school, as
well. Such lines of communication may also include couriers.

= Communicate with other schools in the division during the emergency period.

= Assign resources (persons and materials) to various sites for specific needs. This may include the
assignment of school personnel from other school or community sites such as community
emergency shelters.

» Authorize immediate purchase of outside services and materials needed for the management of
emergency situations.

Student Services Roles

» Implement plan for crisis; authorize and coordinate back-up student support personnel from other
schools to assist, as needed, at crisis site(s).

» Maintain active file of helping agencies within the community including the names of contact
person(s).

= Create letters to notify parents of continuing care that is available to students; available care will
include local and state agencies, as well as school-based care.

= Develop information sheet for parents, teachers, and others; information will include topics such as
the impact of crises on students, signs of stress, and guidelines for dealing effectively with crisis-
related stress.

= Assist with planning and conducting parent/community meetings for information dissemination
and recovery activities.

= Maintain follow-up activities such as referrals for help outside the school services setting.

= Confer with full staff and faculty; assist in coordination of briefings for staff and faculty.
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= Make recommendations regarding the restarting of school and schedule of activities for the day
after the crisis.

Community Relations Roles

= Collect and disseminate information to the media. Be aware of deadlines, the need for information
accuracy, and other issues related to the media and the performance of their jobs.

» Plan and coordinate press interviews to help the news media meet deadlines.

= Create and disseminate press releases.

= Respond to rumors through the dissemination of accurate information. Organize a network of key
people within the community through which accurate information can be disseminated.

= Be aware of the requirements of the Freedom of Information Act and provide all appropriate
information based on those requirements.

= Plan and coordinate the use of the division’s cable television channel for live and taped
presentations. Press conferences can go out live; updates for the public can be taped and aired as
needed.

= Coordinate information to be shared with school and division personnel during and after the crisis.

= Act as a liaison between the media and division personnel whose attention must be focused on the
immediate problems of managing the crisis without constant interruption.

= Arrange interviews for the media with key school and division staff who are involved in the
emergency or who act as spokespersons for the division.

= Establish and maintain a clearinghouse for calls and requests from schools, the community,
parents, and the media and refer those to the appropriate person or place.

Facilities and Support Services Roles

= Coordinate with transportation coordinator as needed.

= Serve as a liaison between the emergency school site and the emergency support teams that may be
needed.

» Coordinate and direct communication between the emergency site and county and state agencies.

= Obtain and direct the placement of generators when power must be restored for a temporary period.

= Coordinate and direct the acquisition of water when there is a disruption of water and sewer
services.

= Coordinate and direct contact with emergency medical services, local police and sheriffs’
departments, fire departments, and the state police.

= Coordinate and direct search-and-rescue operations when needed.

= Arrange for the delivery of outside services and materials needed for the management of the
emergency.

= Plan and initiate arrangements for food for building personnel.

Transportation Roles

= Establish and maintain school division protocols for transportation-related emergencies.

= Provide divisionwide transportation for bus drivers.

= Establish and maintain plans for the emergency transport of students and school plans (a chemical
spill for example).

» Coordinate transportation plans with State Police and other law enforcement personnel, as
appropriate.
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Technology/Information Services Roles

= Coordinate use of technology.

= Assist in establishment/maintenance of emergency communications network. Assist in obtaining
needed student and staff information from the computer files.

= Prepare and maintain an emergency kit that contains floor plans, telephone line locations, computer
locations, and other communications equipment.

= Establish and maintain computer communication with the central office and with other agencies
capable of such communication.

= Establish and maintain, as needed, a stand-alone computer with student and staff database for use at
the emergency site.

= Asneeded, report various sites involved in the communication system if there are problems in that
system.

2. School-Level Crisis Management Teams

The school-level crisis management team (CMT) is led by the principal with an alternate designated to
act in the principal’s absence. The membership of each school’s CMT should consist of an
immediately accessible core group of school personnel who have the knowledge and skills to handle
an emergency situation. Selecting a wide range of members for the CMT will ensure the various
aspects of crisis planning can be accomplished. In addition to teachers, the team may include
guidance counselor(s), the school nurse, school psychologist and/or school social worker, school
secretary, and custodian/building engineer. School resource officers also often serve on school crisis
response teams. When school resource officers are assigned to a school, they should be consulted in
the development of the school's crisis management plan and involved in response to any crisis
involving a violation of law or threat to public safety.

Effective Crisis Response Teams Crisis planning involves more

than the emergency incident.

Effective crisis response team members have . . . Members of the CMT need to
have the ability to identify

» A broad perspective on life; alarming changes in a student’s

= Flexibility; behavior or recognize

* Familiarity with the specific characteristics of your school, its community events or incidents

student body and its community; that could affect the school.

=  Willingness to problem-solve cooperatively;

= An ability to anticipate multiple consequences;

= An ability to think clearly under stress; and

= Strong communication, problem-solving, and conflict resolution

Once these changes or events
have been identified, the CMT
must take action. This may

skills. mean arranging counseling for a
student or scheduling a
Crisis Response Team Danger Signs community or staff meeting, but
in either case, the end result is
No plan Denial Secrets addressing the needs of the
Inflexible people Outdated plan “Hype” school population.
No leader Too many leaders Gossip, rumors
Pelay in 1n1t131 report Unmanaged Media Turf battles The CMT should meet on a
Lone ranger Rushed response Rescue fantasy

regular basis and discuss not

only the crisis management plan

22



Steps in Developing a Crisis Plan

but also any areas of concern in the school. The CMT needs to become a formal part of each school.
All members should receive information and training regularly.

The school level crisis response team typically has responsibility for the following:

= Establishing a written protocol for dealing with specific types of crises.

= [Establishing a systematic approach for identifying, referring, and intervening with students
identified as at-risk for suicide or posing a threat to others.

= Orienting staff to procedures and training to fulfill designated roles, including conducting table-
tip simulations and practice drills.

* Providing information to students, staff, and community on crisis management referral
procedures.

» Providing assistance during a crisis in accordance with designated roles and providing follow-
up activities.

= Conducting debriefing at the conclusion of each crisis episode to critique the effectiveness of
the building’s Crisis Management Plan.

= Conducting periodic reviews and updating of the Crisis Management Plan and conducting
related updated staff training.

3. Student Roles in Crisis Management

Roles for students have only recently been recognized as an important aspect of crisis management.
In the past, they have typically been viewed in a more passive role, simply expected to comply with
adult directives. However, as students have demonstrated their abilities in school-based conflict

mediation, peer helping, and crime prevention
activities, their potential to assume a more active role
has begun to be recognized. Certainly, the adults
continue to bear the central responsibility for
leadership in crisis planning and response and, in the
case of a crisis event, for taking action to protect
students. There are, however, at least three areas in
which students may play important roles: 1)
prevention, 2) response, and 3) recovery.

Prevention

Investigations following recent school shootings
revealed that in all cases students had key pieces of
information which may have assisted in the early
detection and prevention of the incidents. Students
need to be involved in bullying prevention efforts and
to be educated in how to identify early warning
signals and to appreciate the significance of what they
may be observing.

Response

Students need orientation and practice in crisis
response procedures such as evacuation and
lockdown, including -- particularly with older students
-- actions to be taken in the event of teacher
incapacitation.

z
@Teen CERT (Community Emergency

Response Team)

The Teen Community Emergency Response
Team (Teen CERT) Program educates students
about disaster preparedness for hazards that may
impact their area and trains them in basic disaster
response skills, such as fire safety, light search
and rescue, team organization, and disaster
medical operations. Using the training learned in
the classroom and during exercises, Teen CERT
members can assist others in their schools,
neighborhood or workplace following an event
when professional responders are not
immediately available to help. Teen CERT
members also are encouraged to support
emergency response agencies by taking a more
active role in emergency preparedness projects in
their community.

Information available at:
http://teencert.org/

Also from FEMA and the Virginia Department
of Emergency Services.
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Recovery

Student buy-in to recovery activities and development of positive adaptive responses are critical to
regaining equilibrium. Students are strategically positioned to recognize distress in their peers and
to refer them for services if the expectation for involvement is communicated and avenues for
referral are established.

Examples of Student Roles and Responsibilities
The Emergency Preparedness Plan for Utah Schools identifies a variety of student roles and

responsibilities in the event of crises. The Plan can be accessed at
http://des.utah.gov/pdf/safeschools/utedschoolplan.pdf/ and states:

(1) All students shall:
(a) Cooperate during emergency drills and exercises.
(b) Learn to be responsible for themselves and others.
(c) Develop awareness of natural, technological, and security hazards.

(2) Older Students shall:
(a) Work through student body organizations, clubs, and associations to support the school
emergency program. With the approval of the principal this might include:
(i) Staging emergency awareness plays.
(i) Taking group instruction in first aid.
(ii1) Visiting emergency services facilities.
(b) Take an active role in school emergency response and be assigned a variety of tasks when
properly trained. These might include:
(i) Caring for younger children.
(i1) Assisting disabled classmates.
(ii1) Acting as messengers, guides, monitors, and patrols.
(iv) Providing first aid assistance.
(v) Performing clerical duties.
(vi) Operating amateur radios, school switchboard, or other communications equipment.

3
@ Resources for Children

Federal Emergency Management Agency (FEMA) for Kids

FEMA has created a Web site on emergency preparedness specifically for children. The
Web site, FEMA for Kids, teaches children how to prepare for disasters and prevent
harm from disasters. Kids can play games, read stories and learn about what causes
disasters.

Accessible at http://www.fema.gov/kids/

Disaster Services, Educator's Information

The American Red Cross provides additional curricular supports and materials for
teachers, educators and presenters to help children and families learn how to stay safe
and prevent or reduce the effects of disasters or other emergencies.

Accessible at http://www.redcross.org/services/disaster/
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C. Developing a Multi-Hazard Emergency Management Plan

Steps in developing a multi-hazard emergency management plan described here are basic steps
recommended by the federal ERCM Technical Assistance Center. More specific steps to be taken
within the context of medical emergency planning are provided in Chapter IV. More specific steps to
be taken within the context of critical incident planning are detailed in Chapter V.

Basic steps to ensure the development of comprehensive, multi-hazard emergency management plans
are as follows:

Basic Step 1. Align Plans and Procedures

School and school division crisis response teams should collaborate with local, state, regional and
federal agencies (before a crisis occurs) to integrate processes and determine what resources may
be shared. As an incident escalates, well-aligned response procedures will facilitate a smooth
transfer of command, ensure the effective activation of additional resources, and promote clear
communication among responders, crisis response teams and members of the local community.

Basic Step 2. Conduct Assessments

School and school division crisis response teams should conduct vulnerability assessments to
determine the strengths and weaknesses of: school buildings and environments; schools’ social,
emotional and cultural climates; community and staff resources; and the unique concerns of
individuals with disabilities and special needs. Crisis response teams should also take into
consideration the possible effects of natural, biological or manmade disasters on schools and the
surrounding community.

Assessment data must be routinely gathered and analyzed by the team, with corrective actions put
into place and resources stored for the future. When assessments are performed repeatedly, crisis
response teams can better enhance their existing plans and protocols.

Basic Step 3. Establish and Institutionalize the Incident Command System
(1CS)

As part of the preparedness phase, schools and school divisions should establish an Incident
Command System (ICS). The ICS, housed within the Command and Management component of
the NIMS, is the response infrastructure that facilitates effective and efficient incident
management. It utilizes five functional areas—Command, Operations, Planning, Logistics and
Finance-Administration—to manage all major incidents, integrate facilities and resource
management, establish equipment standards and create a common incident management
organization.

To establish an effective ICS in a school or school division, crisis response teams should:

= Identify key team roles and functions;

= Assess staff members’ skills;

= Assign staff to each ICS area;

=  Assign key individual roles and functions;

= Create lines of succession (backup) for all key positions; and
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=  Coordinate with community partners to identify roles and responsibilities.

The ICS should also include an experienced public information officer to be the primary liaison for
relaying timely and accurate information to the public. (See Step 5 “Establish a Communications
Plan” below for more information on the role of the public information officer.)

Basic Step 4. Develop Policies and Protocols

Crisis response teams should develop multi-hazard response policies and protocols in collaboration
with community partners using the ICS and assessment data gathered in the prevention/mitigation
phase. More specific steps in planning for critical incidents are provided in Chapter V.

Emergency management plans must include procedures for the three primary responses:

evacuation, lockdown and shelter-in-place.

= An evacuation occurs when it is safer outside the school than it is inside the school.

= A lockdown takes place when there is an immediate threat of violence in a school or on school
grounds.

= Shelter-in-place occurs when students and staff must remain in a school building for extended
periods of time during an event such as a chemical spill or terrorist attack.

Emergency procedures must integrate the needs of the entire school community—faculty, staff,
visitors, students and individuals with disabilities and special needs (such as limited English
proficiency). These procedures must be put in writing, communicated to team members and
practiced through drills and exercises.

Basic Step 5. Establish a Communications Plan

The delivery of timely and accurate information before, during and after an incident is a critical
component of emergency management. More detailed information on communications is provided
in Chapter VI.

Communication with crisis response team members, community partners, school and school
division personnel, students, parents and the media is crucial. Each group needs information that is
tailored to their needs, backgrounds and levels of understanding; therefore, open lines of
communication should be established in advance. Prior planning builds trust in the school and
school division and assures the public that the appropriate actions are being taken to ensure the
safety and security of students and staff. In addition, emergencies may pose limitations on
communication due to power outages, downed phone lines or an overwhelming number of cellular
calls. It is recommended that schools and school divisions have alternative methods of
communication that are not connected to a city or county’s main power source.

During an emergency, the public information officer is responsible for providing the public, the
media and local, state and federal agencies with incident-related information. This individual relays
timely, accurate and complete information about an incident’s location, status, cause and size,
which must be approved by the ICS’ designated incident commander. Before a public information
officer assumes his or her position, a communication plan should be developed in collaboration
with the incident commander and emergency management team.

This plan should detail policies for relaying information to the public (including identifying a
media staging area), using plain language and communicating to staff during an emergency.
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Basic Step 6. Create a Student-Parent Reunification Plan

When a school’s population has been evacuated to an alternate site, or if the safety of the
neighboring community is threatened, school administrators or the crisis response team will
implement a school’s student-parent reunification plan for releasing students to their parents or
guardians. This plan outlines a school’s parental notification methods, such as the use of calling
trees, local media channels or the activation of an automated alert system.

Schools and school divisions should disseminate these policies—in numerous languages if
necessary— before an incident occurs through school Web pages, e-mail blasts, letters to parents
and guardians and Parent-Teacher Association (PTA) meetings.

Basic Step 7. Stock Emergency Go-Kits and Supplies

Every school should store emergency supplies and “go-kits.” A go-kit is a self-contained, portable
stockpile of emergency supplies. Some schools may choose to create three types of go-kits: one for
administrators, one for classrooms, and one for medical emergencies.

Administrative go-kit supplies may include utility turn-off procedures, a calling tree, a whistle, the
parent-student reunification plan and a first-aid kit.

Classroom go-kits may include a student attendance roster, a first-aid kit, age appropriate student
activities and a vest or hat for teacher identification.

Medical emergency go-kits typically contain first-aid supplies and are specifically intended for use
in school emergencies when buildings are evacuated or the school health office is displaced.

More detailed information on medical go-kits is provided in Chapter 1V; detailed information on
administrative and classroom go-kits is provided in Chapter V. Additional examples of go-Kkits
may be found at the Department of Homeland Security Web site, www.ready.gov/

Go-kits are often stored in backpacks or duffle bags and placed in readily accessible and secure
locations. A school’s crisis response team should select supplies that address the needs of the
school, as well as its population, climate, facilities and resources. Because emergency supplies are
critical to a smooth response, a school’s emergency management plan should reference both the
supplies needed and the staff members responsible for stocking and replenishing items.

Basic Step 8. Provide Training to Faculty and Staff

Emergency management training should be developed based on a school and school division’s
prevention and preparedness efforts, prioritized threats and identified issues derived from
assessments. Routine, multi-hazard training should be scheduled and noted in emergency
management plans. The sessions should also be conducted in conjunction with community partners
to capitalize on responders’ expertise and ensure consistent learning. More detailed information on
training is provided in Chapter VI, Section C.5.

General crisis training must be provided to all staff (i.e., administrative and custodial staff,
teachers, nurses, bus drivers and substitutes) and students. When appropriate, parents and
community partners should also receive this training. School staff and emergency management
team leaders may receive additional in-depth training, including courses required for NIMS
compliance through FEMA’s Emergency Management Institute. Course information is available at
http://www.training.fema.gov/emiweb/IS/
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Basic Step 9. Conduct Functional Exercises

Functional exercises are simulations of emergency situations and are integral to the development of
an effective emergency management plan. When conducted in collaboration with first responders,
the exercises provide opportunities to not only strengthen working relationships and put into
practice the emergency management plan, but eliminate weaknesses in it. Exercises may range
from basic fire and shelter-in-place drills to full scale community-wide drills that realistically
portray a crisis and activate the ICS.

Maintaining Preparedness

Development of a crisis management plan is not a one-time task. Changes — in personnel, policies,
resources, and conditions — occur and require plans to be updated and refined. At minimum, a
school’s crisis plan should be thoroughly and formally reviewed on an annual basis.

Checklist for Annual Review of School Crisis Plan

Confirm membership of Crisis Response Team, filling vacancies that have occurred.
Review assigned roles and responsibilities of team members and revise, as needed.
Review overall Crisis Response Plan and update in light of changes in conditions and/or

resources at the school.

Review Critical Incident Management procedures and update in light of changes in
conditions and/or resources at the school.

Print updated crisis referral information in student handbook.
Print updated crisis referral information in faculty handbook.

Update faculty of any changes in Crisis Response Team membership and procedures
including identification/intervention referral, for crisis response, critical incident response,
and recovery.

Include review of Crisis Management Plan and related procedures in new staff orientation.

Hold an all-faculty in-service on Crisis Management Plan annually and training in related
topics on a more regular basis.

NN RRNN N NN
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D. Planning for Children with Special Needs and Disabilities

The following content is adapted from Integrating Students with Special Needs and Disabilities into Planning. ERCM
Express, Vol 2, Issue 1, 2006. Emergency Response and Crisis Management Technical Assistance Center. Available online
at http://www.ercm.org.

Planning for students in emergencies means planning for all students, including those with disabilities
and special needs. Lessons learned from recent disasters have not only emphasized this point, but they
have also illuminated the critical steps schools need to take to protect their campuses. Meeting the
needs of students with disabilities and special needs in the event of an emergency does not have to be
a daunting or a costly task. It simply requires administrators and officials to take into account the
entire school community, from students and staff members to visitors and volunteers, and then take the
appropriate actions to ensure the safety of all.

Plan for Special Needs Through All Four Phases

Providing for students with special needs throughout every phase of crisis management is necessary to
protect them in an emergency. As school divisions’ crisis management teams address the four stages
of crisis planning (mitigation and prevention, preparedness, response, and recovery) they make
decisions proactively, based on predictions about what crises can be prevented or avoided, the types of
crises most likely to occur, and the implications of those crises. Divisions ought to make the same
proactive decisions simultaneously for their students with special needs and disabilities, considering
the implications for their full participation in the schoolwide safety plan and then determining how
best to address each student’s needs. The crisis team should also consider the variety of disabilities—
including visual, hearing, mobility, cognitive, attentional and emotional—to adequately integrate these
students and their vulnerabilities into all emergency preparedness planning.

Involve Specialists

A disability specialist can provide guidance on how to meet students’ physical and emotional needs.
Members of a school’s multidisciplinary team make ideal candidates for a crisis team, not only
because they are experts in disability issues, policies and legislation, but also because they are experts
in dealing with their school’s students with disabilities—their needs and the services with which they
are provided. A school’s multidisciplinary team often consists of division and school administrators,
psychologists, special educators, social workers, counselors, school nurses, and general educators.
Depending on the student population, the team may also include speech pathologists, physical
therapists, occupational therapists and other school-based professionals who provide student-centered
services. These specialists can inform a school’s crisis team about the extra barriers to mobility and
communication that students with special needs may encounter during a crisis. They can also detail
how to effectively address specific disabilities and their corresponding characteristics and integrate
proper responses into crisis planning activities. Once a school-based disability specialist is
incorporated into a school’s crisis team, the following steps should be implemented, thereby
facilitating the creation of an effective and manageable plan that does not exclude or impede any
student’s safety.

1. Identify students’ special needs.

The crisis team should collect and organize specific data about their students with disabilities, such
as who has a disability, the nature of the disability, and the implications of that disability for safety
planning. Most of the student’s disability information is confidential and requires specific
authorization for access. The team will want to seek consent and authorization for each member
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prior to gathering and sharing any confidential student information that discloses someone’s
disability with unauthorized personnel.

Special events such as concerts, talent shows, school elections and graduation ceremonies often
bring a variety of persons onto a school’s campus. The crisis planning team should also prepare for
the fact that visitors and volunteers may also require special consideration in the event of an
emergency.

2. Maintain a confidential roster of students with special needs.

The crisis team should create a confidential roster to identify students who have disabilities and
that also lists their teachers, classrooms and daily schedules, as well as their potential needs during
an emergency. The roster may also include any relevant strategies that have enabled a particular
student to participate successfully with his or her peers in general school activities. Because this
roster contains confidential student information, it should be labeled as classified, with access
limited only to authorized personnel. To ensure that this information is available in the event of an
emergency, schools may want to store the list with administrative emergency gear.

3. Build on current accommodations, modifications and services.

To ensure success and safety, the crisis team should build on existing social and academic plans for
students with disabilities. By law, schools must establish individualized education programs (IEPs)
for each student with a disability to promote their successful inclusion in classroom and non-
classroom settings. The IEP details the accommodations, modifications and services that the
student uses, such as assigned seating, early dismissal from classes for timely transitions and large-
print study materials. These accommodations are based on the student’s strengths and needs and
are selected for their capacity to promote that student’s success.

Teachers should be encouraged to

MORE STRATEGIES FOR SCHOOLS discuss emergency procedures with
parents as part of an IEP meeting or

To further enhance the division’s integration of students with other review to ensure parental input.
disabilities into emergency response and crisis management Parents, teachers, and school nurses
planning, crisis teams should: should also be consulted during the
crisis response planning process, as
» Include short-term accommodations for students with they have a deeper understanding of
temporary disabilities (such as a broken limb). the special needs of each child. If the

Create a buddy system for students with special needs.
Inform a student’s peers of their special needs during an
emergency, only to the extent necessary, being careful to
respect and ensure confidentiality about the student and his or

school safety plan establishes
individualized procedures for a
student that extend services already

her disability. in place, the school is more likely to
Invite local responders to establish a relationship with implement them successfully in the
individual students with disabilities and their teachers. Ask event of an emergency.

them to conduct special sessions explaining how to support
students and staff members with disabilities during an

emergency.
Make sure that if a student has a service animal (e.g., a seeing
eye dog), the animal is familiar with as many members of the
school staff as possible.
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4. Teach students with disabilities crisis response strategies.

The crisis team should offer crisis response training to students with disabilities and to the
adults responsible for their care. The adults and the students both need to:

= Understand the crisis response plan;

= Learn to communicate with first responders (in case of a separation from their caregivers);

= Be able to communicate specifics about their special needs; and

= Use any necessary tools such as personal response plans, evacuation equipment or visual aids.

In addition, realistic trainings, such as drills with first responders, should be given periodically, as
they effectively help students understand what to expect in emergencies. They also provide
opportunities for students and first responders to interact and become comfortable with one
another.

5. Inform and train adults.

The crisis team should educate all stakeholders, including school personnel, first responders,
students and their parents about the inclusion of students with disabilities in the school’s crisis
response plan. To promote the success of the plan, school staff should be trained on the plan’s
emergency response protocols—specifically their responsibilities in meeting the needs of the
students with disabilities. Schools should also ensure that parents are informed about efforts to
keep their child safe at school.

Collaboration and ongoing communication with first responders is essential and facilitates the safe
integration of students with disabilities into all school activities and plans. School staffs should not
only inform first responders of the students who have disabilities and the nature of their special
needs, but they should also include first responders in many of the school’s planning activities,
exercises and drills. First responders will need to incorporate students with disabilities into their
own agency’s trainings, plans and exercises. Because they are experts in crises response, they are
another resource that may inform the school’s team of the most successful methods for supporting
students with disabilities.

z
@Additional information on Crisis Management Planning and Students/Staff with Disabilities and
Special Needs

Integrating Students with Special Needs and Disabilities into Emergency Response and Crisis Management
Planning. ECRMEXpress, Volume 2, Issue 1, 2006. Available at http://www.ecrm.org.

Assisting People with Disabilities in a Disaster. FEMA. Available at
http://www.fema.gov/plan/prepare/specialplans.shtm

Disaster Preparedness for People with Disabilities

The Red Cross offers checklists, summaries and points of consideration for a variety of disabilities and
disasters and makes powerful suggestions for the accommodations, modifications and services that students
may need and that schools may easily incorporate into their crisis plans. Available at:
http://www.redcross.org/services/disaster/beprepared/disability.html
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E. Training for Preparedness
Provide Training to Faculty and Staff

Emergency management training for school and school division staff helps to ensure that the
emergency management plans are well understood. Effective training is:

= Based on the school division’s prioritized needs, risks and vulnerabilities;

* Conducted with community partners;

» Based on a multi-hazard approach to emergency management;

= Scheduled routinely, at least once an academic year;

= Customized and presented to all stakeholders;

=  Documented in school and school division records; and

» Provided to all staff, including front office staff, custodial staff, teachers, nurses, cafeteria
workers, bus drivers and substitutes.

After the school and school division have conducted their training sessions, revisions to the plan and
the training sessions should be made as needed.

Planning Steps for School Crisis Drills

1. Utilize a tabletop simulation where the crisis team is presented with five possible crisis
situations and each team member records their hypothetical response.

2. Team members discuss their anticipated responses and select one scenario to simulate each
semester with precautions taken to not unduly alarm staff and students.

3. [Itis important to inform the public of the need for crisis planning and the conduction of drills.
4. Avoid the use of dramatic props such as starter pistols and simulated blood.

5. Place a sign in the area where drills are to be conducted clearly designating that a drill is
taking place and let all relevant agencies know in advance that it is a drill.

6. Practice drills that do involve moving staff and students to a safe location.

7. An objective staff member from another building of the central office should observe the drill
and give feedback to the crisis team.

8. The crisis team should meet and review their activities with the emphasis placed on continual

improvement.

Design and Conduct Functional Emergency Exercises

Functional emergency exercises are simulations of emergency situations and are integral to the
development of an effective emergency management plan. Exercises may range from basic
orientations and seminars with the division’s crisis response team to tabletop exercises and full scale
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communitywide drills that realistically portray a crisis and require the activation of an ICS. When
conducted collaboratively with first responders, exercises provide a designated time to:

= Strengthen working relationships among community partners;

= Practice the school and school division’s emergency management plans;

= Identify the areas in need of further development or revision;

= Conduct debriefings; and

= Develop after-action reports that detail what happened (i.e., what decisions were made, what
worked and what did not, and what plan components need to be revised).

z
@Additional information on Planning and Conducting Functional Exercises

Planning and Conducting a Functional Exercise. ECRM Helpful Hints for School Emergency
Management, Volume 2, Issue 4, 2007. Available at http://www.ecrm.org.

Suicide-Related Scenarios are included in Suicide Prevention Guidelines (2003). Virginia Board of
Education. Available at: http://www.doe.virginia.gov/Instruction/prevention.pdf

The Virginia Educator’s Guide for Planning and Conducting School Emergency Drills. Available at:
www.dcjs.org/vess/documents/educatorsGuideForDrills.pdf

Emergency Scenarios are included in School Crisis Management Exercise Development Guide (2001).
Virginia Department of Emergency Services. Available at:
http://www.vaemergency.com/prepare/schoolcrisisguide.pdf

ERCM TA Center’s, Emergency Exercises newsletter. Available at:
http://www.ercm.org/views/documents/Emergency NewsletterV213.pdf

FEMA’s The Comprehensive Exercise Curriculum. Available at: http://www.training.fema.gov/emiweb

F. Publishing and Disseminating Emergency Management Plans

Once the emergency management plan has been developed, it is the school division’s responsibility to
disseminate the plan to the appropriate stakeholders. Prior to disseminating the plan, the division may
want to consider:

* Determining the amount and type of information needed by each stakeholder;

» Using common language, clear instructions and useful formats such as posters, flipcharts and
formal announcements;

=  Providing information about the plan in multiple languages as needed; and

= Posting critical procedures prominently throughout the school in classrooms, offices, faculty
meeting rooms, cafeterias, gymnasiums and auditoriums for students, staff and visitors.

Some divisions may opt to publish two versions of a school and school division’s emergency
management plans—a comprehensive version and a condensed version. The summarized version
might include the basic procedures for a variety of target audiences (e.g., faculty, staff and parents)
and could highlight procedures regarding evacuations, lockdowns, shelter-in-place responses and
visitor policies. Everyone should understand that a comprehensive plan exists; however, it should also
be explained that for security reasons, the details of that version might not be widely publicized.
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Key division and community officials should determine the level of detail included in the abbreviated
plans. When published, the summarized version should include user-friendly access, language and
instructions.

Schools and school divisions may choose from a variety of methods to disseminate the procedures
outlined in their emergency management plans, such as school Web sites, posters, flipcharts, formal
announcements, in-service days and special classroom presentations and activities. General provisions
and procedures should be visibly posted in classrooms, offices, meeting rooms, cafeterias and
auditoriums. School staff members, students and parents should familiarize themselves with the plan
they receive and ensure that they have a firm grasp of how they may work to enhance the safety and
security of the entire community. Information about the school division’s emergency management
plan may also be disseminated by participating in local television and radio programs and articles
contributed to local newspapers.
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[11. Non-Emergency School Crises

Non-emergency school crises occur regularly. Procedures for non-emergency school crises help guide
staff in responding effectively to the more frequently occurring crises such as the death or injury of a
student or teacher by accident or illness, suicide, or perceived crises that involve no critical incident at
school but have potential for disrupting the school environment. These procedures are intended to be
time-limited, problem-focused interventions designed to determine the facts, disseminate accurate
information, restore equilibrium, and support productive, appropriate responses. Non-emergency
crisis response procedures help schools effectively complete the following important tasks:

= Gather accurate information about the event;

= Disseminate accurate information to staff, students, parents, and, if appropriate, the media;
= Intervene directly with students most likely to be affected;

= Increase the available supportive counseling for students and staff; and,

*  Guide students and staff to engage in productive, appropriate responses.

A. Deaths or Serious Injury
1. Basic Procedures in the Event of Death or Serious Injury

The following procedures are appropriate in the event of deaths or serious injuries to members of the
school community. A General Crisis Intervention Checklist is provided at the end of this section to
help track the actions taken.

Immediately Following Notification of Crisis

The school administrator or designee should implement the following procedures when the school is
notified of a death or serious injury:

Tell the person providing the information not to repeat it elsewhere in the school. Explain the school’s
need to verify the information and have any announcement of the event come from the designated
school administrator. If there is concern regarding the likelihood of compliance with this request, it
may be useful to keep the reporting person in the office (or have that person come into the office if he
or she called in the information) until appropriate steps can be taken.

Tell office staff members NOT to repeat or give out any information within or outside school until
specifically instructed to do so. Have them direct all inquires to the administrator or designee until told
otherwise. In school using student office help, it may be useful to request that only adults answer the
school telephone for the remainder of the day.

In case of reporting student death, verify the reported incident by calling the police liaison or coroner.
DO NOT DISTURB THE AFFECTED STUDENT’S FAMILY.

The timing of the notification of a crisis may alter the order of the initial steps taken. For example, if
the school is notified in the morning, all procedures should be implemented on that day with
emergency faculty meetings scheduled for lunch and after school. If notification is received at night or
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on the weekend, ask the person providing the information not to spread the information further until
the situation is verified, and proceed with #3. Continue through the remaining general crisis
intervention procedures, instructing office staff as appropriate (#2) the following school day.

Following Verification of Crisis

The following actions are listed in a priority order. In actuality, several things will happen
simultaneously. It is critical, however, that #1-10 occur BEFORE THE PUBLIC ANNOUNCEMENT
(#11) IS MADE.

Once verification of a crisis has occurred, the administrator and/or crisis response team designee(s)
must attend to the following:

1.

Notify the superintendent or other appropriate division administrator of the event. Have that
person notify the media liaison if necessary.

Convene the Crisis Response Team. To not unnecessarily alarm others, use the coded message
established for these situations (e.g., “CRT members, please report to room 5,” or “a CRT
meeting will convene in room 5 in 10 minutes.”).

Have an administrative assistant or other designee notify the school’s social worker, psychologist,
school nurse, and/or counselors. If the affected student was in a special education or other special
program, notify the appropriate program coordinator.

Assign Crisis Response Team members in the building to locate, gather, and inform closest friends
of the deceased/injured and provide support. Pull this group together before the general
announcement is made. If significant others are absent or out of the building, assure that a
knowledgeable, supportive adult gives the news to them.

Prepare a formal statement for initial announcement to the entire school. Include minimum details
and note that additional information will be forthcoming. Also prepare statements for telephone
inquiries.

Decide on a time for an emergency staff meeting and announce it over the public address system.
Invite designated outside professionals to join the meeting to help staff members process their own
reactions to the situation. A format for the staff meeting is at the end of these procedures.

Identify students, staff, and parents likely to be most affected by the news (e.g., due to their
relationship to the deceased/injured, recent or anticipated family losses, personal history with
similar crisis, recent confrontations with the affected student). These persons are targeted for
additional support.

Determine if additional division/community resources are needed to respond or to “stand by.”
Assign team members in the building to:

= Provide grief support for students in designated building areas. Try to have more than one area
available for this purpose. Have the adults on duty in these areas keep lists of students they see.
Make sure the parents/guardians of these students are notified regarding the impact of the event
on their children.

= Review and distribute guidelines to help teachers with classroom discussion.
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= Stand in for any substitute teacher in the building or for any staff member unable or unwilling to
deal with the situation during the announcement and subsequent discussion.

= Coordinate and greet all auxiliary support services staff members and take them to their
assigned locations. Provide a sign-in/out sheet for them.

= Distribute the developed list of community resources to all classes.

10. Assign a counselor, psychologist, social worker, or other designated staff member to follow a

11.

deceased student’s class schedule for the remainder of the day if that will be helpful to teachers in
those classes. Station staff/student support members as planned prior to making the
announcement. Assign an additional school nurse to assist with increased clinic visits.

Announce the crisis, preferably by delivering a typed statement to every classroom, or, if time is
too limited, over the public address system. Include locations of in-building support.

Once the announcement is made, assigned staff members will perform the following tasks:

= Monitor grounds for students leaving the building without permission. Redirect them to support
services. If unable to intercept, notify a family member expressing the school’s concern.

= Notify parents of students closest to the deceased/injured and ask them to pick up their children
at the end of the school day. Implement the evacuation plan previously developed to plan for

expected masses of parents who will pick up their children.

= Notify bus drivers, especially those who drive the buses usually traveled in by the injured or
deceased student, or who are experiencing the most severe shock.

= Notify feeder schools regarding siblings or other students predicted to be strongly affected.

= Provide support to faculty and other staff members in the lounge. Provide private support to
individual staff members identified in #7.

= Collect deceased student’s belongings from his/her locker or other sites at the end of the day.

= Officially withdraw a deceased student from the school attendance rolls.

The Staff Meeting

The school administrator and designated staff or community members must do the following at the
first staff meeting during a school crisis:

Pass around a photograph of the deceased/injured student to familiarize staff with the student.
Review the facts of the crisis and dispel rumors.
Help staff members process their responses to the situation.

Describe the feelings that students may experience and suggest how teachers might handle specific
situations.
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= Provide guidelines for helping students who are upset.

Encourage teachers to allow for expressions of grief, anger, etc., in the homeroom or class in which
the announcement is received or in other classes throughout the day. Emphasize the
acceptability/normalcy of a range of expressions. The guiding principle is to return to the normal
routine as soon as possible within each class and within the school. The structure of routine provides
security and comfort to all members of the school community.

Encourage staff to dispel rumors whenever possible and discourage any “glorification” of the event
(especially in suicidal death).

Request staff to meet 30 minutes early the next morning to review procedures and debrief. If the crisis
occurs on a Friday, call the meeting for the following Monday morning.

GENERAL NON-EMERGENCY CRISIS RESPONSE CHECKLIST
Direct staff and others not to repeat information until verification is obtained.
Notify superintendent.
Convene Crisis Response Team and assign duties.
Notify building support staff, such as counselors, psychologist, and social workers.
Inform closest friends of the affected student and provide support.
Prepare formal statement or announcement.
Announce time and place of emergency staff meeting.
Identify other/additional students, staff, and parents likely to be most affected by news.

Assess need for additional community resources.

O OO0 0O 0O 0O 0O 0O O

Assign trained staff or community professionals to:

= Provide grief support to students;

= Review and distribute guidelines for classroom discussion to teachers;
=  Stand in for absent/affected/substitute teacher; and

= Distribute lists of community resources.

U Make official announcement.
U Hold emergency staff meeting.
O As needed, assign team members and other staff to monitor grounds, notify parents, support

staff, and feeder schools; provide support to staff; collect student belongings and withdraw student
from school rolls.
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2. Crises Requiring Limited School Involvement
Crises Requiring Limited School Involvement

In certain crisis situations, a schoolwide response would be excessive and unnecessarily impact
students. In other instances, law enforcement investigation procedures may limit the school’s ability to
respond to the incident.

When suicide risk is present, or when attempted suicide has occurred, a limited response by trained
school staff and/or the crisis response team should be all that is necessary to contain potential panic
and reduce further risks. While these situations do not, of themselves, constitute a schoolwide crisis,
inappropriate responses to these events can escalate to such proportions. In the case of crimes such as
rape or sexual assault, a limited school-based response may be all that is needed in light of the law
enforcement investigation and privacy issues.

Crises Occurring During Summer or Other School Breaks

If a school administrator or other crisis response team member is notified of a crisis during the
summer (or when affected students are off-track if they attend year-round schools), the response
usually will be one of limited school involvement. In that case, the following steps should be taken:

Institute the phone tree to disseminate information to Crisis Response Team members and request a
meeting of all available members.

Identify close friends/staff most likely to be affected by the crisis. Keep the list and recheck it when
school reconvenes.

Notify staff or families of students identified in #2 and recommend community resources for support.
Notify general faculty/staff by letter or telephone with appropriate information.

Schedule faculty meeting for an update the week before students return to school.

Be alert for repercussions among students and staff. When school reconvenes, check core group of

friends and other at-risk students and staff, and institute appropriate support mechanisms and referral
procedures.

39



Non-Emergency School Crises

CRISIS RESPONSE DURING SCHOOL BREAKS CHECKLIST

Crises that occur during school breaks or summer require fewer responses from the school.
Use the following checklist to ensure no steps are forgotten.

U [Institute the phone tree to inform Crisis Response Team members.
U Identify and make a list of students and staff members most likely to be affected.

U Notify staff members or families of students identified and recommend community
resource people who can provide support.

Notify remaining staff with appropriate information by letter or telephone.
Schedule faculty meeting for an update before affected students return to school.

When school reconvenes, monitor students and staff members previously identified.

0 0O 0 O

Make appropriate referrals for students or staff members who need additional help.

Keeping a Log

Recordkeeping during a crisis may appear to be of secondary importance. It is not. Having a record
of information received, decisions made, and steps taken is important both during and after the crisis.

During the crisis the log serves as a tool to share information among individuals or teams. As a crisis
continues, staff members are likely to come and go; the log provides information critical to the smooth
transfer to relief staff.

During the crisis, the writer is forced to analyze what has occurred and to think more clearly. Such
writing and clarifying issues assists in formulating and evaluating responses to crises.

After the crisis, particularly if liability issues arise, having a log is critically important in placing a
given action in its context, providing explanations, and justifying decisions. Additional, a log is a

useful tool for both post-incident debriefing and training.

A sample Non-Emergency Crisis Activities Log is included in Chapter IX.
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Follow-up to Crisis Situations

The following information may be useful in the days and weeks following a crisis. Longer term
follow-up procedures are also listed.

Day Two

O Gather faculty members and update them on any additional information/procedures. Allow staff
opportunity to discuss feelings and reactions.

O In case of death, provide funeral/visitation information if affected family has given permission.

U Identify students in need of follow-up support and, in accordance with the school’s crisis response
plan, assign staff members to monitor vulnerable students.

U Coordinate any ongoing counseling support for students on campus; announce ongoing support for
students with place, time, and staff facilitator; and,

U Notify parents of affected students regarding community resources available to students and their
families.

Immediately Following Resolution of the Crisis
O Convene crisis response team for debriefing as soon as possible:

= Discuss successes and problems and things to do differently next time.
» Amend crisis response procedures as necessary.

Long-term Follow-up and Evaluation
U Provide list of suggested readings to teachers, parents, and students.

U Write thank-you notes to out-of-building division and community resource people who provided
(or are still providing) support during the crisis.

U Be alert on crisis anniversaries and holidays. Often students will experience “anniversary” grief
reaction the following month or year on the date of the crisis, or when similar crises occur that remind
them of the original crisis. Holidays, too, often are difficult for students who have experienced loss.
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B. Suicides

A school’s general response to a suicide does not differ markedly from a response to any sudden death
crisis, and the Procedures for General Crisis Intervention can appropriately be implemented. However,
some issues exclusive to suicide require specific attention.

School administrators must allow students to grieve the loss of a peer without glorifying the method of
death. Over emphasis of a suicide may be interpreted by vulnerable students as a glamorization of the
suicidal act, which can assign legendary or idolized status to taking one’s own life. Those who desire
recognition may be encouraged to emulate the victim’s behaviors.

Virginia Suicide Prevention Guidelines

A key resource to schools in responding to crises involving suicide, attempted suicide, and risk of
suicide is Virginia Suicide Prevention Guidelines, Revised 2003, from the Virginia Board of
Education. The Guidelines contain general guidance on suicide prevention and include Appendices on
prevention strategies, warning signs, responses to students expressing suicidal intentions,
characteristics to identify potentially suicidal students, and criteria to assess the suicide risk of
students.

sude Virginia Suicide Prevention Guidelines, Revised 2003
T Virginia Board of Education.

Guidelines may be accessed at http://www.doe.virginia.gov/Instruction/Prevention.pdf

Suicide Dos and Don’ts

The following “DOs” and "DON’Ts” will help school staff limit glamorization of suicide:
= Do verify the facts, and treat the death as a suicide.

= Do acknowledge the suicide as a tragic loss of life.

= Do provide support for students profoundly affected by the death.

»= Do emphasize that no one is to blame for the suicide.

= Do not dismiss school or encourage funeral attendance during school hours.

= Do consider establishing up a fund for contributions to a local suicide prevention hotline or crisis
center or to a national suicide prevention organization.
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» Do not organize school assemblies to honor the deceased student or dedicate the yearbook or
yearbook pages, newspaper articles, proms, athletic events, or advertisements to the deceased
individual.

= Do not pay tribute to a suicidal act by planting trees, hanging engraved plaques, or holding other
memorial activities.

A suicide in the school community can heighten the likelihood, in the subsequent weeks, of “copycat”
suicide attempts and threats among those especially vulnerable to the effects of a suicide. To prevent
further tragedies, students considered to be especially susceptible to depression/suicide must be
carefully monitored and appropriate action taken if they are identified as high risk. These efforts
require a limited, rather than schoolwide, response.

Suicide in Virginia: Did You Know?

= Suicide is the third leading cause of death among young people aged 10-24 in Virginia and is the third
leading cause of death in that age group nationally.

= On average, two Virginia youths die each week from suicide. From 1999 to 2004, almost 100 youths
committed suicide each year.

= In 2004, there were 97 youth suicides in Virginia, for a rate of 6.2 per 100,000 young Virginians.

= These deaths amounted to over 5,300 years of potential life lost in a single year because of suicide.

=  Between 1999 and 2004, on average, there were about 950 hospital discharges each year from self-
inflicted injuries.

= There were 1,284 self-inflicted injury hospitalizations for 10-24 year olds in 2004 for a rate of 81.7 per
100,000.

= The average length of hospital stay in 2004 was 3 days and the median charge for an episode of care was
$5,288.

= Medical costs resulting from hospitalizations in Virginia due to self-inflicted injuries total over $40
million per year.

Virginia Department of Health, Division of Injury and Violence Prevention, 2007

Suicide Attempts

When a school becomes aware that a student or staff member attempted suicide, the school must
protect that person's right to privacy. Should a parent or other family member notify the school about
a student's suicide attempt, the family should be referred to appropriate community agencies for
support services. Staff response should be focused on quelling the spread of rumors and minimizing
the fears of fellow students and staff. As opposed to convening a Crisis Response Team meeting and
alerting the student body, any services provided to the person who attempted suicide must be kept
confidential and coordinated with outside service providers, such as a suicide crisis counselor or
hospital emergency team.
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A suicide attempt becomes a crisis to be managed by school staff only when one or more of the
following conditions exist:

Rumors and myths are widespread and
damaging.

Students witness police action or emergency
services response.

A group of the attempted survivor's friends
are profoundly affected by the suicide
attempt.

When one or more of the above conditions exists,
the following should be implemented:

Tell the person providing the information
about the suicide attempt not to repeat it
elsewhere in the school.

If school office staff members heard the
report, tell them NOT to repeat or give out
any information within or outside school
unless they are specifically told to do so.

Have the Crisis Response Team member
closest to the survivor talk to the most
profoundly affected friends and determine
the type support they need.

Provide space in the school for the identified
peers to receive support services. Provide
necessary passes to release these students
from class to receive services.

SAMPLE SUICIDE ATTEMPT CHECKLIST

School involvement regarding the incident is due to:

a. Rumors and myths that are widespread and
damaging;

b. Law enforcement action/emergency services
witnessed by students; or

c. Survivor’s friends requesting intervention.

U Information providers/recipients enjoined not to
repeat information elsewhere.

[ Steps taken to protect the survivor’s right to privacy.

U Action taken to quell rumors.

[ Crisis Response Team member closest to the survivor

met with friends to determine support needed.

U Space provided onsite for identified peers to receive

support services.
U School reentry procedures followed.

U All records related to the incident and services
provided stored in confidential file.

School Reentry for a Student Who Has Attempted Suicide

Efforts to respond to suicide attempts and other traumas should be focused on making the student's
return to school a comfortable one. Because families exposed to a suicide attempt experience
considerable guilt and fear, they are more likely to disclose that a daughter or son has made an attempt
if they know the school has a helpful, non-threatening manner of dealing with suicide.

Because a student who attempted suicide often is at greater risk for a suicide in the months following
the crisis, it is extremely important to closely monitor his or her reentry into school and to maintain
close contact with parents and mental health professionals working with that student.

Assuming the student will be absent from one to four weeks after a suicide attempt and possibly
hospitalized in a treatment facility, schools should follow these steps:
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= Obtain a written release of information form signed by the parents. This makes it possible for
confidential information to be shared between school personnel and treatment providers.

= Ask the returning student if he/she has special requests about what is said and done by the school.
» Inform the student's teachers regarding the number of probable days of absence.
= Instruct teachers to provide the students with assignments to be completed, if appropriate.

= Maintain contact with the student to keep him/her informed of the latest developments in the
school, if appropriate. If the student has a previous, positive relationship with a trusted staff
member, provide support to that staff member in maintaining ongoing contact with the student.

= Seek recommendations for aftercare from the student's therapist. If the student has been
hospitalized, a Crisis Response Team member should attend the discharge meeting at the hospital.

The Crisis Response Team member should convey relevant non-confidential information to
appropriate school staff regarding the aftercare plan.

Once the student returns to school, a Crisis Response Team member should maintain regular contact
with him/her.

The school should maintain contact with the parents to provide progress reports and other appropriate
information, and be kept informed of any changes in the aftercare plan.

Suicidal Risk

Students at risk for suicide are increasingly common. According to the National Institute of Mental
Health, for every high school of 2000 or more students, there will be at least one successful suicide
and thirty to fifty attempts each year. Because suicide rarely happens without some warning to
someone, staff and faculty need to take all comments about suicidal thoughts seriously, especially if
details of a suicide plan are shared. It has been demonstrated that young people are often unlikely to
share thoughts and feelings about suicide with adults; therefore school-based suicide prevention efforts
should also focus on encouraging students to inform trusted adults when they hear other young people
talk about suicide. See Virginia Suicide Prevention Guidelines, Revised 2003, for general guidance on
suicide prevention and specific criteria to assess the suicide risk of students.

When a student is considered to be at risk for suicide, a parent or guardian must be contacted and
involved from the onset. Any time the risk of suicide exists, the situation must be managed by an
appropriately trained Crisis Response Team member or other trained division personnel, such as a
school psychologist, counselor, or social worker. Under no circumstances should an untrained person
attempt to assess the severity of suicidal risk; all assessment of threats, attempts, or other risk factors
must be left to the appropriate professionals. Many school professionals in Virginia have been trained
in recognizing suicidal risk by the Virginia Department of Health, including many school nurses.

In cases of suicidal risk, the school should maintain a confidential record of actions taken. This will
help assure that appropriate assessment, monitoring, and support are provided to the designated
student and, should she or he commit a suicide later, such records will document the school’s efforts to

45



Non-Emergency School Crises

intervene and protect the student. Any assessment of suicidal risk should be undertaken by a qualified
professional.

Suicide Clusters

The Centers for Disease Control define a suicide cluster as a group of suicides or suicide attempts, or
both, that occur closer together in time and space than would normally be expected in a given
community. Many think that clusters occur through a process of “contagion” in which suicides that
occur later in the cluster were influenced by the earlier suicides.

Some groups of suicides may occur at approximately the same time simply by chance. However, even
these pseudo-clusters can create a crisis atmosphere in the communities in which they occur and cause
intense concern on the part of parents, students, school officials and others. (See “Perceived Crisis” in
this Chapter).

School Strategies for Preventing ""Contagion' After a Suicide

Pay close attention to those most affected by the suicide: those closest to the victim or who may have
witnessed the suicide scene, students at high risk, and those who have been suicidal in the past.

= Offer additional supportive services and provide opportunities for those affected to talk.

= Make sure everyone is alert to any talk of suicide and takes any threat seriously.

=  Make sure all staff members know who to immediately contact if they become aware of a risk of
suicide.

=  Encourage students to tell any adult in the school if they are concerned about another student.

» Track and make contact on a daily basis with students at risk.

= Communicate with parents about their need to be sensitive to what their children may be
experiencing and to communicate with their children.

Media Coverage and Suicide ""Contagion™*

Media coverage of suicides has been demonstrated to contribute to suicide "contagion." The
American Association of Suicidology (AAS) has prepared guidelines for media in their coverage of
suicide; these guidelines have been endorsed by the Centers for Disease Control (CDC). These
guidelines may be accessed at www.suicidology.org/mediaguidelines.htm/

Aspects of news coverage that can promote suicide contagion include the following:

= Presenting simplistic explanations for suicide.

= Engaging in repetitive, ongoing, or excessive reporting of suicide in the news.
= Providing sensational coverage of suicide.

= Reporting "how-to" description of suicide.

= Presenting suicide as a tool for accomplishing certain ends.

» Glorifying suicide or persons who commit suicide.

= Focusing on the suicide completer’s positive characteristics.
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z
@Additional information on Suicide Prevention and Response

Key Resources

Virginia Department of Health, Division of Injury and Violence Prevention, Suicide Prevention Program.
VDH analyzes and reports on suicide data, engages in collaborative statewide prevention planning, and
coordinates public awareness activities and statewide training on suicide prevention and intervention, including
identification of persons at-risk of suicide, screening, counseling and referral. Types of training VDH has
offered include:

- Question, Persuade, Refer (QPR)

- Applied Suicide Intervention Skills Training (ASIST)

- SOS: Signs of Suicide
Additional information available at: http://www.vahealth.org/civp/preventsuicideva/index.asp

Key Publications
Suicide Prevention Resource Center, Virginia Suicide Prevention Fact Sheet, 1999-2003. Available at:
http://www.vahealth.org/civp/preventsuicideva/Virginia%20Suicide%20Prevention%20Fact%20Sheet.pdf

National Adolescent Health Information Center, 2006 Fact Sheet on Suicide: Adolescents and Young Adults.
Available at:
http://www.vahealth.org/civp/preventsuicideva/NAHIC%20Suicide%20Prevention%20Fact%20Sheet.pdf

C. Perceived Crises

Events outside school can create conditions within the school that, if not properly managed, can
become a crisis.

Perceived crises are conditions or situations, often community-based, that are perceived as potentially
affecting a large number of people. Examples of perceived crisis include racial incidents, gang or
school rivalry situations, and perceived unsafe conditions such as rumors of food poisoning or
contagious diseases. It is the task of those in charge to defuse any irrational response.

Preparedness:

= Identify situations in advance that may be perceived crises.
= Establish open lines of communication with students and staff.
* Develop a procedure for dealing with the public and the media.

Response:

= Gather detailed and accurate information about the perceived crisis.

* Don't panic. Project a sense of calm and control.

» For any potential criminal activity, immediately contact law enforcement authorities.

* For any health condition, immediately contact the appropriate health authorities.

» Ifnecessary, call a team meeting to assess the situation and make decisions on what actions to
take.
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Rumor Control

A common reaction to fear is to generate rumors or stories to fill in information that is not available.
Making an uninformed declaration about information can be empowering for frightened individuals.
Crises are fertile ground for rumors, and rumors are unfortunately self-perpetuating.

Clear and frequent communication is critical. Crisis communicators should be involved, visible, and
convey leadership. Survivors, victims' families, and local citizens will look to the school for
leadership. Its presence will help calm fears and rumor mongering. Consider the following steps:

1. Designate someone who would act as a single point of contact for controlling rumors. Keep
lines of communication open; a feeling that secrets are being kept can increase the sense of
crisis.

2. Provide appropriate faculty, staff and those individuals or groups affected by the situation with
specific information.

3. Have trained individuals available to speak with small groups of students/staff.

4. Take all actions that you have determined necessary to prevent a more serious situation from
developing.
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V. Medical Emergencies

A. School Medical Emergency Response Planning

Life-threatening emergencies can occur at school at any time and may involve students, staff
members, parents, or other citizens visiting the school or attending events at the school. Medical
emergencies may arise from pre-existing health problems (e.g., asthma, diabetes, allergies, and
seizures), accidents, or acts of violence. A School Medical Emergency Response Plan (MERP),
tailored to the school’s unique needs and resources, should be developed as part of the school
division’s crisis plan. The MERP should be designed to address emergency needs not only
during the school day but also after school hours when students, faculty and visitors are
participating in activities. The American Academy of Pediatrics (AAP) recommends that schools
develop policies, procedures and guidelines for events that require non-urgent, urgent, or
emergency health care at school.

1. School Medical Emergency Response Team

The American Academy of Pediatrics Guidelines for
Emergency Medical Care in Schools recommends

School Nurses . . .
that plans be developed by school administrators in

collaboration with the school nurse and school - can provide a unique perspective when
physician. Most school divisions do not employ a involved in the development, implementation,
school physician; however, these services can be evaluation and revision of school emergency
secured through contract with a pediatrician on the plans.

local school health advisory board or other
community physician knowledgeable about child
and adolescent health and school issues. The AAP

- have specific knowledge regarding children
with special health care needs.

recommends that the “school nurse in each building - are able to identify potential risks and assess
should be the key person to implement the the effectiveness of emergency trainings and
emergency plan because the nurse is most familiar practice activities.

with the student’s health problems and community _ ) )

resources” (AAP 2006, p. 435). - are uniquely situated to recognize patterns

indicating an impending or actual disaster (e.g.,

. infl fi isoning).
The school medical emergency response team influenza or food poisoning)

should also include other school staff members (e.g., | - as licensed health care professionals, respond
teachers, secretaries, coaches, custodians) and to all serious adverse events that threaten the
community health providers (e.g., EMS, public health, safety, or well-being of a school
health, and local hospital representatives) as well as population.

parents and students. EMS and local hospital
representatives can assist the school in
understanding the resources available in the

immediate community. These representatives can also benefit from understanding the resources
and needs of the school, especially the needs of students and staff with complex medical
conditions.
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2. Students with Special Health Care Needs

Children and adolescents with special health care needs require a type and level of health services
not typically required by other children. Students with special health care needs include those
with chronic physical, developmental, behavioral, or emotional conditions or at risk for
developing those conditions (NASN, 2005). These students may require an Individualized
Education Program (IEP), an Individual Health Care Plan (IHCP), and/or an Emergency Care
Plan (ECP) to meet their health needs.

Individualized Health Care Plans (IHCP)

Guidelines for Specialized Health Care and Procedures (Revised, 2004), a resource of the
Virginia Department of Health and the Virginia Department of Education, contains valuable
information on developing Individualized Health Care Plans (IHCPs) for students. The Guide
can be accessed at http://www.doe.virginia.gov/VDOE/Instruction/Health/home.html/
Emergency Care Plans (ECP)

Emergency Care Plans (ECPs) may be needed for children with health conditions, physical
disabilities or communication challenges.

Health Conditions

Some students may have special conditions that put them at risk for life-threatening emergencies:

= Seizures.

= Diabetes.

= Asthma or other breathing difficulties.

= Life-threatening or severe allergic reactions.

= Technology-dependent or medically fragile conditions.

The school nurse, along with the student’s parent or legal guardian and physician, should develop
individual emergency care plans for these students when they are enrolled. These emergency

care plans should be made available to appropriate staff at all times.

Physical Disabilities

Other students may have special emergency needs due to their physical disabilities. For example,
students who are:

* In wheelchairs.
» Temporarily on crutches/walking casts.
»  Unable or have difficulty walking up or down stairs.

These students will need special arrangements in the event of a schoolwide emergency (e.g., fire,
tornado or evacuation). A plan should be developed and a responsible person should be
designated to assist these students to safety. All staff should be aware of this plan.
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Communications Challenges
Other students may have sensory impairments or have difficulty understanding special
instructions during an emergency. For example, students who have:

*  Vision impairments.

» Hearing impairments.

=  Processing disorders.

» Limited English proficiency.

» Behavior or developmental disorders.
* Emotional or mental health issues.

These students may need special communication considerations in the event of a schoolwide
emergency. All staff should be aware of plans to communicate information to these students.

Emergency Information Form for Children

The American College of Emergency Physicians (ACEP) and the AAP have created an
Emergency Information Form for Children (EIF) with Special Needs. The form, shown on the
next page, can be downloaded from http://www.aap.org. The form provides standardized
information that can be used to prepare the caregivers and health care system for emergencies of
children with special health care needs. The EIF can help ensure a child’s complicated medical
history is concisely summarized and available when needed most - when the child has an
emergency health problem when neither parent nor physician are immediately available.
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Figure 4. Emergency Information Form for Children with Special Needs

Emergency Information Form for Children With Special Needs
= Date form Revised
w1 American American Initials
College of 7 Academy Completed
Emergency of Pediatrics
Physicians By Whom Revised
Initials
Name: Birth date: Nickname:

Home Address:
Parent/Guardian:
Signature/Consente:
Primary Language:
Physicians:

Primary care physician:

Current Specialty physician:

Specialty:

Anticipated Primary ED:

Anticipated Tertiary Care Center:

Diagnoses/Past Procedures/Physical Exam:

1.

Synopsis:

Home/Work Phone:

Emergency Contact Names & Relationship:

Phone Number(s):

Emergency Phone:
Fax:

Emergency Phone:
Fax:

Pharmacy:

Baseline physical findings:

Baseline vital signs:

Baseline neurological status:

* Consent for release of this form to health care providers

awep ise
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Diagnoses/Past Procedures/Physical Exam continued:
Medications: Significant baseline ancillary findings (lab, e-ray, ECG):

Management Data:

Allergies: Medications/Foods to be and why:
avoided

1.
2.
3.
Procedures to be avoided and why:
1.
2.
3.

Immunizations (mm/yy)

Dates Dates
DPT Hep B
OoPV Varicella
MMR TB status
HIB Other
Antibiotic prophylaxis: Indication: Medication and dose:

Common Presenting Problems/Findings With Specific Suggested Managements

Problem Suggested Diagnostic Studies Treatment Considerations

Comments on child, family, or other specific medical issues:

Physician/Provider Signature: Print Name:
© American College of Emergency Physicians and American Academy of Pediatrics. Permission to reprint
granted with acknowledgment.

B. Steps in Planning for Medical Emergencies

aweN )se
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Summarized in this section are five basic steps in preparing for medical emergencies: 1) assess
needs; 2) equip school; 3) establish protocols; 4) train staff; and 5) document and evaluate
response.

ME Step 1. Assess Needs

a. Assess Safety and Security Conditions

Assessments of safety and security are part of the prevention/mitigation phase of crisis
planning and typically involve fire, public safety, and/or risk management professionals. A
walk-through of the school facilities can identify potential hazards and vulnerabilities.
Examples of areas that need to be assessed include the following:

Playground safety: How well designed for safety? Equipment safe?

Classroom safety: Sinks with running water in the science laboratories? Electrical outlets and
heating vents free from obstruction? Unsafe desks? Loose carpet?

Pedestrian safety: Areas protected from bus and auto traffic?

Fire and burn safety: Smoke detectors installed and maintained where required? Are there
policies for smoke detector maintenance? Are labs and shops equipped to prevent or deal
with burns?

School bus safety: Are safe places designated for pick-up and drop-oft?

Sports safety: Playing fields are equipped with safe playing surfaces? Distance from the
playing fields to the school building? Adequate access provided for emergency
vehicles/personnel?

Violence prevention: Adequate lighting and security provided? Faculty members or other
responsible adults present during class breaks and lunch?

b. Identify and Plan for Students with Special Health Needs

Identification of students with potential for a medical emergency is an essential first step in
medical emergency planning. All students, especially those with chronic health conditions
and disabilities, should have a completed Emergency Health Information form on file at
school. Establish Emergency Care Plans for students who need them. The local
fire/emergency rescue department should be notified of any student, faculty or staff
dependent on mechanical ventilation or other electrical equipment in case of power outage.

c. ldentify and Plan for Staff with Special Health Needs

Faculty and staff with medical conditions should provide the school nurse with information
and emergency phone numbers. Consider faculty and staff needs in overall crisis planning,
particularly related to evacuation.

d. Review Communications Capability

Effective response to medical emergencies relies on an effective rapid communication
system. Features of an effective communications system are as follows:

= The ability for school staff to call EMS from all buildings and practice fields. They may
involve using cell phones, walkie-talkies, alarms or an intercom system to establish
contact with a central school location responsible for calling EMS.
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= Protocols to identify when EMS and other emergency contact people should be called.
There should be no delay in calling EMS for any emergency. School staff should be
trained in protocols for when to call EMS.

= Telephone numbers of and how to access the health office, principal, and specific
emergency services (police, fire, EMS, Poison Control) posted in every room and near
the telephone or intercom.

= A list of important contact people and phone numbers with a protocol to indicate when
each person should be called.

ME Step 2. Equip Schools

The local school division is responsible for providing adequate first-aid supplies and equipment
for all age groups. Equipment such as first-aid, CPR barrier devices, and AED should be
carefully selected based on the types of emergencies that could occur at school. First-aid kits and
resuscitation equipment should be located in a central, highly visible, and accessible location near
a telephone. All faculty and staff should know the location and type of equipment available and
how to use them. Notify the 9-1-1 centers of the emergency equipment available at school and
the location and have EMS conduct onsite "pre-incident” visit to identify problems, such as
restrictive passages in parking lots, buildings or campus areas that could be inaccessible to
ambulance and crew.

School Nurse Office Equipment

The following equipment should be considered for the school nurse office:

*  Clock with a second hand. = Backboard.
* Blood pressure cuff—adult and pediatric » Telephone with outside line.

sizes. = Refrigerator and sink with hot and cold
= Stethoscope. water.
= Otoscope and Ophthalmoscope with * Emesis and wash basin.

batteries. =  Gooseneck lamp and magnifying glass.
= Penlight, flashlight with batteries. = Portable first-aid kit.

= Wheel chair, stretcher.

First Aid Kits

Portable first-aid kits should be available for field trips and in special hazard areas where
emergencies are more likely to occur. (e.g., laboratories, athletic field, cafeteria, auditorium,
gymnasiums). A protocol for updating and monitoring the kit should be developed. The
following supplies should be considered for portable first-aid kits:

= Ace bandages — assorted widths. = Cold packs.
= Adhesive bandages — assorted sizes. = Cotton balls.
= Adhesive tape rolls — assorted sizes, = Cotton tipped applicators.
also non allergic. = CPR Masks — adult and pediatric sizes.
= Alcohol. = Disposable gowns.
*  Antiseptic solution or first-aid cream. * Disinfectant solution, EPA approved.
» Bandage scissors. = Eye flushing bottles and solution
= Blankets. (normal saline).
»  Cervical collars — several sizes. *= Eye pads.
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Forms - emergency logs, emergency

cards, medical forms, accident reports.

Gauze pads — sterile and non-sterile
assorted sizes.

Gloves — latex and non-latex.
Goggles.

Hand lotion, petroleum jelly.
Liquid soap, antibacterial solution.
Medicine cups, drinking cups.

Paper towels, facial tissue.

Ring cutter.

Rolled gauze bandage - assorted sizes.
Sanitary napkins, surgi-pads.
Splinting materials.

Tongue depressors.

Thermometers.

Triangle bandages and safety pins.
Tweezers.

Emergency “Go Kits”

Medical emergency go-Kkits are specifically intended for use in school emergencies when
buildings are evacuated or the school health office is displaced. A protocol for updating and
monitoring the kit should be developed. A basic emergency and first aid supply list should
include the following:

General Emergency First Aid
Matches Assorted band aids Waterless anti-
Pillows Oval eye patches bacterial soap

Disposable bottled water
Batteries for flashlights
Radio (battery operated)
Duct tape

Tongue depressors

Sterile water (for
burns)

Instant ice packs

Steri-strips (butterfly
closures)

Disposable gloves

Eye protection masks

Large plastic trash bags Hypo-allergenic First aid handbook
tape Insulin and syringes
Scissors Source of sugar for
Tweezers diabetic
Gauze rolls students/staff
Sterile pads (all Sanitary napkins
sizes) Cotton tip applicators
Ace bandages Finger splints

Sewing needles and
thread Safety pins
of various sizes

Cardboard splints

Automatic Electronic Defibrillator (AED)

Automatic Electronic Defibrillators (AEDs) are devices that help to restore a normal heart rhythm
by delivering an electric shock to the heart after detecting a life-threatening irregular rhythm.
AEDs are not substitutes for CPR, but are designed to increase the effectiveness of basic life
support when integrated into the CPR cycle.

Additional information about AEDs in schools is provided in section D of this chapter.
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ME Step 3. Establish Protocols

Key resources for developing medical emergency protocols are the American Academy of
Pediatrics Emergency Guidelines for Schools, 3™ Edition and the Virginia First Aid Guide for

Schools.

The AAP Emergency Guidelines for Schools contains useful information on the following topics:

Allergic reaction Ear problems Poisoning and overdose
Asthma and difficulty Electric shock Pregnancy

breathing Eye problems Puncture wounds
Behavioral emergencies Fainting Rashes

Bites Fever Seizures

Bleeding Fractures and sprains Shock

Blisters Frostbite Splinters

Bruises Gunshots Stabs

Burns Headache Stings

CPR Head Injuries Stomachaches and pain
Choking Heat emergencies Teeth Problems

Child abuse Hypothermia Ticks

Communicable diseases Infection control Tetanus

Cuts, scratches, and scrapes Menstrual difficulties Unconsciousness
Diabetes Mouth and jaw injuries Vomiting

Diarrhea

EMERGENCY
GUIDELINES

Nose Problems

Emergency Guidelines for Schools, 2007, 3rd Edition

American Academy of Pediatrics

Access at:
http://www.schoolhealth.org/content/Emergency%20Guidelines%20for%620Schools

FOR SCHOOLS

96202-2007.pdf

The Virginia First Aid Guide for School Emergencies contains protocol-related information on
the following emergencies:

ABDOMINAL INJURY Spider Second degree thermal/heat
General Wounds Tick Third degree thermal/heat
Protruding Wounds BLEEDING CHEST PAIN

ABDOMINAL PAIN Internal General
Severe/ with or without Severe bleeding Cardiac Arrest
vomiting BLISTERS

ALLERGIC REACTION BROKEN BONES
Anaphylactic Casts
Swelling Dislocation
Wheezing Closed fracture

AMPUTATION Open fracture

ASTHMA BRUISES

BEE/WASP STINGS BURNS

BITES Chemical
Animal Electrical
Human First degree thermal/heat
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DENTAL PROBLEMS
Broken braces and wires
Broken/displaced tooth
Knocked out/ permanent
Toothache
Wedged objects between

teeth

DIABETES
Hyperglycemia
Hypoglycemia (conscious)
Hypoglycemia (unconscious)

EAR
Bug/insect in ear
Foreign object

ELECTRICAL SHOCK

EYES
Chemical burns
Discharge
Foreign object

EYE INJURIES
Bruises/blows
Penetrating

FAINTING

FEVER

FINGER INJURIES
General

FROSTBITE

GENITAL INJURY
Scrotal or penile
Vaginal

HEADACHE

HEAD INJURY

HEAT EMERGENCIES
Heat cramps
Heat exhaustion
Heat stroke

First Aid Guide

HYPERVENTILATION
MOUTH/JAW INJURIES
NOSE
Nose Bleeds
Foreign Objects
SEIZURE
SHOCK
SPINAL INJURY
SPLINTERS
SPRAINS/STRAINS
VOMITING
WOUNDS
Deep/extensive lacerations
Puncture

POISONINGS
INGESTED/SWALLOWED
INHALATION OF GAS
VAPORS
OCULAR (EYE)
EXPOSURE
SKIN EXPOSURE

CHEMICAL, BIOLOGICAL,
RADIOLOGIC, NUCLEAR,
OR EXPLOSIVE EVENTS
EMERGENCY CARE
PROCEDURES
CPR
Adult or Child CPR (8 and
older)
Child CPR (1-8)
Infant CPR (under 1)
CHOKING
Conscious Child or Adult
Unconscious Child or Adult
Conscious Infant
Unconscious Infant

Virginia First Aid Guide for School Emergencies
Virginia Department of Health

Access at:

http://www.doe.virginia.gov/VDOE/Instruction/Health/FirstAidGuide.pdf
FOR SCHOOL EMERGENCIES

More detailed information on basic medical emergency protocols is provided in section C of this
chapter.
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ME Step 4. Train Staff

Training in Basic First Aid

Section 22.1-274.E. Code of Virginia, requires that two people be certified/trained every two years
in first-aid and CPR for each school building. At least two members of the school staff, and
preferably more, should be identified and educated to handle emergencies according to established
policies. The AAP recommends training in basic life support, first aid, and the recognition and
treatment of anaphylaxis. All school nurses should be trained in basic life support, first aid, the
use of metered-dose inhalers and nebulizers and appropriate treatment for anaphylactic reaction.

Teachers and staff trained in first-aid should be able to and equipped to handle the following until
EMS arrives:

= Severe breathing, asthma, choking, and anaphylaxis (severs allergic reaction)
= Chest pain and heart attack
= Diabetes and low blood sugar

= Stroke

= Seizure

=  Shock

= Bleeding

* Head and spine injury

*  Broken bones

=  Burmns

*  Sudden Cardiac Arrest (SCA)

= Temperature-related emergencies (heatstroke and hypothermia)
»  Poisoning

Treatment protocols for specific injuries and illnesses, as well as instructions on how to activate
the emergency plan should be posted in each room in the school.

Training in Blood-Borne Pathogens

Section 22.1-271.3.C., Code of Virginia, requires that “every school board shall ensure that all
school personnel having direct contact with students receive appropriate training in the etiology,
prevention, transmission modes, and effects of blood-borne pathogens, specifically, hepatitis B
and human immunodeficiency viruses or any other infections that are the subject of regulations
promulgated by the Safety and Health Codes Board of the Virginia Occupational Safety and
Health Program within the Department of Labor and Industry.”

Response Practice

School emergency preparedness can be enhanced by practice drills coordinated with emergency
management agencies and local public safety agencies. Drills should be a learning experience and
convey the importance of each person’s role in activating and implementing an effective medical
emergency response. Practice the response sequence at the beginning of the school year and
periodically throughout the year, evaluate and modify as needed.

Additional information on conducting drills and functional assessments is included in Chapter II.
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ME Step 5. Document and Evaluate Response

Documenting Events

Forms should be developed and available to document the details of every emergency event.

Following every reportable school-related incident or emergency, it is essential to document the
events. It is important information in the settlement of insurance claims, to protect school personnel
against charges of negligence, and in planning prevention programs.

What constitutes a reportable incident should be defined in advance at the school division level. It is
appropriate to develop an emergency incident form to include the following:

Name, address, telephone number and date of birth of the patient
Parent/guardian or contact person’s name, address and telephone number
Date, time and place of injury or illness (which classroom)

Brief description of injury/illness

Activity or circumstances at time of injury/illness

Person in charge when injury/illness happened

A list of witnesses

Type of treatment given at the school

Record of transport

Name, address and telephone number of the receiving hospital or physician
Additional treatment given at the hospital or by the primary care physician (if known)
Record of parents/guardian notification and time

Name of person who prepared and filed the report and the date

Name of corroborating individuals (students, teachers)

The report will be completed within 24 hours by the school nurse or in her absence someone who has
been designated and filed with appropriate offices within the school division.

An example of a student injury report form in the AAP Emergency Guidelines for Schools, 3™ Edition,
is provided below in Figure 5. The form can be downloaded from
http://www .schoolhealth.org/content/Emergency%20Guidelines%20for%20Schools%202-2007.pdf:
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Figure 5. Example of a Student Injury Report

Student Information

Ohio Department of Health
Student Injury Report Form

Name Date of Incident
Date of Birth Time of Incident
Grade 0 Male O Female
Parent/Guardian Information

Name(s) Phone #
Address

Phone # Work

School Information

School Phone #
Principal

District Phone #

Location of Incident (check appropriate box):

Athletic Field
Cafeteria
Classroom
Gymnasium
Hallway

Bus
Stairway
Restroom

Ooooooogd

O Playground

O No equipment involved
O Equipment involved (describe)

O Parking Lot

O Vocation/Shop Lab

O Other (explain):

When Did the Incident Occur (check appropriate box):

Recess

Lunch

P. E. Class

In Class (not P. E.)
Class Change

Oooooo
Oooooo

Surface (check all that apply):
O Asphalt O Dirt

0 Carpet 0 Gravel

O Concrete O Ice/Snow d

-

Head

Eye

Ear

Nose
Mouth/Lips
Tooth/Teeth
Jaw

Abrasion/
Scrape

Bite
Bump/Swelling
Bruise
Burn/Scald
Cut/Laceration
Dislocation
Fracture
Pain/
Tenderness
Fracture
Sprain

Other

Athletic Practice/Session:

Athletic Team Competition

Intramural Competition

Before School

After School

Lawn/Grass 0 Wood Chips/Mulch

Mat(s) g Tile

Sand 0 Synthetic Surface
g2 ¢ = 2
E 88 < _ ¢ . £ &

=¥ 23888z %83

c ® o £ 9 2 5 £ 8 £ £ <

O z O w D mW uL 2 T @ i ©

O Field Trip
0 Unknown
O Other

0 Gymnasium Floor
O Other (specify)

I= Q

() o T

£ S 5
x o £ = Z o 2
Qo T o c 2 o O X o [}
o Qo = [} [5) o) =4 [=1 o o
m < O O o g X < Ww -
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buting (eheck-al-that-apply): - O @

O Animal Bite 00O Collision with Person
O Overextension/Twisted O Hit with Thrown Object
O Contact with Hot or Toxic 0 Weapon

Substance O Compression/Pinch
O Collision with Object O Tripped/Slipped
O Foreign Body/Object Specify
O Drug, Alcohol or Other O Fall

Substance Involved

Description of the
Incident:

00O Struck by Object (bat, swing, etc.)
O Unknown

O Fighting

O Struck by Auto, Bike, etc.

O Other

Witnesses to the Incident:

Staff involved: OO Teacher OO Nurse OO Principal OO Assistant Staff 00 Custodian OO Bus Driver

O Secretary 00 Cafeteria (00 Other

(specify)
Incident Response (check all that apply):
O First Aid

Time By Whom
O Parent/Guardian Notified

Time By Whom
O Unable to Contact Parent/Guardian

Time By Whom

O Parents Deemed No Medical Action Necessary
O Returned to Class
O Sent/Taken Home
Days of School Missed
O Assessment/Follow-up by School Nurse
Action Taken

O Called 9-1-1
O Taken to Health Care Provider/Clinic/Hospital/Urgent Care
Diagnosis

Days of School Missed
O Hospitalized
Diagnosis

Days of School Missed
O Restricted School Activity
Explain

Length of Time Restricted
Days of School Missed
O Other

Describe care provided to the student:

Additional Comments:

Signature of Staff Member Completing Form

Nurse’s Signature

Principal’s Signature

Date/time
Date/time
Date/time
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Evaluating Responses

A post-incident evaluation can help identify strengths and challenges of the response and inform
modifications to strengthen the crisis response plan. Key questions are:

First Aid Evaluation

1.
2.

PN AW

10.
11.
12.
13.

14.

15.
16.
17.

18.

19.

20.
21.
22.
23.
24,
25.
26.

Was appropriate help requested?

When EMS was called, was adequate information relayed, including location, type of emergency,
number of injuries, types of injuries, and specific directions to site?

Did school staff remain on the line until EMS hung up?

Were there adequate medical responders and medical providers/hospitals?

Was the area secured and scene safety provided?

Was there easy accessibility to victims?

Was the division office notified to access needed divisionwide resources?

Was the head nurse or health services supervisor notified to send extra health services staff to the
site, if needed?

Was there a team approach with school staff and EMS? Were they prepared ahead of time to work
together?

Was school staff able to relinquish authority to EMS during the emergency?

How did communication among EMS, police, and school staff work?

Did triaging occur accurately and efficiently?

Were the appropriate staff notified immediately, including EMS, principal, custodian, school
nurse, division office, and counselors?

Was there a school crisis plan in place? Was staff aware of the plan and trained to implement it?
Were available EMS resources considered in the plan?

Was the area available for administering first aid care adequate?

Were protocols adequate?

Were the needs of students with health concerns addressed? Was the list of current health concerns
up-to-date and complete? Was emergency and parent contact information up-to-date?

Was staff aware of special needs students, such as diabetics? Was there an adequate food supply
for diabetic students?

Were medications, such as those for asthma, seizures, ADHD, heart problems, diabetes, available?
Were they administered as directed?

Was there access to emergency plans for students/staff with special needs?

Was the crisis plan adequate for students/staff with special health needs?

Were there enough trained staff to provide first aid support? Was staff willing to take directions?
Was the school prepared for treatment at more than one site?

Were staff injuries and illnesses identified?

Were parents notified? Was the system for notification adequate?

Were students transported appropriately? Were there adequate resources for transportation to
medical facilities?

Documentation Evaluation

1.

W

If triage categories were used, were records kept of the numbers of patients in each triage
category?

Are medical treatment victim logs accurate?

Did documentation accompany each victim? Will this provide the continuity of care intended?
Were health referrals sent with students and staft? When they return to school, did their health
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care provider complete referrals?

Was a record kept of which health care facilities victims were transported by ambulance?

6. Inreviewing accident/incident reports, are they thorough and accurate? Do they describe the care
given and is follow-up action taken?

hd

C. Protocols
General Emergency Guidelines

The Virginia First Aid Guide for School Emergencies includes the following general emergency
guidelines:

1. Remain calm and communicate a calm, supportive attitude to the ill or injured individual.

2. Never leave an ill or injured individual unattended. Have someone else call 9-1-1 and the parent.

3. Do not move an injured individual or allow the person to walk (bring help and supplies to the
individual). Other school staff or responsible adults should be enlisted to help clear the area of
students who may congregate following an injury or other emergency situation.

4. If trained and if necessary, institute CPR.

5. Have 9-1-1 called immediately for:

*  Anaphylactic reaction *  Frostbite

=  Amputation = Head, neck, or back injury

= Bleeding (severe) (severe)

» Breathing difficulty (persistent) = Heat stroke

* Broken bone * Poisoning

=  Burns (chemical, electrical, third = Seizure (if no history of seizures)
degree) = Shock

= Chest pain (severe) = Unconsciousness

=  Choking *  Wound (deep/extensive)

= Electrical shock

6. Do not use treatment methods beyond your skill level or your scope of practice. When in doubt,
call 9-1-1. All persons working with students are encouraged to obtain training in CPR/First Aid
through an authorized community agency.

Emergency Call Protocol

School policy should clearly designate who is authorized to call 9-1-1 and under what circumstances.
The following is an example of a protocol for calling EMS:

If it is determined an injury or sudden illness is serious:

1. CALL EMERGENCY MEDICAL SERVICES PERSONNEL IMMEDIATELY. Preferably two
adults should be sent to call EMS, one adult should obtain a copy of the student emergency
information card. Once EMS has been contacted, one adult with the student emergency
information card should return to the emergency scene, the second person will remain to make
calls to parents and other necessary telephone calls regarding the emergency.
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Information to be given to EMS should include:

=  Your name

* Your location and address

= Where in the facility emergency located

=  The telephone number from which you are calling

= The nature of the basic injury or illness (what happened)

*  What is presently being done for the injured/ill student

= Age of the patient and any allergies

» EMS may give you pre-arrival instructions

= Stay on the phone, the CALLER SHOULD ALWAYS HANG UP LAST

= CALL THE STUDENT’S PARENTS AND EXPLAIN THE SITUATION AS
THOROUGHLY AND QUICKLY AS POSSIBLE. Ifunable to locate the parents, call the
emergency contact for the parent indicated on the student emergency card

» Call a school administrator and explain the situation to them.

Condition-Specific Protocols

It is likely that every child with a serious/life-threatening condition will have an Individual Health
Care Plan (IHCP) that includes protocols for managing a medical emergency that may occur. Beyond
the child-specific protocols, schools need to establish medical emergency protocols for a broad range
of conditions. At minimum, medical emergency protocols should be developed for allergic
reaction/anaphylaxis, asthma, cardiac arrest, diabetic shock, heat stroke, poisoning, and seizures.

Key resources for developing medical emergency protocols for specific medical emergencies are the
AAP Emergency Guidelines for Schools, 3" Edition and the Virginia First Aid Guide for Schools
described in section B.3. above.

In addition to these two key resources, there are specific guidelines for the management of asthma and
of diabetes in Virginia schools.

Asthma

Guidelines for Managing Asthma in Virginia Schools: A Team Approach, Oct. 2003,
Virginia Department of Health, Virginia Department of Education, and the Virginia Asthma
Coalition

Access at:
http://www.doe.virginia.gov/VDOE/Instruction/Health/Managing AsthmaGuidelines.pdf

Section 22.1-274.2 of the Code of Virginia, requires local school boards to develop and implement
policies to permit a student with asthma to possess and self-administer inhaled asthma medications or
auto-injectable epinephrine, or both, during the school day, on school property, or at school-sponsored
events.

65


http://www.doe.virginia.gov/VDOE/Instruction/Health/ManagingAsthmaGuidelines.pdf

Medical Emergencies

A sample policy statement related to use of auto-injectors and inhalers are provided below.

SAMPLE POLICIES FOR AUTO-INJECTORS AND INHALERS

1) Emergency Injections: epinephrine auto-injectors prescribed for students with identified allergies:

a) When a licensed medical professional believes that epinephrine to treat an allergic reaction is necessary during
school hours, it will be administered in SCHOOL by (staff person or persons according to SCHOOL
POLICY). These persons are taught by the school public health nurse to administer the injection, following
established training guidelines

b) Only premeasured doses of epinephrine (Epi-Pen or Epi-Pen Jr.) may be given. The injection will be given
immediately after report of exposure to the allergen or at the prescribed student’s request due to onset of
allergic reaction. Type of exposure (e.g., ingestion, skin contact, inhaled) as well as specific allergen must be
indicated on the licensed medical professional’s order. Three persons in the school shall be trained in the
procedure. These trained persons shall be regular members of the school staff, to ensure the presence of at
least one of the three during school hours. The persons trained in this procedure must be able to access the
student within TWO (2) MINUTES OF ONSET OF SYMPTOMS or notification.

SAMPLE POLICIES FOR AUTO-INJECTORS AND INHALERS (Continued)

¢) Insituations when students are approved by the principal to carry their own epinephrine, the three trained
persons in addition to the school nurse must be instructed in the administration procedure in the event that the
student is unable to self-administer. A second dose, to be used for back up, should be kept in the clinic and/or
other approved locations in case the student’s medication is not available.
d) The parent or guardian and licensed medical professional, as indicated, must complete the appropriate
authorization form.
e) The school shall contact EMS IMMEDIATELY (if available, send another staff person to dial 911) and the
parent or guardian when a student has been given epinephrine.
f) Inhalers:
1) With a diagnosis of asthma, and orders from a licensed medical professional, a student may be permitted
by the principal to carry and use an inhaler for asthmatic conditions.
2) At least three school employees shall be taught to assist in the administration of the inhaler.
3) A second inhaler, to be used as a back-up, may be kept in the clinic or other school-approved location
accessible by the student with appropriate staff supervision as required.

Diabetes

A key resource in developing diabetes-related medical emergency protocols is the Manual for
Training Public School Employees in the Administration of Insulin and Glucagon, a resource of
the Virginia Department of Education, that can be accessed at
http://www.doe.virginia.gov/VDOE/Instruction/Health/insulin-glucagon.pdf

The Code of Virginia (Section 22.1-274) requires that if one or more students are diagnosed with
diabetes, at least one or two school employees (depending on the size of the school) must be trained to
administer insulin and glucagon. The medical provider and parent must give written consent for any
employee who is not a registered nurse, nurse practitioner, physician, or physician assistant to assist
with the administration of insulin or glucagon. If a registered nurse, nurse practitioner, physician, or
physician assistant is present, no other school employee may administer insulin or glucagon. All
school staff members, including bus drivers, who have responsibility for students with diabetes should
receive training that provides a basic understanding of the disease and the students’ needs, how to
identify medical emergencies, and whom to contact in case of an emergency. Students also need a
transportation plan.
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The National Diabetes Education Program recommends developing a plan with three components: (1)
the Diabetes Medical Management Plan (DMMP), which contains the prescribed diabetes health care
regimen, (2) a Quick Reference Emergency Plan describing how to recognize hypoglycemia and
hyperglycemia and what to do as soon as signs of these conditions are observed, and (3) an education
plan explaining what accommodations, education aids, and services are needed. A sample Quick
Reference Emergency Plan is provided in Figure 6 below:
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Figure 6. Quick Reference Emergency Plan for a Student with Diabetes

Quick Reference Emergency Plan
. . Photo
for a Student with Diabetes
Hyperglycemia
(High Blood Sugar)
Student’s Name
Grade/Teacher
Emergency Contact Information:
Mother/Guardian Father/Guardian
Home phone Work phone Cell Home phone Work phone Cell
School Nurse/Trained Diabetes Personnel Contact Number(s)
Causes of Hyperglycemia
* Too much food * Illness | ) Onset
e Too little insulin « Infection »| « Over time—several hours or days
* Decreased activity * Stress
* +
Symptoms
. v .
Mild Moderate Severe
* Thirst
* Frequent urination * Mild symptoms plus: « Mild and moderate
« Fatigue/sleepiness * Dry mouth symptoms plus:
* Increased hunger * Nausea * Labored breathing
* Blurred vision * Stomach cramps * Very weak
» Weight loss * Vomiting « Confused
* Stomach pains * Other: * Unconscious
* Flushing of skin
* Lack of concentration
 Sweet, fruity breath
¢ Other:
Circle student’s usual symptoms. Circle student’s usual symptoms. Circle student’s usual symptoms.

v

v

-

Actions Needed

* Allow free use of the bathroom.

* Encourage student to drink water or sugar-free drinks.

* Contact the school nurse or trained diabetes personnel to check
urine or administer insulin, per student’s Diabetes Medical
Management Plan.

« If student is nauseous, vomiting, or lethargic, _ call the
parents/guardian or ___ call for medical assistance if
parent cannot be reached.

v

Source: U.S. Department of Health and Human Resources, National Diabetes Education Program. (June 2003). Helping the Student with

Diabetes Succeed: A Guide for School Personnel. NIH Publication No. 03-5217, pages 53, 54.

Source: Manual for Training of Public School Employees in the Administration of Insulin and Glucagon, Office of Special Education and
Student Services, Virginia Department of Education. Available online at: http://www.doe.virginia.gov/VDOE/Instruction/Health/insulin-

glucagon.pdf
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C. Cardiopulmonary Resuscitation and Automatic Electronic Defibrillator
Programs

According to the American Heart Association (AHA), components of a school medical emergency
response plan include:

= Effective and efficient communications

* Coordinated and practiced response plan

= Risk reduction

= Training and equipment for first aid and CPR

* Implementation of a lay rescuer AED program in schools with established need

Cardiopulmonary Resuscitation (CPR)

The AHA issued new CPR guidelines for laypersons in 2005. The full guidelines as published in the
AHA Journal, can be downloaded at: http://circ.ahajournals.org/content/vol112/24 suppl/

The AHA and other organizations such as the American Red Cross offer CPR training classes. In
order to perform CPR safely and effectively, skills should be practiced in the presence of a trained
instructor. It is a recommendation of these guidelines that anyone in a position to care for students
should be properly trained in CPR.

The AHA also offers a Handbook of Emergency Cardiovascular Care with material in a quick
reference format.

AHA Handbook of Emergency Cardiovascular Care

This edition of the ECC Handbook provides readers with the latest consensus
recommendations from the 2005 International Consensus Conference on
Cardiopulmonary Resuscitation and Emergency Cardiovascular Care Science. Material
in the handbook was selected for its relevance to patient care and its application to a
quick reference format.

Online ordering information is available at:
http://www.americanheart.org/presenter.jhtml?identifier=303667

Current first aid, choking and CPR manuals and wall chart(s) should also be available. The American
Academy of Pediatrics offers the Pediatric First Aid for Caregivers and Teachers edFACTS) Resource
Manual and 3-in-1 First Aid, Choking, CPR Chart for sale at http://www.aap.org.

Barrier Devices

Barrier devices, to prevent the spread of infections from one person to
another, can be used when performing rescue breathing. Several
different types (e.g., face shields, pocket masks) exist. It is important to
learn and practice using these devices in the presence of a trained CPR
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instructor before attempting to use them in an emergency situation. Rescue breathing technique may
be affected by these devices.

Specific procedures, shown below in Figure 7, are also included in the Virginia First Aid Guide for
School Emergencies.

CARDIOPULMONARY RESUSCITATION (CPR)
FOR CHILDREN OVER 8 YEARS OF AGE & ADULTS

CPR is to be used when a person is unresponsive or when breathing or heart beat stops.

1. Tap or gently shake the shoulder. Showt “Are you OK?" If person is unresponsive, shout for help and send
somecne io call EMS AND get your school's AED if available.

2. Turn the person onto hisfher back as a wnit by supporting head and neck. i head or neck
injury is suspected, DO MOT BEND OR TURM NEGE.

3. Lift chin up and out with one hand whie pushing down on the forehead with the other o
open the AIRWAY.

4. Check for normmal BREATHING. With your ear close to person’s mouth, LOOK at the chest
for mowemsant. LISTEM for sounds of breathing and FEEL for breath on your cheek.
Gasping in adults shouwld be treated as mo breathing.

5. I you witnessed the collapse. first set up the AED and connect the pads according to the manufacturer's
instructions. Incorporate use b CPR cycdles according to instructions and training method. For an
unwitnessed collapse, perforrn CPR for 2 minutes and then use AED.

6. [ wictim is not breathing. take a nomnal breath, seal your Bps tightly arcund his/her mouth; pinch nose shut
While keeping airway cpen, give 1 breath over 1 second and watch for chest to rise.

L L
IF CHEST DOES NOT RISE WITH RESCUE
LAIR GOES INh, ERCATH (AIR DOCS NOT GO 1IN
7. Give a second rescue breath lasting 1 second 7. Re-ilt head back. Try to give 2
wntil chest nses. breaths again.

8. Place heel of cne hand on
top of the center of
breastbone. Place heel of
other hand on top of the first
Interlock fingers. (Do NOT
place your hands over the

JECHEST RISES WITH RESCUE
BREATH,_FOLLOW LEFT COLUMN.

IF CHEST STILL DOES NOT RISE:

8. Place heel of one hand on top of the center of

wery botiom of the breastbone.) breasibone. Place heel of other hand on top of the

first. Interock fingers. (Do NOT place your hands
8. Position seff vertically abowve wictim’s chest and ower the wery bottom of the breastbone.)

with straight arms. compress chest hard and fast

about 1% to 2 inches 30 times in a row with 8. Puosition self vertically abowe person's chest and

both hands. Allow the chest to return o normal with straight arms. compress chest 30 tmes with

position between each compression. Lif fingars Both hands abouwt 1% to 2 inches. Lift fingers to

when compressing fo avoid pressure on rbs. Lirmit avoid pressure on ribs.

ntermuptions n chest compressions.
10. Look in the mouwth. If foreign object is seen. remove

10. Give 2 normal breaths, each lasting 1 second. it. Do not perform a blind finger sweep or lift the
Each breath should make the chest rise. jaw or longue.

11. REPEAT CYCLES OF 30 COMPRESSIONS TO 11. REPEAT STEFS 8-8 UNTIL EREATHS GO 1M,
2 BREATHS AT & RATE OF 100 PERSON STARTS T BREATHE EFFECTIVELY
COMPRESSONS PER MIMUTE UNTIL WICTIM ON OWN OR HELP ARRIVES.
RESPONDS OR HELF ARRIVES.

12.  Call EMS after 2 minutes (5 cycles of 20 S e
compressions to 2 rescue breaths) if not already '"::ﬁm
called. ) -

Figure 7. Example of CPR Instruction Chart

Source: AAP Emergency Guidelines for Schools, 3™ Edition.
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Automatic Electronic Defibrillator (AED) Programs

If it is determined that a lay rescuer AED program is needed, it should be included in the
school medical emergency response plan.

The AHA, the AAP and other national organizations including Associations of School Nurses (NASN)
and Athletic Trainers’ (NAAT) have developed a scientific statement detailing how schools should
prepare to manage life-threatening medical emergencies in the first minutes before the arrival of EMS
personnel. The statement describes the components of an emergency response plan, the training of

school personnel and students to respond to a life-threatening emergency, and the equipment required
for this emergency response.

Figure 8. Example of AED Guidelines Chart

AUTOMATIC EXTERNAL DEFIEBRILLATORS (AEDS)
FOR CHILDREN OVER 1 YEAR OF AGE & ADULTS

AE n CPR and AEDs are to be used when a person is unresponsive or when breathing or heart beat
stops.

If your school has an AED, this guideline will refresh information provided in training courses as to
incorporating AED use into CPR cycles.

1. Tap or gently shake the shoulder. Shout, “Are you QK7 If person is unresponsive, shout for help
and send someone to CALL EMS and get your school’s AED if available.

2. Faollow primary steps for CPR {see “"CPR" for appropriate age group — infant, 1-8 years, over B
years and adults}.

3. If available, set up the AED accerding to the manufacturer's instructions. Turn en the AED and
follow the werbal instructions provided. Incorporate AED into CPR eycles according to instructions
and training method.

: !

WITNESSED: WITHNESSED:

4. Use the AED first.
4. Gtart CPR first. See age appropriate

5. Prepare AED to check heart rhythm
and deliver 1 shock as necessary.

§. Begin 20 CPR chest compressions
followed by 2 normal rescue

breaths. See age-appropriate CPR
guidelime.

7. Complete § cycles of CPR (20
chest compressions to 2 breaths at
a rate of 100 compressions per
minute}.

8. Prompt ancther AED rhythm check.

8. Rhythm checks should be perfformed after every 2

minutes {about 5 cyeles) of CPR.

CPR guideline. Continue for & cycles or
about 2 minutes of 30 chest
compressions to 2 breaths at a rate of
100 compressions per minute.

Prepare the AED to check the heart
rhythm and deliver a shock as needed.

REPEAT CYCLES OF 2 MINUTES OF
CPR TO 1 AED RHYTHM CHECK
UNTIL VICTIM RESPONDS OR HELP
ARRIVES.

Source: AAP Emergency Guidelines for Schools, 3™ Edition.
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AED programs should have the following components:

= Medical/healthcare provider oversight;

*  Appropriate training of anticipated rescuers in CPR and use of the AED;
»  Coordination with the EMS system;

= Appropriate device maintenance; and

=  Ongoing quality improvement program

School protocols should be written and posted in appropriate areas for use of AED.
Administrators, teachers, and staff should practice and evaluate response to sudden cardiac arrest
(SCA) using the AED.

A useful resource for schools considering implementing an AED program is the Automatic External
Defibrillation Implementation Guide. The Guide offers a checklist to guide schools through the
decision making process involved with establishing an AED program.

Automatic External Defibrillation Implementation Guide
American Heart Association

Access at: http://www.americanheart.org/downloadable/heart/110262192170770-
2272%20AED%20ImplementGuide.pdf

AED protocol, flow chart, and report forms from Spotsylvania County Public Schools, Virginia, are
provided on the following pages.
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SAMPLE: AED RESPONSE PROTOCOL AND FLOW CHART

The following HEARTSTART AED response protocol is for use in Spotsylvania County Schools.
The Spotsylvania County Schools Director of Health Services approves it for use. The protocol will be
reviewed on an annual basis and replaced by a revised protocol as necessary. See the following AED
Response Protocol Flow Chart.

Conduct an initial assessment:

O Assess for scene safety; use universal precautions.
O Assess patient for unresponsiveness.

o Ifunresponsive, activate EMS and in-house emergency plan. Call 9-1-1 or designated number:
. Call for AED.

Assess breathing

0 Open airway.
0 Look, listen and feel for breathing.
o If breathing is absent, deliver two rescue breaths.

Assess circulation

a Ifsigns of circulation are absent, provide CPR. Continue CPR until AED arrives.

Begin AED treatment

O Assoon as the AED is available, turn on the AED and follow the prompts.

0 Shave chest with disposable razor if indicated. Discard razor in a safe manner. Wipe chest if it is
wet.

O Apply defibrillation pads. Look at the icons on the AED pads and place the pads as shown in the
illustrations. Ensure pads are making good contact with the patient’s chest. Do not place the pads
over the nipple, medication patches, or visible implanted devices.

Deliver a shock to the patient when advised by the AED, after first clearing the patient area.
When advised by the AED, initiate CPR starting with compressions.

Continue to perform CPR until otherwise prompted by the AED or EMS personnel.
Continue to follow the HEARTSTART AED prompts until EMS arrives.

000 0o

When EMS arrives

Responders working on the victim should document and communicate important information to the
EMS provider, such as:

O Victim's name

0 Known medical problems, allergies or medical history

0 Time the victim was found

O Initial and current condition of the victim

0 Information from the HEARTSTART AED's screen:
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0 Number of shocks delivered
0 Length of time defibrillator has been used

Assist as requested by EMS providers.

Post-Use Procedure

0 The employee: notify early defibrillation program Director of Health Services/AED Coordinator.

0 Check the AED and replace any used supplies as soon as possible following the event so that the
AED may be returned to service. Perform the after-patient-use maintenance on the AED.

a Director of Health Services/AED Coordinator: conduct employee incident debriefing, as needed.
a Director of Health Services/AED Coordinator: complete the incident follow-up report.

Maintenance after Each Patient Use

O Inspect the exterior and connector for dirt or contamination.
0 Check supplies, accessories and spares for expiration dates and damage.

0 Check operation of the HeartStart AED by removing and reinstalling the battery and running a
battery insertion test.

Director Health Services (signature):

Date:

Other (signature):

Date:

Source: Spotsylvania County Public Schools, Virginia
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SAMPLE:

CHART

Immediately upon arrival:
= Assess scene for safety.
= Verify sudden cardiac arrest.

HEARTSTART AED RESPONSE PROTOCOL FLOW

= Assess responsiveness.

= Activate EMS and in-house Emergency Response Plan.
® Open airway and assess breathing.

= Absent? Deliver two (2) rescue breaths.

= Assess for signs of circulation.

= Absent? Proceed to CPR/AED.

A 4

After verification of sudden cardiac arrest:

\ 4

= Perform CPR if there is a delay in obtaining or using the

AED; otherwise, use AED immediately upon its arrival.

® Turn on the AED.
= Apply defibrillation pads.
= Follow voice and text prompts.

A

y

( Allow AED to ]

analyze heart
v rhythm (automatic).

A 4

= “Clear” patient verbally and visually
prior to shock delivery.
= Deliver shock.

A 4

= Defibrillate once.
= Perform CPR starting with chest
compressions after 2 minutes of CPR.

A 4

= AED will give prompts.
= Continue until EMS arrives.

(No Shock AdViSCd)

A 4

® Check for signs of circulation.
= Absent? Perform CPR.
® Present? Support airway and breathing

A 4

= Continue until AED provides
additional prompts or external EMS
arrives and instructs you to stop.

v

= Leave the AED attached to the patient
until instructed to remove it by EMS
personnel or higher medical authority.

Based on procedure from Spotsylvania County Public Schools, Virginia
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Incident Details
Incident ID:

SAMPLE: AED Incident Report

Incident Date:

Incident Time:

Shocks Delivered:

Device Type:

Device ID:

Patient Detail

Last Name:

First Name:

Middle Initial:

DOB:

Age:

Gender:

Race:

Patient ID:

Additional Information

AED Operator:

Comments:

Report Completed by:

Date:

NOTE: Use back of this sheet for additional comments.

Routing:

= Director Health Services’/AED Coordinator

= Other

Source: Spotsylvania County Public Schools, Virginia
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Key Resources for Medical Emergencies

Listed below are key resources for use in planning for medical emergencies in schools.

CIETEETEEE Virginia First Aid Guide for School Emergencies
Virginia Department of Health

2SR Access at:
http://www.doe.virginia.gov/VDOE/Instruction/Health/FirstAidGuide.pdf

FOR SCHOOL EMERGENCIES

EMERGENCY Emergency Guidelines for Schools, 2007, 3" Edition
FOR SCHOOL American Academy of Pediatrics

Access at:
http://www.schoolhealth.org/content/Emergency%20Guidelines%20for%20Schools%202-

2007.pdf

Guidelines for Specialized Health Care Procedures, Revised 2004
Virginia Department of Health and Virginia Department of Education
= Access at:

R http://www.doe.virginia.gov/VDOE/Instruction/Health/home.html

Guidelines for Managing Asthma in Virginia Schools: A Team Approach, Oct. 2003
Virginia Department of Health, Virginia Department of Education, and the Virginia Asthma
Coalition

Access at:

http://www.doe.virginia.gov/VDOE/Instruction/Health/ManagingAsthmaGuidelines.pdf

Manual for Training Public School Employees in the Administration of Insulin and
Glucagon. Virginia Department of Education, 1999.

Access at: http://www.doe.virginia.gov/VDOE/Instruction/Health/insulin-glucagon.pdf

Virginia School Health Guidelines
Virginia Department of Health

Access at: http://www.doe.virginia.gov/

Automatic External Defibrillation Implementation Guide
American Heart Association

Access at: http://www.americanheart.org/downloadable/heart/110262192170770-
2272%20AED%20ImplementGuide.pdf

77


http://www.doe.virginia.gov/VDOE/Instruction/Health/ManagingAsthmaGuidelines.pdf
http://www.doe.virginia.gov/
http://www.americanheart.org/downloadable/heart/110262192170770-2272 AED ImplementGuide.pdf
http://www.americanheart.org/downloadable/heart/110262192170770-2272 AED ImplementGuide.pdf

SECT I 0 N S

Critical Incidents and Emergencies




Critical Incidents and Emergencies

V. Critical Incidents and Emergencies

This Chapter discusses the four key phases of emergency management: 1) prevention/mitigation; 2)
preparedness; 3) response; and 4) recovery, focusing on critical incidents on school grounds and affecting
schools. The Chapter concludes with information on threat assessment, an important element of
prevention/mitigation, and on lessons learned from school shootings.

A.

1.

2.

Overview of Planning Process and Products
Phases of Planning

The U.S. Department of Education strongly advises schools to create comprehensive, multi-hazard
emergency management plans that focus on four phases of emergency management — 1)
prevention/mitigation, 2) preparedness, 3) response, and 4) recovery. In this chapter, each of these
phases will be described with examples. This Chapter will offer more specific information on how
the phases can be applied to specific critical incidents and emergencies.

Key Products from the Planning Process

The school critical incident and emergency planning process should result in several tangible products
including “Quick Reference Guides,” response boxes and go-kits, family reunification plans, and a
compilation of school site information for use by emergency responders. Each of these products are
briefly described here; more detailed information is provided in the Preparedness section of this
chapter.

Teacher Quick Reference Guides

Teachers and other staff members, including cafeteria workers, bus drivers, and custodians, need a
“quick reference” tool containing school-specific information such as evacuation locations and
procedures for lockdowns and responding to specific types of incidents or emergencies. Many school
divisions develop guides that are spiral-bound with plastic inserts that allow staff to quickly locate and
flip to the procedures needed. Chapter VII contains “quick reference” steps for key emergency
responses.

Crisis Boxes
Crisis boxes are designed to give school administrators immediate access to information essential for

effective management of a critical incident. More detailed information on crisis box items is provided
in Section C.4.of this Chapter. Crisis boxes typically contain such items as:

» Incident Command System (ICS) key = Teacher/employee roster.
responders’ phone numbers. = Staff roster.
= Student attendance rosters. =  Keys.
=  Student disposition forms and emergency =  Acrial photos of campus.
data cards. = Maps of the surrounding neighborhood.
= List of students with special needs. = Campus layout.
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= Evacuation sites. =  Sprinkler systems turn-off procedures.
= Designated command post and staging = Utility shutoff valves.
areas. » QGas line and utility line layout.

=  Fire alarm turn-off procedures.
School Nurse/First Aid “Go-Bags”

The school nurse/first aid “go-bag” allows the school nurse to continue to provide basic health care
even when a school (and nurse’s office) must be evacuated. Information on school nurse/first aid “go-
bags” is provided in Chapter IV.

Teacher “Go-Bags”

Teacher “go-bags” can take the form of backpacks, tote bags, or even five gallon buckets that contain
items likely to be needed in the event of a critical incident or emergency, particularly when a school
must be evacuated. Information on administrative and classroom “go-bags” is provided in section C.4.
of this Chapter. “Go-bags” typically contain such items as:

= Current class roster. = Activities for students.
=  Copy of emergency procedures. = Paper and pens.
= First aid supplies. *=  Clipboard.

=  Flashlight and extra batteries.
Family Reunification Plans

Family reunification plans are part of school evacuation plans. Evacuation kits include student rosters
and emergency notification/contact cards. A reunification kit includes drafts of notices that can be
sent to local media outlets with information necessary to let families know both that an evacuation has
occurred, what action is being taken, and where they can locate their children. Protocols for
communicating with local media are worked out in advance of a crisis.

School Site Information

When a crisis occurs, emergency responders will immediately need a great deal of information about
the school campus. They will need to know the members of your crisis response team, how various
sites can be accessed, and the location of utility shutoff valves. Many schools share this information
with local police and rescue agencies during the crisis planning process. Some schools give these
agencies copies of floor plans that indicate shutoff information. Some school divisions compile site
information for all schools on a CD-ROM and distribute copies to responders; other schools post this
information on a secure Web site that responders can access from laptops at the scene. New
technology allows responders to view aerial photographs of the school and surrounding community
and to take virtual tours of the school grounds and interior rooms.

B. Prevention/Mitigation
1. Overview of Prevention/Mitigation

The prevention-mitigation phase is designed to assess and address the safety, security and integrity of
school buildings, learning environments and students and staff. Prevention is the action or actions
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taken by schools and school divisions to decrease the likelihood that an emergency will occur.
Mitigation is the action or actions taken to eliminate or reduce risks, damages, injuries or deaths that
may occur during an emergency, such as a natural disaster or chemical spill.

Examples of prevention activities that may be incorporated into a school’s emergency management
plan may include:

= Establishing communication procedures for staff, parents, students and the media;

= Enforcing policies related to food preparation, mail handling, building access and student
accountability; and

» Conducting comprehensive, strength-based vulnerability assessments—of school buildings and
grounds, school cultures and climates, staff skills, and community resources—to help crisis
response teams identify, analyze and profile hazards and develop appropriate policies and
procedures.

Mitigation activities may include:

» Fencing hazardous areas;
* Anchoring outdoor equipment that could become flying projectiles in high winds; and
= Bolting bookshelves to walls and securing loose wires.

Assessing Risks and Vulnerabilities

Schools need to take an all-hazards approach when assessing risks and vulnerabilities and should
examine each of the following:

Existing assessments and related data -

=  City or county vulnerability assessments and hazard profile.

= Facility assessments, e.g., Crime Prevention Through Environmental Design (CPTED)

= Culture and climate assessments including school crime and violence incident data, school climate
surveys, and student surveys.

Environmental factors -

School-based

= Negative school climate perceptions.

= Obstructed pathways, unsafe playground equipment.
Divisionwide

= Unclear or outdated school policies and procedures
Surrounding neighborhood.

= High crime rates.

= Next to an intersection with heavy truck traffic.
Greater community

= Nearby nuclear power plant, located on a fault line.

Hazards -

= Natural — Earthquakes, tornadoes, floods.

= Technological — Power outages, nearby nuclear plant.

= Infrastructure — Roads and bridges, utilities.

= Nonstructural — Portable room dividers, bookshelves, suspended ceilings and light fixtures.
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= Man-made — Hazardous materials release, terrorism.

= Biological — Pandemic influenza, contaminated food.

= Physical wellbeing — Broken bones, suicide.

= Student culture and climate — Bullying, drugs, violent behavior.

Profiling Identified Hazards

When developing a hazard profile, schools should consider questions, such as:

= Frequency of occurrence — How often is it likely to occur?

= Magnitude and potential intensity — How bad can it get?

= Location — Where is it likely to strike?

= Probable geographical extent — How large an area will be affected?

= Duration — How long could it last?

= Seasonal pattern — What time of year it is more likely to occur?

= Speed of onset — How fast will it occur?

= Availability of warnings — How much warning time is there? Does a warning system exist?

Vulnerability is the susceptibility of life, property or environment.
Risk is the probability of suffering loss or injury from the impact of a hazard.

The relationship of vulnerability and risk can be graphically represented using a risk analysis matrix.
An example of a risk matrix is shown below in Figure 9.

Figure 9. Example of Risk Matrix

Hurricane
Tornado

Violence

Hazmat Spill
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Scale of Probability of Selected Events

Violence in schools or community (assaults or robberies)
Student and/or staff deaths.

Suicides.

Accidents (students hit by cars, bus accidents or car accidents)
Infectious disease outbreaks.

Major natural disasters (tornado, earthquake, wildfire or hurricane)

Prohahilitv of Event

School shootings.

HIGH Terrorist events (i.e., 9/11)

LOwW

3. Assessing Technology/Communications Capabilities

An important element of the prevention/mitigation phase of crisis planning is assessing
technology/communications capabilities of schools. The central purpose of this assessment is for use
in establishing communication procedures for staff, parents, students and the media. However,
because recent advances in technology have dramatically changed communications capabilities within
schools, an assessment of technologies available and how to use them in a crisis have become a critical
element of prevention/mitigation. Chapter VI focuses exclusively on communication with particular
emphasis on the content of messages for specific audiences.

Added to the more traditional modes of communication within schools (e.g., intercom, telephone,
alarm systems, bull-horns, two-way radios, and fax machines), are newer technologies such as:

» E-mail alerts.
= Cell phones and text messaging.
=  Web site postings.
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=  Microwave transmitters that feed both visual and aural information, video, and data.
= Remotely controlled video cameras.

» Sound sensors and intrusion detection devices with various signals.

= Early warning devices for signaling malfunctions.

= Compartmentalized, limited access keys and locks (for isolating threats).

One resource helpful to schools in assessing their use of certain technologies is the following U.S.
Department of Justice publication:

@ | The Appropriate and Effective Use of Security Technologies in U.S. Schools
Bational Institute of Justice A Guide for Schools and Law Enforcement Agencies
U.S. Department of Justice, Office of Justice Programs

i

- : This resource contains guidance for schools and law enforcement agencies in deciding
» T G Sebouta whether and how to use video cameras, metal detectors, and entry control
] technologies. Available online at http://www.ncjrs.gov/school/178265.pdf

The
Appropriate apid Effective Use
of Ses

A Gkl for Scivosis amd Lw Enfivromen dgensies

C. Preparedness
1. Overview of Preparedness

The preparedness phase readies schools and school divisions to respond in a rapid, coordinated and
effective manner to an emergency.

Examples of preparedness activities that may be incorporated into a school’s emergency management
plan include:

= Identifying weaknesses in the current emergency management plan;

= Interpreting the data collected from the vulnerability assessments conducted during the
prevention-mitigation phase;

= Developing or updating appropriate processes and procedures (based on the identification of
weaknesses as well as the data from the vulnerability assessments) to ensure the safety of students,
faculty, staff and visitors;

= Creating and strengthening relationships with community partners, including members of law
enforcement, fire safety, local government, public health and mental health agencies and the
media;

= Delegating roles and responsibilities, including levels of authority;

= Establishing an Incident Command System (ICS);

» Implementing functional training exercises for faculty and staff with first responders;

= Implementing evacuation, lock-down and shelter-in-place drills; and

= Coordinating emergency management plans with those of state and local agencies to avoid
unnecessary duplication.

2. Establishing an Incident Command System (ICS)
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The following information on creating a school Incident Command System (ICS) is adapted from Crisis Management
Workbook, Office of Security and Risk Management Services, Fairfax County Public Schools. Available online at
http://www.fcps.edu/fts/safety-security/publications/cmw.pdf

Implementing a school ICS will allow school personnel to know their area of responsibility during a
crisis and to plan and practice the management of their specific role. To create a school ICS, members
of a school crisis management team can be assigned management roles in carrying out the numerous
tasks needed to successfully plan for and handle crises that occur. An advantage of this type of
delegation is that it limits the number of functions under any one manager, allowing each person to
focus on just one or two aspects of the incident. These managers then provide information to the
incident supervisor (principal) and help that person make informed decisions. Using this type of
organizational system during a critical incident creates clear communication channels that will help
limit the chaos and uncertainty associated with emergency incidents.

Permanently assigning specific areas of responsibility

to members of the crisis management team provides

each member with the opportunity to specialize in the All components of the IC_:S may not be
management of his or her area. Plans can be made, needed to handle every incident; however,
policy established, and training conducted well in using portions of the ICS structure will help
advance of any emergency incident. This type of the_ principal deaI_W|th school-related events
forward thinking will be needed during a critical quickly and effectively.

incident and is a key component to a school being

properly prepared.

The first step is to identify special traits and abilities members of the crisis management team have and
matching those members to the role assignments contained in this section. Because no two schools are
the same, the ICS flow chart will need to be tailored to fit each school. Some positions may not be
needed, while additional roles maybe required. Use this role list and flow chart as a guide. Remember
to include backups for each assignment. This may require some people being assigned more than one
task. When more than one role is assigned, make sure the tasks are similar --such as off-site evacuation
and student accountability or off-site bus area.

The ICS can also address the uncertainty of exactly who will be in the building during an emergency.
When assigning the management of critical roles in the ICS, name two or three substitutes to assure
coverage at all times. This may require some individuals to be responsible for more than one task, but
only if the primary manager were out of the building. While the ICS identifies roles for the members
of the crisis management team, all school faculty members should have an organized reporting system
that lists their specific functions during an emergency. Teachers with students in class will have
specific functions, as will teachers not assigned a class when an emergency occurs. Most emergency
responders use some form of ICS to manage emergency events. Because of this, a school with
assigned roles for administrators and teachers will be able to work more efficiently with the
responding fire or police agency. These agencies will be able to quickly identify a liaison school
employee who will quickly answer questions about the incident and school operations.

The specific roles and responsibilities of members of a school crisis management team should be

consistent with the school’s Incident Command System (ICS). Typically, each member of the
school’s crisis management team should be assigned an incident manager role set forth in the ICS.

School ICS Roles: Examples
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Incident Supervisor

This person should normally be the principal or an assistant principal of the school. The incident
supervisor is the overall leader during an emergency incident. The incident supervisor makes
decisions based on the information and suggestions being provided from other members of the crisis
team. This role may be combined with a liaison role but should not be combined with any other
active role during a critical incident.

Student Accounting

This team member is responsible for ensuring all teachers have an accurate accounting of students
and for coordinating efforts in accounting for missing or extra students. Much of this role involves
planning for an incident and communicating with the faculty on the importance of removing rosters
during an emergency so student accountability can take place.

Off-Site Bus Staging Area

Some emergency incidents may require moving the student population off school grounds.
Depending on the time of day and severity of the incident, students may need to be dismissed from
this off-site location. The school staff member responsible for organizing this operation should
coordinate the arrival of buses and the loading of students onto the proper bus with the
transportation section. This process may become more complicated with the arrival of parents
seeking to pick up their children. This task can be simplified with advanced planning to include
updated bus rosters and planned bus routes into the staging area.

Police and Fire Liaison

When the local police and fire departments respond to a school incident, they will immediately
require contact with a school official. This official must be able to provide information not only
about what has taken place, but also about the plans the school has implemented to ensure the safety
of the students. Contact between the school operations and those of the police/fire operations must
be maintained throughout the incident. During some incidents, the incident supervisor can
accomplish this liaison assignment; however, a large incident should have someone whose sole duty
is to act as a liaison.

Parent Reunion Organizer and Liaison

When an incident occurs at a school, the parents of the children will contact the school. Parent
contact should be expected and planned for by giving specific directions to the parents as they arrive
in the area. A central location must be established where the parents can wait to be reunited with
their child and obtain information about the event. A well-informed member of the crisis team
should be at this location and coordinate the activities at this site. This person should coordinate
with the media liaison for information that can be released to the parents. The parent reunion
organizer should also communicate with the evacuation, student accounting, and bus staging
personnel to facilitate children coming to the reunion location to join their parents. The reunion
location has the potential to become very chaotic during a school incident, but with proper planning
the activities can be established quickly and remain organized.
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Information and Media Representative

Like parents, the local media will respond to events that occur at schools. Representatives from
community relations will respond to the school during a major incident; however, school personnel
should establish a media staging area and to assist in providing information for public release. This
person can also draft the parent letter that should go home with each student explaining what took
place at the school. The media representative should seek specialized training in this area and
understand the roles of the various county agencies in dealing with the media. One of the main
duties of this person will be to make sure the media does not gain access to students or faculty
during the incident. This person will also serve as the staff liaison by providing information to staff
members about the incident.

Communication and Recorder

The person assigned the responsibility of communication and recording should make sure the
various school offices receive notification and updates about the event and that any needed
resources are requested. When an event first occurs, the communications person should confirm that
9-1-1 has been called or place the call. During the event, this person should keep a detailed record
of the events, decisions, and actions including annotation of time. This record will help ensure all
critical tasks have been completed and allow the incident supervisor to track all activities. This
written record will also help the police or fire department reconstruct the events during the
subsequent investigation.

School Site Security

This role has been developed for incidents that occur around the school building but do not directly
involve school personnel. A violent crime or other situation near a school may require that the
school staff take steps to quickly secure the school from outside intruders. This will involve
developing specific assignments for school personnel during such an emergency and creating a
check system to make sure the school is secure. This person would then act as a liaison with the
agency handling the incident. The person assigned this role can also be assigned another role if an
evacuation is necessary.

Staff Assignments

The role of this position is to use available personnel to assist with carrying out the core functions
associated with an incident. Any teacher not assigned students during an incident and any school
personnel arriving at the incident should report directly to this person. Working closely with the
incident supervisor, this person will direct staff to the areas that need assistance. Those responsible
for organizing the various areas will coordinate with this person in requesting manpower during the
incident. This person will keep a roster of assignments and manpower needs and make requests to
administrative offices when needed.

Counseling

The need for a proactive counseling program cannot be overlooked. Many dangerous situations can
be avoided by early intervention of trained professionals. Available resources should be identified
and used on a regular basis when the first sign of depression, anger, or other alarming changes in a
student is observed. During a crisis, the CMT member responsible for counseling must quickly
organize a counseling program to help students, parents, faculty, and the community heal from the
incident. Counselors at the effected school may handle some incidents, while other incidents could
easily require the cooperation of many services. Identifying resources within the school system,
county, and community should be planned and well organized before a crisis occurs.
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An example of a school ICS is provided below in Figure 10.

Figure 10. Example of School Incident Command System

INCIDENT COMMAND SYSTEM (ICS)

INCIDENT SUPERVISOR

STAFF ASSIGNMENTS TEACHERS NOT
Communications/Recorder ASSIGNED STUDENTS

POLICE/FIRE LIAISON

COUNSELING

STUDENT ACCOUNTING

OFF-SITE BUS STAGING

OFF-SITE EVACUATION

PARENT REUNION ORGANIZER

INFORMATION/MEDIA

SCHOOL SITE SECURITY

3. Developing Procedures and Protocols

Developing division-specific and school-specific procedures and protocols is a critical element of
critical incident and emergency response planning. In accordance with § 22.1-279.8.A, Code of
Virginia, plans in Virginia are required to contain essential procedures, operations, and assignments
required to prevent, manage, and respond to a critical event or emergency, including

» Natural disasters involving fire, flood, tornadoes, or other severe weather;
» Loss or disruption of power, water, communications or shelter;
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= Bus or other accidents;

= Medical emergencies, including cardiac arrest and other life-threatening medical emergencies;
= Student or staff member deaths;

= Explosions;

= Bomb threats;

» Gun, knife or other weapons threats;

= Spills or exposures to hazardous substances;

= The presence of unauthorized persons or trespassers;

= The loss, disappearance or kidnapping of a student;

= Hostage situations;

= Violence on school property or at school activities;

= Incidents involving acts of terrorism; and

= Other incidents posing a serious threat of harm to students, personnel, or facilities.

Additional procedures and protocols should be developed in accordance with findings of the risk and
vulnerability assessment. Conditions in various regions of the U.S. have led schools in California to
establish detailed procedures and protocols for response in the event of earthquakes. Schools in the
“tornado alley” place much emphasis on response to tornadoes. Schools in Florida have developed
extensive procedures and protocols for responding to and recovery from hurricanes. Schools in New
England, where weather can change rapidly, have procedures and protocols governing release or
sheltering of students when ice and snow storms occur.

4. Preparing Crisis Bags and “Go-Kits”

Every school should equip and store emergency supplies and “go-kits.” Go-kits include emergency
supplies that can be easily accessed and transported in the event of an evacuation or other emergency.
Contents of go-kits are generally outlined in a school’s emergency management plan. Typical go-kits
are:

= Stored in backpacks or duffle bags and placed in readily accessible and secure locations;

= Equipped with supplies that address the needs of the specific school, its population, climate,
facilities and resources; and

» Include a first-aid kit, emergency procedures and student attendance rosters.

One example of administration and classroom “go-kit” lists is shown below in Figure 11.
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Figure 11. Examples of “Go-Kit” Contents

ADMINISTRATION “GC-KIT” SUPPLIES

Clipboard with lists of:
« All students

* Students with special needs and descriptions of needs (i.e., medical issues,

prescription medications, dietary needs), marked confidential

* School persomnel

* School emergency procedures

* Key confact information for the district crisis team
Parent-student reunification plan
Whistle
Hat or brightly colored vest for visibility and leadership identification
Battery-operated flashlight and batieries.

P e device CLASSROOM “GO-KIT” SUPPLIES
First-aid kit with instructions Clipboard with lists of:

+ All classroom students
* Students with special needs and descriptions of needs (i.e., medical issues,
prescription medicines, diefary needs), marked confidential
* Classtoom personnel
* School emergency procedures
* Whistle
* Hat or vest for teacher identification
» First-aid kif with instructions
* Pens and paper
+ Age-appropriate student activities (such as playing cards, checkers or inflatable
ball)

Source: The Emergency Response and Crisis Management (ERCM) Technical Assistance (TA) Center. Web site:
http://www.ercm.org

z
@Additional information on Emergency Supplies and “Go-Kits”

The American Red Cross’s Recommended Emergency Supplies for Schools

The American Red Cross is a response organization offering care and assistance to victims of disasters, as well as
resources for prevention, mitigation and preparedness. The American Red Cross offers specific planning
resources for schools that address multi-hazard emergency management, including disaster-specific resources for
droughts, earthquakes, fires, floods, heat waves, hurricanes, mudslides, terrorism, thunderstorms, tornadoes,
tsunami, volcanoes, wild fires, winter storms, etc. “Recommended Emergency Supplies for Schools” provides
recommendations on how to, and where to, store emergency supplies and how much to stockpile. It also includes
recommended supply lists for individual kits, individual classrooms, and an entire school. The Web site offers a
tool for customizing checklists.

Accessible at http://www.redcross.org/disaster/masters/supply.html

Emergency Response and Crisis Management (ERCM) Technical Assistance (TA) Center’s Emergency
Supplies and Go-Kits for Schools

The ERCM TA Center has created two fact sheets for planning, creating and maintaining school emergency
supplies and Go-kits. The guides list considerations and resources based on the specific needs of administrators,
classrooms, and individual students and staff.

Accessible at http://www.ercm.org/index.cfm?event=resources&a=10#goKits
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Components of the Crisis Response Box

The most comprehensive guide to preparing a crisis response box has been prepared by the Attorney
General and Superintendent of Public Instruction of California. Crisis Response Box: Partnering for Safe
Schools, updated in 2007, contains guidance on aligning school and public safety efforts and establishing
a school ICS. According to this publication, the Emergency Kit contains supplies, materials, and
information that assist both the school and law enforcement in responding to critical incidents. The
school should maintain two identical Emergency Kits in separate locations so that if one is not accessible
that another is available for use. Both kits should be maintained so that they contain up-to-date
information about the school campus and students. The kits should contain the following items:

Aerial Photos of Campus
An aerial perspective of the campus and the surrounding area is very helpful to all agencies involved in
a critical incident, including police, fire and paramedic personnel. Your local municipality may be able
to provide you with an aerial photo of your school and surrounding campus.

Map
Crisis response planners need to review the traffic patterns and intersections that will be affected in a
major crisis. Through this process, you can identify locations where parents or guardians can retrieve
their children after an incident and determine traffic safety issues your school and law enforcement will
have to consider when directing youth to safe areas. Keep as many as 20 copies of the map available,
preferably laminated, for emergency personnel. Establish an emergency traffic plan capable of
protecting emergency response routes and accommodating traffic and parking needs for parents,
students and the media. The map should illustrate these planned routes as well as:

= The streets surrounding the school.
= Intersections near the school.

= Vacant lots near the school.

= Location of major utilities.

Campus Layout
It is important to maintain current, accurate blueprints, classroom layouts and floor plans of the building
and grounds, including information about main leads for water, gas, electricity, cable, telephone, alarm
and sprinkler systems, hazardous materials location, elevators and entrances. This information is
extremely helpful, especially during a “shelter-in-place” situation when students are safely locked in a
classroom. Information should be available on the layout of the building, including room numbers and
whether or not there is a phone, cable television, e-mail, computers or cell phones in the classroom. On
the campus layout diagram, it is also helpful to highlight areas that could pose a possible threat, e.g., the
chemistry laboratory, biology laboratory or any welding and wood shop areas that could also become a
haven for weapons. It is also helpful to show the location of the fire alarm turn-off, sprinkler system
turn-off, utility shut-off valves, cable television shut-off and first aid supply boxes. These items can be
color-coded on the campus layout.

Blueprint of School Buildings
Architectural blueprints of the school building(s) are important to a SWAT team, and provide additional
-- and more detailed — information than the simple classroom layout diagram. This information may be
critical, especially in the event of a bomb threat. The plant manager for the school site should be the
custodian for the blueprints. Grounds and maintenance staff of the school should be familiar with these
blueprints and their location.
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Teacher/Employee Roster
A teacher/employee roster should go into the Crisis Response Box. If you can enter teachers’ names on
the classroom layout diagram, all the better. If not, be sure to match up each teachers’ name with his or
her classroom and identify whether or not each teacher has a cell or land phone. This roster should
identify any teacher/employee with special medical needs (e.g., diabetes) who will require medications
during a prolonged period and those with a disability who may require assistance in an evacuation.
Someone in the front office should be assigned to pick up the visitor/volunteer/substitute teacher list in
the event of a critical incident.

Keys
The Crisis Response Box should also contain a master key and an extra set of keys for those rooms for
which a master key cannot be used. The keys must be clearly tagged. Consider placing the keys in a
locked container within the box to assure added security in case the box should end up in the wrong
hands. Some schools have found it advantageous to keep the master key in a Knox Box (rapid entry
system) outside of the school. This is a secured metal box that can easily be accessed by a code or a key
without having to enter the building. This can prove especially helpful when it is not safe to enter the
school. Further information on a Knox Box can be obtained from the local fire department.

Fire Alarm Turn-off Procedures
One of the lessons learned from Columbine was to make it easier to turn off the alarm. The loud alarm
made it very difficult for responders to hear directions. It took considerable time before someone who
knew how to turn it off was able to do so. School officials learned that you can’t assume that the person
who knows how to turn off the alarm will be logistically able to do so. If that person is inside the
building, he or she might not be able to get to the shut-off valve; if that person is outside, it is possible
that he or she might not be able to safely re-enter the school. As a result, a number of people need to
know how to shut off the alarm. Providing such information on where shut-off valves are located in the
building and the procedures for shut-off in the box could prove vital. In addition, though somewhat
costly, some schools have installed a secure alarm shut-off system outside the school that can control
the fire alarm and sprinklers.

Sprinkler System Turn-off Procedures
Sprinkler systems may go on during an emergency. During the incident at Columbine, no one was
readily available who knew how to immediately turn off the sprinkler system. As a result, hallways
quickly filled with water, making it difficult to escape. In some places, the water reached dangerous
levels in proximity to the electrical outlets -- water reaching such outlets could have caused many more
injuries and possibly additional deaths. At least two people need to be trained and assigned
responsibility for turning off the sprinkler system. As backup, the Crisis Response Box needs to provide
information on where shut-off valves are located in the building and the necessary procedures for shut-
off.

Utility Shut-off Valves
Shut-off and access points of all utilities -- gas, electric and water — need to be clearly identified and
their locations listed so they can be quickly shut off in a crisis. If there is not a fire, the water should be
shut off immediately to prevent flooding from the sprinkler system. Unless open electric or gas lines
pose an immediate threat to life, the decision on whether to shut off these lines should be made by the
Incident Command Officer.

Gas Line and Utility Line Layout
Include a diagram that shows where gas and other utility lines are located throughout the campus.

Cable Television Satellite Feed Shut-off
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If your school has a satellite feed for a cable television system, you should also provide directions on
how to shut down that feed. Several of the police officers involved in nationally televised shootings
recommend that the cable television feed be shut off so that the perpetrators on the inside will not be
able to view the whereabouts of the SWAT team by turning into live coverage of the scene on the
outside. On the other hand, in a natural disaster, the television system can be helpful (if working) to
provide those who are sheltered-in-place with up-to-date information.

Student Photos
Photos can help in the essential task of identifying students injured, missing or killed. In addition, in
those instances where the perpetrators’ identities are known while the crisis is still in progress, photos
can be of great assistance to law enforcement and SWAT teams who must enter the building and make
split-second decisions amidst a sea of student faces. If you do not have access to copies of student
photo IDs, the most recent school yearbook (along with the additional photos of the newest incoming
class) will suffice. Be sure to include photos of teachers and staff, as well. You might want to consider
asking vendors who take pictures for your school to digitalize them and make them available on a CD,
which you can then include in the box. Many law enforcement agencies bring laptops to the crime
scene and can thereby gain instant access to such photos, print them out, make copies and distribute
them to other officers.

Incident Command System (ICS) Key Responders’ Phone Numbers
Names and phone numbers for all team participants involved in coordinating with your local emergency
response system should be in the box. These people would include the coordinators for the Incident
Command System (ICS), Public Information, First Aid, Traffic Safety, Student Assembly and Release
and Grounds and Maintenance. Also, include the names and phone numbers of other key staff
members, such as the Food, Water and Supplies Coordinator; the bilingual translator (if appropriate for
your school); and any other numbers for potential positions you have identified. Be sure to place these
phone numbers on several cards so that more than one person can begin calling them.

Designated Command Post and Staging Areas
Police chiefs involved in several of the recent school shootings recommend that schools and law
enforcement plan for three distinct staging areas, in addition to the Command Post for the Incident
Command Officer. Among other things, separate staging areas will prevent the press from converging
upon parents or parents from converging upon police. The areas should be:

A Staging Area for law enforcement and emergency personnel;
A Media Staging Area away from the school, at a location that can accommodate a large number of
vehicles; and a Parent Center, located away from the Command Post, where parents can retrieve their
children.

Maps of all command posts, listing each corresponding main phone number, should be included in the
Crisis Response Box. Be aware that these command posts may change based upon the circumstances.
It is also recommended that the command posts have telecommunications capability wherever possible.

Emergency Resource List
A list of individuals and organizations who assist in an emergency should be prepared on a separate
sheet of paper and placed in the box so that the person assigned can immediately begin to make phone
calls to those on the list. The local emergency management agency can recommend agencies you
should call during an emergency. Please note that any volunteers you enlist for a critical incident
response should be pre-screened and that the volunteers on your list must receive training, prior to
becoming a responsible member of your emergency response team. Some agency phone numbers to
have on hand include:
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=  American Red Cross.

» C(Clergy, including Law Enforcement.

= Counselors (A cadre of trained crisis intervention counselors should be identified to provide mental
health “first aid” during and following the crisis.)

= Commonwealth Attorneys Victim/Witness Assistance Center.

= Federal Aviation Authority (FAA) (local office).

» Local emergency radio channels.

= National Organization for Victim Assistance (NOVA).

= Parent representative(s) (The parent representatives should be trained to help fellow parents receive
information, answer questions and maintain calm at the Parent Center. Fellow parents can be an
excellent source of support.)

Evacuation Sites
Maps with evacuation and alternate evacuation routes should be stored in the Crisis Response Box and
should also be posted on classroom doors. It is where students will likely be headed (following the
route) in order to identify them, or, if they are missing, to determine where along the route they might be
found. Be aware, however, that during a shooting spree the best-laid plans for evacuation are also under
siege. All classrooms at Columbine, for example, had evacuation plans, but with two students shooting
throughout the entire school, evacuating the building was itself a dangerous venture. In the Jonesboro,
Arkansas incident, two boys opened fire after students evacuated the building during a false fire alarm.
Other factors may affect an Incident Command Officer to alter the usual evacuation route. Ina
chemical spill, for instance, how the winds are blowing will determine where to evacuate. Thus, it is
important to have at least two predetermined evacuation sites identified.

Student Disposition Forms and Emergency Data Cards
Imagine hundreds of parents descending upon your school to retrieve their children while you are trying
to account for each student’s whereabouts. You will need forms to keep track of who has been released
and to whom: parents, relatives, emergency personnel or the hospital. It is suggested that a set of
release forms (enough to cover the entire school census) be stored in the Crisis Response Box and be
given to the Student Assembly, Shelter and Release Coordinator of the ICS team.

Additionally, if possible, it is helpful to have a set of the student emergency data cards placed in the
box. Having all the data stored on a disk is the most convenient way of containing the information.
Optimally, the cards and disks should be updated every three months to remain current as possible.
Emergency information can also be stored, updated and retrieved electronically either from the school
office or a remote site, such as the office.

Student Attendance Roster
One of the most difficult challenges anyone will face in such a crisis is accounting for all students.
Teachers should have readily accessible, when on duty, a listing of all pupils in their charge. Teachers
should also be instructed to take their classroom attendance list with them during an evacuation. A
system should be developed to retrieve these lists from teachers when it is safe and feasible. Someone
should be assigned to place that day’s attendance roster into the box each morning. This information is
shared with the Search and Rescue Coordinator who, in turn, coordinates with the Student Assembly,
Shelter and Release Coordinator and the School Incident Command Coordinator.

Inventory of Staff Resources
Survey certificated and classified staff to build an inventory of special skills and training they possess.
Document the findings and place the list in the box under the ICS heading. For instance, experience can
include prior medical and triage experience, bilingual capabilities, grief counseling background, search
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and rescue training, hostage negotiations, first aid/CPR certification and volunteer firefighter or reserve
police officer/deputy. These skills could prove to be very helpful in a critical incident.

List of Students With Special Needs
A list should also be included in the box that identifies those students who need special assistance (e.g.,
blind and deaf students and those who need wheelchairs, crutches and braces) and/or with special
medical needs (e.g., diabetes) that will require medications during a prolonged period and those with a
disability that will require assistance in an evacuation.

First Aid Supplies Location
Sets of first aid supplies should be located throughout the campus. Storage locations should be included
in the box. Include the locations on one of the building layout maps in the box.

Emergency First Aid Supplies
Though the following list of supplies are not contained in the box, the FBI Academy recommends that
schools be aware of information from the Lessons Learned Summit regarding first aid supplies. In the
Jonesboro, Arkansas shooting, large bins of first aid supplies were readily accessible on the school
grounds and are credited with saving two children’s lives and preventing others from going into shock.
These supplies were situated in and out of the school building in anticipation of an earthquake because
the school property is located on a fault line. The accessibility of these supplies proved to be lifesaving.
It will not do anyone any good if these supplies are locked away deep within the confines of the school.
Some schools have stationed first aid boxes in every classroom with basic emergency aid instructions to
treat various injuries. Although not designed for first aid purposes, duct tape is very useful and versatile
and should be available in every classroom. Whichever methods will work best for the school, it is
advisable to make sure that ample supplies are readily accessible throughout the complex and that all
teachers are aware of their location. More detailed information on preparing for medical emergencies is
provided in Chapter I'V.

Planning for Off-Campus Activities

Off-campus activities, including field trips, are routine and important parts of the educational experience.

Procedure and practices which are helpful in the event of an accident or other emergency include the

following:

= Use name tags / personal identification — note that these need to be worn on blouses or shirts rather
than outer garments such as sweaters and coats which may be removed on long bus trips. Write-
bracelets might be considered, particularly for younger children.

* A route map and itinerary should be left at the school.

= A roster of riders in each vehicle should be left at the school before departure - Students, staff, and
chaperones should travel to and return from the activity site in the same vehicle.

= Determine who has cell phones. It is desirable for someone in each vehicle to have a phone.

Bus Emergency Kit

= Cell phone or other emergency = Rider roster (students, staff, chaperones).
communications equipment. =  Signs to display bus numbers.
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= Route maps. = Stick-on name tags.

= Area maps. = First aid kit.

= Pencils. »= Emergency telephone numbers list:

= Paper. - Division office (including pager numbers,
if applicable).

- Emergency medical services.
- Law enforcement (State Police).
- Local hospital.

5. Training

The following content on types of emergency exercises is adapted from Emergency Exercises: An Effective Way to Validate
School Safety Plans. ERCM Express, Vol 2, Issue 3, 2006. Emergency Response and Crisis Management Technical Assistance
Center. Available online at http://www.ercm.org.

School divisions conduct five main types of emergency exercises for emergency response training and
practice. Divisions should start with simple exercises (orientations) and work their way toward the most
complex (full-scale).

Orientations are introductions to a school’s or division’s crisis or emergency management program. The
purpose of an orientation is to familiarize participants with roles, responsibilities, plans, procedures and
equipment. Orientations can also resolve questions of coordination and assignment of responsibilities.
The inclusion of first responders and school staff facilitates the development of an effective plan.

Drills test a specific operation or function of the emergency plan. The goal of a drill is to practice aspects
of the response plan and prepare teams and participants for more extensive exercises in the future.
Schools generally conduct evacuation, shelter-in-place or lockdown drills with students and staff to
demonstrate the steps they should take in an emergency. The procedures as well as the responsibilities of
all involved (i.e., students, teachers, staff and emergency personnel) are addressed. These exercises may
include local public safety agencies.

Tabletop exercises analyze an emergency event in an informal, stress-free environment. They provide
participants with an emergency scenario to analyze and increase their awareness of the roles and
responsibilities of individuals who need to respond, stabilize, terminate and help others recover from
emergencies. They are designed to prompt a constructive discussion about existing emergency response
plans as participants identify, investigate and resolve issues.

Functional exercises test one or more functions of a school’s emergency response plan during an
interactive, time-pressured, simulated event. Functional exercises can be conducted in a school division’s
emergency operations center. Participants are given directions by controllers and simulators via
telephones, radios and televisions, and they must respond appropriately to the incidents that arise.
Evaluators candidly critique the exercise and the team’s performance.

Full-scale exercises evaluate the operational capability of emergency management systems in a highly
stressful environment that simulates actual conditions. Full-scale exercises test and evaluate most
functions of the emergency response-operational plan, including the mobilization of emergency
personnel, equipment and resources.
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To design and conduct full-scale exercises, divisions collaborate with local public safety agencies.
Administrators choose a scenario that is most likely to occur in the community and thereby involve all
community stakeholders. Facilitators conduct a post-incident critique and develop an after-action report to
identify issues for correction.

Figure 12. Types of Training Exercises.

Types of Exercises

FUNCTIONAL
“Stressful Simulated Events”™

DRILLS
“Single Agency”

Benefits of Emergency Exercises

Emergency exercises validate existing emergency plans,
programs, policies, roles and responsibilities, as well as the
training curriculum, by:

Testing the capabilities of the team;

Providing a gap analysis to identify deficiencies and
problems in the current program;

Familiarizing participants with plans and procedures through
low-stress activities;

Preparing the team to coordinate with local, state and federal
agencies;

Enhancing collaboration between school divisions and public
information officers (PIOs); and

Increasing the confidence of the team while strengthening its
ability to respond effectively to an emergency.

An Effective Post-Exercise
Evaluation. . .

Immediately follows the exercise;
Includes everyone;

Engages the director of the exercise;
Assigns a secretary;

Includes a discussion of positive
and negative outcomes;

Allows time for participants to
discuss their observations;

Assesses whether the exercise’s
goals and objectives were achieved;
and

Creates an after-action report with
steps for improvement.

Emergency exercises are also cost-effective and brief, often completed in less than one hour. Some

schools find it helpful to conduct exercises, such as tabletop drills, during staff meetings. By focusing on
different types of hazards, and reinforcing the school’s policies and procedures, school staff continuously
improve their ability to respond to any type of emergency.
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D. Response

1. Overview of Response

When emergencies arise, schools and school divisions must quickly implement the policies and
procedures developed in the prevention-mitigation and preparedness phases to effectively manage the
crisis and protect the school community. Throughout the response phase, efforts focus on deescalating
the emergency and taking accelerated steps toward recovery.

Examples of response activities include:

= Delegating responsibilities;

» Deploying resources;

= Activating the communication, accountability and decision making procedures outlined in the
predetermined emergency management plan;

» Documenting all actions, decisions and events (e.g., what happened, what worked and what did not
work);

= Holding debriefing meetings; and

= Reviewing after-action reports to determine recovery activities and necessary revisions to the
emergency management plan based on lessons learned.

Overview of Responses to Critical Incidents

Response Definition

Evacuation An evacuation is a critical incident response that involves the controlled
movement of students from the campus to a pre-specified safe location, either
to a remote area of the campus or to an off-campus location.

Lockdown A lockdown is a critical incident response that secures students and staff,
usually in classrooms, to prevent access or harm to the occupants of the
lockdown locations. This may also involve quickly moving students and staff
from unsecured locations to secure locations.

Shelter-in-Place A procedure that may be used in the case of chemical, biological, or
radiological agent releases.

Lockout A lockout is a critical incident response that secures the school campus to
prevent unauthorized entry to all school facilities. Limited movement around
the school campus may be permitted, depending on the circumstances of the
incident.

Drop, Cover, and Hold This procedure is followed when an explosion or other danger is imminent,
evacuation is not feasible, and the stability of the building is threatened.
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Overview of Responses to Critical Incidents

Response Definition

2. Primary Responses

During an emergency, there are five primary responses:

1. Evacuation. 4. Lockout.
2. Lock-down. 5. Drop, cover, and hold.
3. Shelter-in-place.

Each response type should be viewed along a continuum.

Evacuation

Evacuation is to be used when locations outside the school are safer than inside the school:

* Have more than one evacuation route that does not interfere with public safety vehicles and/or
fire hydrants.

» Provide every teacher and staff member a readily available emergency “go-kit.”

*  Provide administrators an office “go-kit” that includes a staff and student class roster, daily
visitors log, student check-in/out log, school floor plans, keys, and important phone numbers.

* Ensure that someone (e.g., nurse, secretary) has emergency medical supplies, emergency medical
forms, medications, and medication log.

* Determine how teachers will account for students.

Lock-down

Lockdown is used when there is an immediate threat of violence in, or immediately around, the school:

*  All persons should immediately seek shelter in a secure location in the school.

» Staff and students should be behind closed locked doors and not be visible from windows or
doors.

* Follow division predetermined policy about closing blinds and turning off lights.

» Call 9-1-1 and remain locked down in place until police arrive and declare the scene all clear.

» Caution is advised in attempting to lock doors because of potential risk to the persons locking
doors and the possibility of locking out responding police.

Special lock-down considerations include:

*  C(lass transition times.

*  Lunch periods.

*  Outdoors activities (physical education classes, etc.)

*  Messages to students and staff (plain language vs. codes, use of placards).
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» Blinds open/blinds closed, lights on/lights off.
*  Messages to parents.

Shelter-in-Place

Shelter-in-place is used when students and staff must remain indoors during a period of time for events
such as chemical, biological, and radiological incidents or terrorist attack:
e Close all windows and turn off all heating and air conditioning systems to keep dangerous air out

of school.
* Create a schedule for learning, recreational activities, eating, and sleeping.
» Ensure that the necessary supplies are available for students and staff throughout the shelter-in-

place period.

An Evacuate or lockdown/shelter-in-place decision chart is shown below in Figure 14.

Figure 14. Evacuate or Lockdown/Shelter-in-Place Decision Chart.
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Decision to Evacuate or Lockdown/Shelter-In-Place
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A lockout is a critical incident response that secures the school campus to prevent unauthorized entry to
all school facilities. Limited movement around the school campus may be permitted, depending on the
circumstances of the incident.

Drop, Cover, and Hold

This procedure is followed when an explosion or other danger is imminent, evacuation is not feasible, and
the stability of the building is threatened.

3. After-Exercise Reports

After-exercise reports have a threefold purpose. They provide an opportunity for everyone involved in an
exercise to:

1) Identify areas in the current emergency management plan that are in need of improvement;
2) Make recommendations to improve it; and
3) Capture key lessons learned.

After-exercise reports are an integral part of the emergency preparedness planning continuum and support
effective crisis response. The debriefings that precede the reports help schools and school divisions
analyze how school personnel and first responders function during an exercise or actual emergency. The
lessons learned can be used to proactively develop and enhance emergency management plans and
procedures that will ensure the safety of the entire school community.

After-exercise reviews and reports are critical for capturing key lessons learned and recommendations for
improvements. They help identify “what worked” and gaps and weaknesses in emergency management
plans and responses.

Briefings should be conducted at two levels:
* Internal—division level
*  External—community level

Briefings should take place shortly after an emergency response situation. Participants should include
school staff, first responders, and other key stakeholders.

Components of Exercise-Action Reports

1) Exercise overview.

2) Exercise goals and objectives.

3) Analysis of outcomes.

4) Analysis of capacity to perform critical tasks.

5) Summary.

6) Recommendations.

7) Specific improvements for each partner (i.e., schools, emergency responders).

z
@ Additional Information on After-Action Reporting

After-Action Reports: Capturing Lessons Learned and Identifying Areas for Improvement, —
Lessons Learned from School Crisis and Emergencies, Vol 2., Issue 1, 2007. 101

Available online at: http://www.ercm.org
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E. Recovery

1. Overview of Recovery

The recovery phase quickly restores educational and business operations in schools and school divisions
following an incident. Recovery is an ongoing process that includes not only the mental, emotional and
physical healing process of students, faculty and staff, but a school’s physical (buildings and grounds),
fiscal (daily business operations) and academic (a return to classroom learning) recuperation. Strong
partnerships with members of the law enforcement and public and mental health communities are
essential for effective recovery efforts. Examples of recovery activities include:

= Outlining service delivery systems;

* Providing mental health services or offering referral services;

= Developing letter templates for emergencies;

= Predetermining strategies for accepting donations following a death or an incident;

= Establishing a policy for standing or temporary memorials and ensuring that it is consistent for all
events;

= Ensuring that a process is in place for soliciting and receiving parental consent for such activities as
providing medical treatment or receiving counseling services;

= Establishing a process for screening and registering volunteers; and

= Developing and practicing a Continuity of Operations Plan (COOP) at the school and school division
levels.

The Recovery phase is designed to assist students, staff, and their families in the healing process and to
restore educational operations in schools. Recovery efforts require leadership support. Recovery is an
ongoing process and the type and breadth of activities will vary in relation to the size and scope of the
crisis event. Strong community partnerships are critical.

2. Four Components of Recovery

Recovery involves four components that must be taken into account:

1) Physical/structural recovery.

2) Business recovery.

3) Restoration of academic learning.
4) Psychological/emotional recovery.

Physical/Structural Recovery
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The purpose of physical/structural recovery is to restore facilities necessary to enable educational
operations.

Key Steps to Take During Recovery Phase:

*  Ensure human safety at educational sites.

* Assess physical/structural component (e.g., damage assessment response team).

»  Assess transportation and food services.

* Determine availability of equipment and supplies (e.g., books).

* Debrief and incorporate lessons learned around physical assets and vulnerabilities into emergency
management planning.

How Can Schools Prepare for Physical Recovery Efforts in Advance?

» Recognize that steps taken in the prevention-mitigation phases can lesson the need for physical
recovery in some areas.

* Be familiar with potential funding sources after disasters.

* Be aware of what documentation would be needed to secure reimbursement for damage from
major incidents.

* Pre-determine strategies/policies for receiving donations following various types of incidents.

» Consider the structures and departments that will be involved in physical recovery.

» Coordinate with relevant division departments to discuss recovery plans (e.g., safety and security,
facility management, risk management, budget office, transportation, food services or technology
services).

* Create Damage Assessment Response Teams to conduct physical assessments following major
events.

Business Recovery

The purpose of business recovery is to restore critical business functions within the school/division as
soon as possible. Two types of plans are key:

+ Business Continuity Plan (BCP)—Plans that identify systems needed to operate; and,
incorporate mitigation efforts so that operations can be sustained following an emergency.

« Continuity of Operation Plan (COOP)—COOP planning ensures that the capability exists to
continue essential functions across a wide range of hazards.

Key Steps to Take During Business Recovery:
* Restore division administrative functions.
*  Ensure staff members are supported.

» Set-up automatic payment system.
» Institute a system to register out of division students, and to register students in new schools.

How Can Schools Prepare for Business Recovery Efforts in Advance?
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» Identify, in advance, who has responsibility for closing schools, or sending students/staff to
alternate locations in the event of an emergency.

» Identify who is responsible for restoring which business functions for schools/divisions.

* Identify succession plans for each major administrative function.

» Ensure systems are in place for rapid contract execution of BCP in the event of an emergency.

» Practice activation of the BCP or COOP to test for gaps that need to be addressed in planning.

» Consider options for continuing educational operations to minimize disruption to student
learning.

Restoration of Academic Learning

The purpose of restoration of academic learning is to facilitate students’ return to learning; restore
structure and routine.

Key Steps to Ensuring Academic Recovery:

*  Quick decision making regarding changes to school/academic routines.
*  Brief administrators and staff on situation(s).
» Communicate with parents/guardians on events and next steps.

Why Is Academics Considered in the Recovery Phase?
Youth exposed to repeated violence and trauma have been shown to have:

» Lower grade point averages.

* Decreased reading ability.

*  More reported absences from school.

* Increased expulsions and suspensions.

* Decreased rates of high school graduation.

Restoring, or maintaining, a routine is helpful for students throughout the recovery process.
How Can Schools Prepare for Academic Recovery Efforts in Advance?

Determine, in advance, who has the ability to decide when schools will close and when they will resume
following closure (linked to Business Recovery).
* In most cases, this decision will be made at the local level with input from appropriate State
representatives.
» Key questions to be considered include:
*  Can the school remain open safely?
*  Can the school routine be maintained? Modified?
*  Are academic materials needed/available if school closes?
* Decisions about length of closure will vary depending on the scope of the incident.

Psychological/Emotional Recovery

The purpose of psychological/emotional recovery is to promote coping and resiliency for
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students, staff, and their families following an emergency.

Key Steps to Promoting Psychological/Emotional

Recovery: Factors That Increase the

Likelihood of Trauma

* Recognize that the type and breadth of an
incident impacts Psychological/Emotional
Recovery.

» Consider needs and services available for
both short- and long-term
Psychological/Emotional Recovery.

»  Work with internal and external partners
who can support Psychological/Emotional
Recovery and provide needed services.

» Incidents within closely knit communities;

» Incidents with multiple eye witnesses;

= Special significance of victims;

= Community exposure to carnage or misery;

» Incidents that call for numerous rescue
workers; and,

* Incidents that attract a great deal of media
attention

- National Organization for Victim Assistance

Why is Psychological/Emotional Recovery Important in the Short-Term and Long-Term?

Traumatic stress is an acute distress response that is experienced after exposure to a catastrophic event.
Traumatic stress occurs because the event poses a serious threat to:

* The individual's life or physical integrity.
* The life of a family member or close friend.
*  One's surrounding environment.

Individuals who have witnessed injury or death are also at risk to develop a trauma stress response. There
will be a small percentage of those impacted by serious events who will have longer term reactions.

How Can Schools Support Psychological/Emotional Recovery in the Short-Term?

» Identify circles of impact and provide triage:
» Triage is the process of identifying the immediate needs of students and staff, and
ensuring referral to appropriate services.
*  Provide psycho-education for families, students, and staff.
* Consider psychological first aid.
+ Consider utilization of services for staff through division Employee Assistance Programs (EAPs).
» Leverage professional association resources available for teacher support.
* Be aware of impacts of possible trauma history.
*  Promote coping and resiliency for students and staff and to assist with the healing process.
* Make individual and group counseling available during the first week after an event.
*  Offer intervention strategies and models as needed:
* Trauma and grief focused school-based mental health programs include:
*  Cognitive Behavioral Intervention for Trauma in Schools (CBITS).
¢ Short-term individual, group, and family interventions.

How Can Schools Support Psychological/Emotional Recovery in the Long-Term?

*  Conduct ongoing assessment/monitoring of mental health of students and staff.
*  Monitor attendance, grades, and counselor’s visits.
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*  Provide care for caregivers (compassion fatigue).

* Incorporate lessons learned from each event into future planning efforts.
* Remember to reinforce ongoing prevention programs.

* Be aware of 'key dates,' such as trials, anniversaries, and holidays.

» Incorporate prevention programming into division programs.

How Can Schools Prepare for Psychological/ Emotional Recovery in Advance?

Identify both internal and external partners.
» Consider local mental health agencies who may be able to assist.
* Develop a structure for support.
* Be aware of issues around “outside” vs. “inside” help.
Before an event occurs, schools should:
» Consider expertise for providing mental health services at the:
*  School level.
* Division level.
+  Community level.
*  Outline partnership agreements with relevant local partners.
» Identify a school/division employee to coordinate partnerships with the community—a liaison
officer.
* Develop a process for screening and registering volunteers.
* Assemble and train Crisis Recovery Teams:
= Division teams.
=  School-based teams.
* Develop template letters (that can be tailored) for alerting parents, families, guardians, students,
and staff to emergencies.
*  Pre-determine strategies for accepting contributions/donations following a death/incident.
*  Outline strategies for dealing with “empty chairs.”
*  Consider a division policy for memorials (be consistent across events).
* Ensure a process is in place for parental consent for receipt of mental health services should they
be needed.

To ensure that schools are prepared to deal with the Psychological/ Emotional Component of
Recovery, schools should proactively:

* Identify and train appropriate staff to provide developmentally and culturally appropriate mental
health services.

* Train mental health staff on specific interventions.

*  Provide basic training on available resources and common reactions to trauma for all staff
(including administrators).

* Provide specific information to all staff regarding the school’s referral system (e.g., inform
teachers about who students can go to for support, and the referral systems available).

»  Train teachers/staff on early warning signs and on how to work with parents/guardians.

3. Key Issues for the Recovery Phase

Issue #1: Opening or closing schools after a traumatic event

* Policy options should be considered and outlined in advance.
* Considerations:
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*  How long should the school be closed?

* How can parents/guardians weigh in on decisions about school closures?

*  Who has the ultimate decision-making power regarding school closure?

*  How will the community be notified?

» Ultimate question—Will the children be better off in school, or out of school?

Issue #2: Memorials after a student or staff death

* Policies should be considered and outlined in advance.
* Considerations:
*  Memorials can be controversial.
*  Questions may arise about how/if policies should vary depending on the type of death.
*  Memorials in schools should not add to the suicide “contagion effect.”
* A date for removing memorial items.
*  How memorials might reinforce ongoing prevention programming (i.e., scholarship
funds).

Managing Memorials and Funeral Services

School memorials or memory activities serve an important function in the grief process for students and
staff. A memorial promotes the healing process by providing an opportunity for students to join together
and participate in a ritual. The memorial may take many forms, from a simple tree planting to a more
traditional "service." In addition, a school memorial brings closure to a period of grieving and serves as a
clear statement that it is time to move on with regular school activities. Memorials should be planned
carefully considering the following guidelines:

Memorial Services

Keep the memorial short. Fifteen to twenty minutes for elementary students; thirty to forty minutes
for secondary.

Involve students in the planning of the memorial, particularly those who were close to the deceased.

Don’t concede responsibility and control for developing the service to outside interests,
particularly political positions or elected leaders who are not familiar with the families and the school
community. It is appropriate and valuable to have elected leaders participate in services, but their
offices should not dictate speakers and/or program details.

Include music, particularly student performances. Also, play soothing music as people enter to set the
mood and maintain calm.

Preview the service with students beforehand. This is not a normal assembly, so prepare students
as to what will happen and how they should behave. Remove anyone from the service who is acting

inappropriately.

Have several brief speakers. If students have written poems or other tributes, students themselves or
staff can read samples. Readings should be practiced several times.

Invite family members. However, recognize that they may choose not to attend.
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Involve all students as much as possible. To the extent that is appropriate for their age, have each
class make a poster or banner that they will bring to the memorial and hang on the wall.

Use symbols of life and hope. Balloons or candles can be used effectively to promote positive,
uplifting messages that acknowledge the sadness yet are hopeful for the future. (Check fire codes
before using candles indoors).

Give students guidance on words and/or actions that provide comfort and how to approach a grieving
friend or parent.

Provide quiet activity for students who do not attend or dismiss them.

Have students return to their classrooms for a short time after the service. This allows them the
opportunity to talk with one another and/or talk with a counselor. "Safe rooms" work well for students
who are experiencing more significant signs of grief.

Plan the memorial to occur within a week of the death if possible.

Media Coverage of Memorial Services and Special Events

In order to allow students, staff, and parents privacy in their grief and the opportunity to focus on the
service without fear of media intrusion, parameters for coverage should be set. Strategies that should be
considered are as follows:

Arrange pool coverage - This allows select media outlets (usually one from each medium - TV,
radio, and print) to cover the service from a designated location. Such locations are selected to provide
maximum privacy and typically are at the back of the room and away from entrances and exits.

Identify members of the media at events - Communications staff should pre-approve and credential
all media staff allowed to enter the service. The credential should include a press ribbon or colored
badge. Once positioned in the cordoned area, media may not leave the location until approved by the
communications staff.

Set guidelines for coverage - Set clear guidelines on the taking of photographs, if allowed at all. In
addition, media should not be allowed to approach any attendee for an interview.

Issue #3: How to handle key dates

e Policies should be considered and outlined in advance.
* Considerations:
* Be cognizant of anniversary dates but do not dramatize them.
*  Watch for reactions around holidays, anniversaries, and/or trial dates.
* Prepare a constructive message for anniversaries.
»  Make sure educators watch for risk behaviors.
Anniversaries and Other Dates

Anniversaries and important benchmark dates (first day back to school, first day of a new school year,
graduation, first-year anniversary, and trial dates) should not be ignored but they should also not be given
exaggerated attention. Be especially aware of how similar events in other locations may trigger renewed
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feelings or latent reactions to the tragedy. Anniversary dates, media coverage, the filing of lawsuits, or
similar events in other places can "retraumatize" a community, contributing to feelings of depression and
inadequacy.

On anniversaries it is important to establish clear parameters for media coverage. Allow no pictures of
grieving students; if necessary, rope off and identify one area for conducting voluntary interviews.
Increase security inside and outside the building and consider asking parents to act as volunteer escorts
for students and staff if there is a large media presence. The focus is on increasing comfort and security
and preserving the school routine. Have a fast, responsive referral system in place for those who need
counseling and make passes readily available to students. Commemorative activities which some
communities have conducted have included unveiling a memorial garden and having a moment of silence
throughout the school.

4. Key Roles and Tasks in the Crisis Recovery Phase

Source: The following information on roles and tasks during the recovery phase was adapted from the National Child Traumatic
Stress Network. See http://www.nctsnet.org/nccts/nav.do?pid=hom_main

Restoring Stability

Recovery is the ongoing process of restoring the social and emotional equilibrium of the school
community by promoting positive coping skills and resilience in students and adults. The rate of recovery
will vary from person to person, depending upon factors such as age, gender, degree of direct exposure to
violence, death or injury of a friend or family member, previous traumatic life experiences, and pre-
existing history of anxiety and depression.

The good news is that most students and staff do recover with the support and assistance of caring
educators and mental health professionals. The process of recovery is aided when students and staff can
anticipate the stages of recovery and prepare for the normal changes in behavior, thinking, emotion, and
spirit that occur over time.

Maintaining Routines
In all phases of recovery, schools provide the greatest degree of support when their routines and social

activities are maintained. The routine and activities provide natural places where experiences can be
shared and preserves the sense of belonging and solidarity so crucial to students and staff after a crisis.

Using Community Support

Community groups can contribute to school based recovery programs by supporting students who are
motivated to find long-term community solutions to the current and pre-existing problems of community
violence. The involvement of law enforcement, emergency service personnel, faith-based organizations,
community service organizations, and others during the long-term phase of recovery helps to rebuild a
safer community that will promote individual well-being.

Consensus Recommendations

Experts in the field of trauma recovery offer the following recommendations:

= Trauma recovery services should be available to students, staff, and families after a school-related
violent event.
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= Teachers, while serving a crucial, front line role, should not be required to provide counseling
services.

» Community agencies should work in partnership with school administrators and staff.

= Mental health services should be available for those in need through all phases of recovery.

= All stakeholders should be involved in planning for and responding to a school-related violent event.

Responding to a School Crisis

The immediate goals of school staff after a crisis are to reestablish a sense of safety and restore the
learning environment at the school. The first step is to ensure that the building and grounds of the school
are secure and well monitored so that students and staff can regain a sense of trust and safety.

To achieve these goals, each member of the school community must work both individually and as a
member of a team to take the steps needed to restore balance to the school environment. Positive working
relationships among school staff not only achieve the goal of recovery from a school crisis, but the staff's
actions provide positive role models for students and life-long lessons about how to conduct oneself
during times of adversity. Key school and community recovery tasks are summarized below in Table 3.

Table 3. Key School and Community Recovery Tasks

School and Community Roles and Key Tasks During Recovery

Roles Key Tasks
Superintendent - Working at the highest levels In a crisis, the superintendent must be visible to the
of leadership in schools and community mental public, providing accurate information about:
health agencies, the superintendent of schools = The incident or event
and the director of public mental health services = The steps taken to secure the safety of students
(at the county or other regional level) play and staff
essential roles in establishing the overarching = The support being provided by the division to
collaborative-organization agreements that the school
permit and encourage collaborative mental = The assistance being provided to the division by
health services in schools. These agreements community law enforcement, emergency
provide important institutional sanction and the services, and community health and mental
recognition that students and staff may need health agencies

assistance after a school crisis.
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School and Community Roles and Key Tasks During Recovery

Roles

Division Crisis Team - The division crisis team
is activated when the school principal determines
that the crisis demands resources beyond the
scope of the school-site crisis team.

The staff on the division crisis team should be

identified at the beginning of each academic year

and should represent the most skilled, trained,

and experienced health and mental health crisis

recovery personnel available to the school

division. Team members' tasks are designed to:

= Support the principal and the school-site
crisis team.

= Bring calm to the school campus.

= Coordinate the community health and mental
health personnel who serve the school's staff
and students.

= Act as a liaison with the superintendent's
office and other central office personnel.

= Provide up-to-date information and identify
additional services that the school may need
from the division.

Principal - The principal is the instructional and
operational leader of the school and gives final
approval for all personnel and programs
implemented on the school campus. She or he
sets the tone for recovery, conveying concern
and support for all recovery efforts, actively
encouraging students and staff to make use of
additional school-based services, and ensuring
that students and staff seeking services are not
stigmatized.

Key Tasks

= ldentify an in-house mental health program
coordinator/director or point person who can
provide leadership and technical expertise.

= Delegate authority to a school counselor,
school psychologist, or school social worker
to assist with the organization,
implementation, coordination, and
maintenance of the intermediate and long-
term mental health services in the school.

= Review existing responsibilities of Health and
Human Services personnel at school.

= Adjust job roles and responsibilities as

Key Tasks

Division Crisis Team Leader Tasks

= Request additional community support when
needed.

= Keep central office informed.

= Work with the assistant principal to assess the
extent of the crisis's physical and emotional
impact on the school.

= Serve as logistics coordinator and deploy
division crisis team members to rooms
designated for media, counseling, and parent
meetings.

Student Services Coordinator Tasks

= Assign additional counselors, school social
workers and school psychologists, as needed, to
provide additional individual and group
counseling and psychological first aid to
students and staff.

School Nurse Coordinator

= Assign additional school nurse staff, as needed
to help monitor staff health problems and
somatic complaints initiated by the crisis.

=  Authorize recovery awareness training for
teachers, Health and Human Services
personnel, nurses, school staff, and community
mental health personnel.

= Convene school and community meetings to
review interventions and gather information
from the immediate period of crisis response.

= Meet regularly with all mental health personnel
to check needs of students and staff.

= Meet with parents and community for regular
information updates.

=  Provide staff with regular updates on
procedures for assessing and referring students
for additional support or treatment.

= Meet with division-level personnel to review the
regular services grant from Project SERV and to
identify any other potential funding services.

= Provide a written report to division
administration.

= ldentify the intermediate and long-term

111



Critical Incidents and Emergencies

School and Community Roles and Key Tasks During Recovery

Roles
needed to meet the needs of students and
staff.

= Assign staff to review school records
(academic records, attendance records, and
health records) to help identify at-risk
students who may need further mental
health assistance.

= Assess if students' family members are facing
new challenges as a result of the traumatic
event, keeping in mind that information
about treatment is confidential.

School Mental Health Provider - The school
counselor, school psychologist, and school social
worker are the in-house mental health
professionals of the school. One of these
individuals may be identified as the leader of the
crisis team and may subsequently coordinate or
direct the school-based mental health recovery
program to meet intermediate and long-term
mental health needs of students and staff. She or
he may identify additional mental health
resources in the community and negotiate and
oversee the overall mental health recovery
program and the role of community providers in
the school. He or she sets the tone for recovery,
conveying concern and support for all recovery
efforts and actively reducing or eliminating
stigma for students who seek additional psycho-
education services about the effects of traumatic
stress, loss, and grief. These mental health
providers engage in active outreach to students
and staff.

Teacher - The teacher is the instructional leader
of the classroom. He or she sets the tone for
recovery, conveying concern and support for all
recovery efforts, with an eye to reducing or
eliminating stigma for students who seek
additional services and care. The teacher gives
consent for students to be excused from class for
mental health services and refers students to
school mental health professionals. As the person
who interacts with the most students on a daily
basis, the teacher is also in an important position

Key Tasks
recovery needs as expressed by staff, students,
parents, community, and division
administration.

Make logistical arrangements for a comfortable,
quiet location on or off campus where school
and community mental health professionals can
provide mental health recovery services for
students.

Prepare positive messages for the media that
include reassurances that students and staff are
cared for and that services are available on
campus and/or in the community.

Reinforce to families that the best place for
students following a crisis is at school, where
they can participate in supportive and stabilizing
school and social routines.

Provide support, technical assistance, and
advice to the principal.

Provide support, consultation, training, and
technical assistance, as needed, to school staff.

Provide mental health recovery information and
support to parents.

Promote staff self-care and teach adults stress-
reduction techniques.

Maintain close contact and open communication
with students, staff, and parents.

Work closely with the principal to develop and
maintain the onsite mental health program.

When authorized, serve as a liaison with
community-based agencies and monitor the
work of community mental health professionals
providing services to students on campus.

Re-establish classroom routine and maintain the
teaching and learning environment of the
classroom.

Help identify changes in student behavior that
may indicate problems with health or mental
health.

Help identify changes in life circumstances
(family moving to a new home, job loss in the
family, etc.) that are "secondary adversities”
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School and Community Roles and Key Tasks During Recovery

Roles
to advocate for services and effective schoolwide
responses to crises.

The classroom teacher is in a unique position to
contribute to or complement student recovery
following traumatic events at school. The impact
of the events is likely to play out in the
classroom. Student behaviors may change, and
these behaviors are sometimes best
acknowledged and addressed in the classroom
when a teacher has an understanding of how the
crisis can affect student's behaviors.

For example, a number of students may be
anxious and, in turn, become less cooperative or
less active in classroom discussions. There may
be angry outbursts or questions about safety. In
each case, teachers should become
knowledgeable about how to respond.

School Nurse - The school nurse is the school-
based professional who accesses health and
medical services for students. His or her role is to
support the long-term recovery of students and
staff by providing information and consultation
about the effects that psychological trauma and
depression may have on health. She or he is a
member of the crisis team along with the school
counselor, school psychologist, and school social
worker, assisting with the identification of
students who are at risk for long-term mental
health challenges because of the traumatic
event. The school nurse helps set the tone for
recovery, actively reducing or eliminating stigma
for students who seek additional health and
mental health services and care through
screening, health education, and outreach
services.

Community Mental Health Professionals -
The community mental health professional
serves as a supplemental mental health service

Key Tasks
resulting from the traumatic event or that may
place an additional burden on the student as he
or she comes to grip with the event.

Keep open communication with students, staff,
and administration.

Convey an open invitation for students to talk
about how they are doing.

Expect regular updates from the administration
describing school services.

Insist on question and answer time during staff
meetings.

Training in the intermediate and long-term recovery
processes from crises will help teachers better
understand the behavior of students. Intermediate
and long-term mental health challenges may be
unlike those of the immediate aftermath of a
disaster or crisis. Staff development for teachers
should include the following components:

Honing observational skills

Understanding symptoms

Destigmatizing mental health referrals
Recognizing students' sensitivity to changes
Making student referrals

Supporting and encouraging student self-care
and stress reduction

Oversee the health and well-being of students.

Assist in identifying children and staff who may
need additional mental health services and
support, especially students and personnel who
present with somatic complaints.

Provide training, when appropriate, to students
and personnel about the interplay of health and
mental health factors.

Monitor the health of high-risk students.

Coordinate health and mental health referrals
from staff.

Identify and establish contact with child trauma,
referral and treatment agencies specific to the
needs of the school in crisis.
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Roles
provider and consultant to the school. His or her
role is to support, not supplant, the mental
health services that are provided by the school
counselor, school psychologist, and school social
worker. She or he helps set the tone for
recovery, conveying concern and support for all

Key Tasks
Provide support, consultation, and training
recommendations to school staff focused on
topics such as student self-care and stress-
reduction techniques.
Provide the school principal with a monthly
mental health service report.

recovery efforts, with an eye to reducing or
eliminating stigma for students who seek
additional services and care. The community
mental health professional also helps the school =~ The most effective mental health providers are

site administrator recognize and plan for those who are carefully screened for experience and
intermediate and long-term services for staff and training in child trauma treatment. This experience
may play a primary role in responding to may include special certification for working with
unforeseen crises that arise during successive students, licensure in a related area, or evidence of
phases of recovery. special child trauma treatment coursework.

Selecting the Most Effective Community Mental
Health Providers

z
@ Additional Recovery Resources

Center for Trauma, Response and Preparedness (CTRP) Educational Materials

The Center for Trauma, Response and Preparedness (CTRP) is a University of Connecticut and Yale University
Center of Excellence. The Center was established late in 2001 through the Federal Substance Abuse and Mental
Health Services Administration (SAMHSA), the State of Connecticut Department of Mental Health and Addiction
Services (DMHAS) and the Department of Children and Families (DCF). The CTRP presents a Web page titled
“Educational Materials,” which offers an array of resources for educators to address the mental health needs of
students proactively. It provides resources for including mental health in the school emergency plan and other
preparedness resources. The Center also offers a wealth of school-based resources addressing emergency intervention
and response.

Accessible at http://www.ctrp.org/resources_educators.htm

Listen, Protect, and Connect — Model and Teach: Psychological First Aid for Children

This guide provides information for teachers to help students recover emotionally and academically following a
school emergency or crisis situation. The guide includes the five steps of psychological first aid: 1) listen; 2) protect;
3) connect; 4) model; and 5) teach. It also offers helpful questions to guide teachers as they provide support to
students.

Publication information: M. Schreiber, R. Gurwitch, & M. Wong. (2006).

Accessible at http://www.ready.gov/kids/ downloads/PFA_SchoolCrisis.pdf

F. Threat Assessment

Establishing Policy and Procedure

According to the National Association of School Psychologists (NASP), threat assessment “includes
strategies to determine the credibility and seriousness of a threat and the likelihood that it will be carried

114



http://www.ctrp.org/resources_educators.htm
http://www.ready.gov/kids/_downloads/PFA_SchoolCrisis.pdf

Critical Incidents and Emergencies

out. It also provides a means of identifying appropriate interventions to prevent school violence.” In
Threat Assessment at School: A Primer for Educators, available online at
http://www.nasponline.org/resources/crisis_safety/threatassess.pdf/, the NASP recommends establishing a
divisionwide policy and procedure and offers the following guidance:

Operating on the premise that any threat or concern is serious, it is important to have a specific and
well-articulated policy for how to respond to allegations of actual or potential violence. The policy
should include clarification of the role of educators in relation to the role of law enforcement,
identify the threat assessment team, and specify the team’s training requirements. Specific
procedures should include protocols for evaluating and interviewing the potential offender, notifying
and working with parents, interviewing other students and staff, establishing the threshold of concern
for initiating a threat assessment, determining the level of intervention, bringing in additional
professionals (e.g., mental health, social service, law enforcement), providing follow-up observation
and services, and responding to media. The specific elements of a threat assessment protocol may
include:

= A general operating premise that any threat or concern is serious.

= Recognition that all threats are to be immediately reported to the appropriate personnel.

= Agreement that the information source(s) will remain anonymous to the greatest extent possible.

=  Follow-up activities that occur after the threat assessment (both when the threat is credible and
when it is determined not to be credible).

= Coordination with the school’s legal counsel, local law enforcement, and mental health
resources.

According to Threat Assessment in Schools: A Guide to Managing Threatening Situations and to
Creating Safe School Climates. (May 2002), a publication of the U.S. Secret Service and U.S. Department
of Education (available online at http://www.secretservice.gov/ntac/ssi_guide.pdf), a threat is an
expression of intent to do harm or act out violently against someone or something. A threat can be
spoken, written, or symbolic -- for example, motioning with one's hands as though shooting at another
person.

Threats are made for a variety of reasons. A threat may be a warning signal, a reaction to fear of
punishment or some other anxiety, or a demand for attention. It may be intended to taunt; to intimidate; to
assert power or control; to punish; to manipulate or coerce; to frighten; to terrorize; to compel someone to
do something; to strike back for an injury, injustice or slight; to disrupt someone's or some institution's
life; to test authority, or to protect oneself. The emotions that underlie a threat can be love; hate; fear;
rage; or desire for attention, revenge, excitement, or recognition.

Threats can be classed in four categories: direct, indirect, veiled, or conditional.

+ Adirect threat identifies a specific act against a specific target and is delivered in a
straightforward, clear, and explicit manner: "I am going to place a bomb in the school's gym."

* An indirect threat tends to be vague, unclear, and ambiguous. The plan, the intended victim, the
motivation, and other aspects of the threat are masked or equivocal: "If I wanted to, I could kill
everyone at this school!" While violence is implied, the threat is phrased tentatively -- "If I
wanted to" -- and suggests that a violent act COULD occur, not that it WILL occur.
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» A veiled threat is one that strongly implies but does not explicitly threaten violence. "We would
be better off without you around anymore" clearly hints at a possible violent act, but leaves it to
the potential victim to interpret the message and give a definite meaning to the threat.

« A conditional threat is the type of threat often seen in extortion cases. It warns that a violent act
will happen unless certain demands or terms are met: "If you don't pay me one million dollars, I
will place a bomb in the school."

Specific, plausible details are a critical factor in evaluating a threat. Details can include the identity of the
victim or victims; the reason for making the threat; the means, weapon, and method by which it is to be
carried out; the date, time, and place where the threatened act will occur; and concrete information about
plans or preparations that have already been made. Specific details can indicate that substantial thought,
planning, and preparatory steps have already been taken, suggesting a higher risk that the threatener will
follow through on his threat. Similarly, a lack of detail suggests the threatener may not have thought
through all of the contingencies, has not actually taken steps to carry out the threat, and may not seriously
intend violence but is "blowing off steam" over some frustration or seeking to frighten or intimidate a
particular victim or disrupt a school's events or routine. The emotional content of a threat can be an
important clue to the threatener's mental state.

Levels of Risk
The U.S. Secret Services has identified the following levels of risk:

Low Level of Threat: A threat which poses a minimal risk to the victim and public safety.
» Threat is vague and indirect.
* Information contained within the threat is inconsistent, implausible or lacks detail.
»  Threat lacks realism.
» Content of the threat suggests person is unlikely to carry it out.

Medium Level of Threat: A threat which could be carried out, although it may not appear entirely
realistic.

» Threat is more direct and more concrete than a low level threat.

*  Wording in the threat suggests that the threatener has given some thought to how the act will be
carried out.

* There may be a general indication of a possible place and time (though these signs still fall well
short of a detailed plan).

» There is no strong indication that the threatener has taken preparatory steps, although there may
be some veiled reference or ambiguous or inconclusive evidence pointing to that possibility -- an
allusion to a book or movie that shows the planning of a violent act, or a vague, general statement
about the availability of weapons.

* There may be a specific statement seeking to convey that the threat is not empty: "I'm serious!" or
"I really mean this!"

High Level of Threat: A threat that appears to pose an imminent and serious danger to the safety of
others.
» Threat is direct, specific and plausible.
»  Threat suggests concrete steps have been taken toward carrying it out, for example, statements
indicating that the threatener has acquired or practiced with a weapon or has had the victim under
surveillance.
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*  Example: "At eight o'clock tomorrow morning, I intend to shoot the principal. That's when he is
in the office by himself. [ have a 9mm. Believe me, I know what [ am doing. | am sick and tired
of the way he runs this school." This threat is direct, specific as to the victim, motivation,
weapon, place, and time, and indicates that the threatener knows his target's schedule and has
made preparations to act on the threat.

Related Threat Assessment Training and Resources

Training in use of threat assessment procedures is available from the Youth Violence Project at the
University of Virginia. Additional information is available on the Project Web site at
http://youthviolence.edschool.virginia.edu/). The Project has developed Guidelines for Responding to
Student Threats of Violence, a research-based manual explaining how school teams can evaluate and
resolve potentially dangerous situations in schools. The manual is available from Sopris West,
http://www.sopriswest.com/.

Key Resources for Threat Assessment

GUIDELINES o6 nspouoaic Guidelines for Responding to Student Threats of Violence

Developed by the Youth Violence Project at the University of Virginia, this research-
based manual explains how school teams can evaluate and resolve potentially dangerous
situations in schools. The manual is available from Sopris West,
http://www.sopriswest.com/.

Training in use of the threat assessment procedures is available from the Youth Violence
Project. Additional information available at: http://youthviolence.edschool.virginia.edu/

Early Warning, Timely Response: A Guide to Safe Schools (August 1998) Center for
Effective Collaboration and Practice

Offers research-based practices to assist schools in identifying warning signs early and develop
prevention, intervention, and crisis response plans. Includes sections on characteristics of a

A Golie o Sufe Sl school that is safe and responsive to all children, early warning signs, getting help for troubled
children, and developing prevention and crises plans.

Available at: http://cecp.air.org/guide/guide.pdf
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Threat Assessment in Schools: A Guide to Managing Threatening Situations and to
Creating Safe School Climates (May 2002) U.S. Secret Service and U.S. Department of
Education

Sets forth a process for identifying, assessing, and managing students who may
pose a threat of targeted violence in schools. Based on an in-depth study of 37 school
shootings and other school-based attacks that took place between 1974 and 2000.

Available at: http://www.secretservice.gov/ntac/ssi_guide.pdf

Threat Assessment at School: A Primer for Educators (2004). National Association of
School Psychologists.

Brief primer contains basic information on school violence and potentially violent offenders,
developing threat assessment protocols for schools, conducting threat assessment interventions,
providing supportive interventions, and related resources.

Available online at http://www.nasponline.org/resources/crisis_safety/threatassess.pdf/

Action to Prevent Critical Incidents

Pre-incident identification/intervention procedures provide a systematic process for identifying, assessing,
and intervening with students who may be suicidal or constitute a potential threat to others.

These procedures are designed to prevent or reduce risk to the health, safety, and welfare of students and
staff.

Attending to the “Small Stuff”
A proactive approach to school safety begins by targeting “put-downs,” “trash talk,” and bullying.

Although high-profile issues and incidents such as shootings, drugs, weapons, and gangs receive the most
media attention, experience has taught that attention to the “small stuff” yields the greatest dividends in
improving school climate and preventing more serious incidents.

It is strongly recommended that schools develop policies and programs which specifically
prohibit/discourage “put-downs,” insults, bullying, and other forms of intimidation. By addressing these
frequently overlooked and underestimated forms of disruptive behavior, schools may prevent escalation
to assaults and shootings.

Breaking the ""Code of Silence”

Investigations of recent school shootings and of hate crime incidents have revealed that indicators of
serious problems were present and were either ignored or minimized so that their significance was not
recognized. Breaking the "code of silence” requires the following:
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Education to increase awareness of early warning signs of trouble. Increasing awareness involves
educational activities with students, staff, and parents to teach them how to identify early warning signals
and to appreciate the significance of what they may be observing.

Establishing highly accessible mechanisms for reporting concerns to ensure a timely risk assessment and

appropriate interventions. This often involves establishing policies which require immediate reporting of
concerns, then having a risk assessment process in place.

Key Resources for Prevention / Early Intervention

Protective Schools: Linking Drug Abuse Prevention with Student Success by Kris
Bosworth, University of Arizona

The handbook identifies 10 characteristics of protective schools and shows how effective
o prevention is a pervasive feature of a healthy school climate and effective schools.
Available at: http://www.drugstats.org/features/protectiveschools.cfm.

Help is Down the Hall: A Handbook on Student Assistance. (Jan. 2007) SAMHSA.

Handbook prepared by the National Association for Children of Alcoholics under contract for the Substance
Abuse and Mental Health Services Association (SAMHSA). Student Assistants Programs (SAPs) strategies and
programs create the infrastructure for sustaining strong prevention and early intervention across the school
system, decreasing behavioral, disciplinary and academic stresses that are disruptive and costly to schools and
communities.

Available at: http://www.nacoa.org/pdfs/SAP%20HANDBOOK.pdf

G. School Shootings: Lessons Learned

School shootings are extremely rare. However, shootings that have occurred have taught valuable lessons
about response and recovery. The following guidelines for immediate response, securing the scene,
issues on the first day back, and “copycats” are from the FBI publication The School Shooter: A Threat
Assessment (2000), available online at http://www.fbi.gov/publications/school/school2.pdf

Immediate Response

Immediately call 9-1-1 and notify the school resource officer, if one assigned to the school; relay
additional information on the location of the perpetrator and number of victims as it becomes available.

Determine if the perpetrator is still on premises.

Institute lockdown and/or evacuation procedures.

Attempt to determine the number of victims and identify witnesses.

Implement necessary first aid procedures through trained staff, school nurse, nurse's aide, physical

education department, and/or athletic trainer. Direct rescue personnel to injured and give any required
assistance. Designate staff member to accompany victim(s) in ambulance.
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Securing and Restoring the Crime Scene

Immediately following the incident, law enforcement officials will assume responsibility for the scene.
However, before they arrive, it is important that anything that might be considered physical evidence be
preserved "as is." Do not allow anyone to pick up items such as the weapon, ammunition casings, or
items belonging to the perpetrator. When law enforcement officials take over, be prepared to assist them
in keeping students, staff, and any other onlookers out of the area of the crime scene. Be aware that
investigation of the crime scene can take from one to several days.

When law enforcement investigators have completed their work and released the area for clean-up, the
worst damage should be cleaned, the area generally straightened, and gather victims' possessions.
Experience with school shootings has taught that it is better to not immediately remove all signs of the
incident such as patching bullet holes because students, parents, and others in the community will want to
see the scene in the days immediately following the incident and such evidence helps people understand
what happened. According to the National Education Association’s Crisis Communications Guide and
Toolkit, "There is a strong and significant psychological connection to death sites that needs to run its full
course and should never be ignored or discounted."

The First Day Back at School

The first day back at school following a crisis is a very important benchmark in the healing process. Re-
entry into the school structure and routine represents progressing into a "new normal." However, because
emotions are close to the surface and triggers that spark disturbing memories are often unpredictable, the
thought of going back to school can be daunting. Careful preparation in paving the way to the first day
back is critical.

Careful attention should be paid to the needs of all members of the school community. Immediate needs
on the first day back often include:

»= Managing the media,

» Providing meaningful expressions to mark the occasion,

» Ensuring safety and security,

= Activating a responsive referral system for students and staff who need additional support, and

= Allowing opportunity for classroom discussion of what has occurred before transitioning into the
school routine and returning to established curriculum.

All staff should meet prior to school to review the day's schedule and procedures. "Safe rooms" should be
made available for students and staff who may need to seek quiet or guidance. High risk students should
not be released to empty homes during or after school. Students should be encouraged to be aware of one
another and to walk a student to an adult if they need help.

“Copycats”

Threats to safety of any kind should first be immediately reported to school administration and law
enforcement. It should be made clear that making threats is against the law and carries severe
consequences. Threats should not be taken lightly but should provoke the full force of law with vigorous
efforts to track down the source.
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Depending on the nature of threats and the level of alarm in the community, the school may wish to send
notes or otherwise communicate with parents stressing the action being taken in the wake of threats, such
as daily searches, limited access to the school, and increased police patrols. All members of the school
community should be enlisted in efforts to identify perpetrators.

An important strategy in reducing "copycat" behavior is working with the media in an effort to not
glamorize perpetrator or threatmakers' actions. Some school divisions have found it helpful to
communicate with editors and news directors about the risks associated with certain types of coverage.
Management often recognizes the threatmakers' attempts to manipulate the media and choose not to print
or air specifics of the threat.

Key Resources for School Safety and Critical Incident Response Planning

Crisis planning is an important element of school safety. Shown below are key resources for school
safety and critical incident response planning.

School Critical Incident Planning Generator (SCIP-G)

MName of School

o A key resource in school critical incident planning, the SCIP-G is a software tool
t that provides step-by-step guidance in creating a plan using the most widely
accepted law enforcement practices and procedures as a foundation.

The SCIP-G is available free of charge from the Rural Law Enforcement
Technology Center at

http://www.nlectc.org/ruletc/multimedia.html or

Call (866) 787-2553.

A Critical Incident: What To Do in the First 20 Minutes;

School Crime Operations Package (School COP) Version 1.1, May 2001

This CD-ROM contains:

“NU » A Critical Incident: What to Do in the First 20 Minutes—a 25-minute video
produced by the North Carolina Office of the Attorney General and Department

of Juvenile Justice and Delinquency Prevention's Center for the Prevention of

School Violence.

The School Crime Operations Package (School COP)—a software application

for entering, analyzing, and mapping incidents that occur in and around schools.

School Bus Security: A 21st Century Approach
A 15-minute DVD produced by the Georgia Emergency Management Agency
(GEMA).
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Collaberation Toolkit
How to Build. Fix. and Sustain
Productive Partnarshiss

The Community Oriented Policing Services (COPS) Collaboration Toolkit:
How to Build, Fix and Sustain Productive Partnerships

The U.S. Department of Justice Office of Community Oriented Policing Services
(COPS) produces a variety of resources that support school and community policing
and prevention efforts. The free toolkit that addresses the challenges, provides tips
and strategies, and accompanying models for success.

Accessible at http://www.cops.usdoj.gov/ric/ResourceMain.aspx?RID=236
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V1. Communications

Communication is a critical element of crisis management. School staff members and students must be
told what is happening and what to do. Parents of students and families of staff members must be
informed about the situation, including the status of their child or family member. Timely contact with
law enforcement and other emergency services is necessary for effective response. School board
members must be kept informed and updated information must be transmitted to central office and to
other affected schools. The communication must be accurate and kept updated. Additionally, groups
which are a part of the school community (PTA or advisory councils) and can assist with getting accurate
information into the community are important. This chapter focuses on communication — the basics,
within the school and school division, among responders, with parents and the community, and with
media.

A. Communications Basics

When a non-emergency school crisis event occurs, the key communication tasks involve:

* Notifying faculty and staff of known facts of the event and what first steps they are to take;

»  Keeping faculty and staff informed as additional information becomes available and response
plans evolve;

* Engaging appropriate community resources to assist in restoring equilibrium and recovery;

* Providing students with accurate information, countering rumors and misinformation;

* Providing parents with accurate information about the event, the school's response, and
suggestions and resources for appropriate response; and

*  Providing media with accurate information about the event and the school's response, as
appropriate.

When an emergency event occurs, key communication tasks may become far more complex. In major
crisis events a wide range of communications tasks must be undertaken, beginning with the 9-1-1 call.
For effective emergency response, in advance of that call, emergency responders need schools to have
shared information about their facilities, their resources and vulnerabilities, their communications
systems, and their basic emergency procedures and protocols.

1. Establish Communications Plans

Open lines of communication among crisis response team members, community partners, staff, students,
division personnel, parents and the media before, during and after an incident are critical for effective
emergency management. Therefore, an effective emergency management plan should incorporate a
detailed communications plan for the division and each school. The communications plan must:

= Create, in advance, policies and plans for communicating emergency information with the public;

= Develop procedures for maintaining communication among administrators, staff and students, as well
as between community partners, parents and the media;
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= Establish alternative communication devices and methods not connected to the main power source in
case of power outages, downed phone lines or an overwhelming number of cellular calls; and

» Identify a public information officer (PIO) who will serve as the primary spokesperson to the media
and the public during a crisis.

2. Review Communications Capacity of School and School Division

Technology is revolutionizing communications. Assessing school crisis communications needs,
identifying available technology, and matching appropriate high- and low-technology applications to
needs has become a critical component of emergency planning.

3. Develop Communications Templates

The following information is adapted from the National Education Association Crisis Communications Guide and
Toolkit (http://www.nea.org/crisis).

Many communications materials can be prepared before a crisis event occurs, as part of the preparedness
phase of planning. Templates can be completed with school- and school division-specific information
and incident specifics can be filled in as needed. These items should be saved in crisis response computer
folders on the shared network. A list of media-related templates is included in Section E of this Chapter.

Draft Web page for communications during a crisis. The Internet can be a powerful tool for sharing
facts and information. From posting a daily fact sheet or up-to-date frequently asked questions (FAQ)
document to putting up lists of contact and support numbers to giving survivors a place to post their
thoughts and feelings, a Web page can be a critical part of a school’s information dissemination and
support functions in a crisis.

Frequently Asked Question (FAQ) document. The purpose of a FAQ document is to prepare answers
to the most commonly asked questions that are accurate and up-to-date. The document should be updated
multiple times a day, as more questions arise, and should be posted on the Web site and made available
for volunteers to distribute and fax on request.

Death or serious injury staff notification. Used in the event of the death or serious injury of a member
of the school community and distributed to staff, the memo communicates verified facts about the event
and related information such as funeral arrangements, and provides guidance on notifying students and
handling their reactions.

Suicide staff notification. Used in the event of a confirmed suicide of a member of the school
community and distributed to school staff, the memo communicates verified facts and related information
and provides guidance in notifying students and handling their reactions.

Fact Sheets and Guidelines

Fact sheets and guidelines are stand-alone pieces that are ready to be copied and do not necessarily need
to be customized. Fact sheets on reactions to trauma/disaster, guidelines for activities following a crisis,
and information on grief and suicide are included in the Supplementary Materials section at the end of
this publication.
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Additional fact sheets and guidelines on crisis-related topics from the National Education Association and
from the National Association of School Psychologists are listed below:

Available Fact Sheets and Guidelines

National Education Association
The National Education Association has developed the Crisis Communications Guide and Toolkit, available at:
http://www.nea.org/crisis and containing:

Fact sheet for teens on reaction to stress

Fact sheet for parents and staff on post-traumatic stress disorder

Fact sheet for parents on media interviews for children

National Association of School Psychologists
All the informational resources listed below are available from the National Association of School Psychologist at:
http://www.nasponline.org/resources/index.aspx

School Safety/Violence Prevention
Talking to Children About Violence: Tips for Parents and Teachers
Talking to Children About Violence: Tips for Parents and Teachers - Korean
Talking to Children About Violence: Tips for Parents and Teachers - Spanish
Suicide
Preventing Youth Suicide - Tips for Parents and Educators
Save a Friend: Tips for Teens to Prevent Suicide
Crisis Response Resources
Coping With Crisis: Tips for Parents and Educators
Coping with Crisis--Helping Children With Special Needs
Managing Strong Emotional Reactions to Traumatic Events: Tips for Parents and Teachers
Dealing with a Death in School
Helping Children Cope With Crisis: Care for Caregivers
Memorials/Activities/Rituals Following Traumatic Events - Suggestions for Schools
Media and Crisis
Responsible Media Coverage of Crisis Events Impacting Children
How to Handle The Media During A Crisis
Trauma
Children's Response to Trauma
How Children Cope With Trauma and Ongoing Threat: The BASIC Ph Model
Identifying Seriously Traumatized Children - Tips for Parents and Educators
Managing Strong Emotional Reactions to Traumatic Events: Tips for Parents and Teachers
Natural Disasters
Responding to Natural Disasters - Helping Children and Families: Information for School Crisis Teams
Helping Children After a Natural Disaster: Information for Parents and Teachers
Helping Children After a Wildfire: Tips for Parents and Teachers - PDF
New Schools for Students With Disabilities: Tips for Families Who Have Been Relocated
Relocated Students With Special Needs: Recommendations for Receiving Schools
Hurricane Experiences Provide Lessons for the Future
War/Terrorism Materials
Children and Fear of War and Terrorism - Tips for Parents and Teachers
Coping in Unsettling Times - Tips for Students
Helping Children Cope in Unsettling Times
Helping Children Cope With Loss, Death, and Grief
Parents Called to Active Duty: Helping Children Cope
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Communications

Examples of School Crisis Team Communication Tasks

Crisis team communications tasks identified in the National Education Association Crisis
Communications Guide and Toolkit (http://www.nea.org/crisis) are described below. Note that all the
functions may be carried out by a single individual, particularly in smaller school divisions.

Spokesperson - Serves as the official source of all official school division information. This person
addresses reporters at all scheduled press briefings; provides all official comments for press
attribution; manages strategic message development; and counsels top administrators.

Media Coordinator - Manages media queries, including prioritizing requests according to deadlines, type
of request, and whether or not it is from a local or national outlet. Local should get first priority as
they are often part of the school community and will be covering the event long after the national
media leave. This person identifies opportunities to promote the school message and anticipates the
direction media queries will take so the division can prepare and respond.

Information-Communications Coordinator - Manages information flow. This person seeks out and
organizes information updates, such as the time and place for community meetings, hotline phone
numbers, instructions for donations, and press briefing schedules and channels it to internal and
external audiences. Internal channels include division staff e-mail groups, listservers, blast faxes,
and school voice-mail. External channels include the media, parents, and the broader public. This
person also develops and maintains the Frequently Asked Questions (FAQ) document - a recording
of questions fielded by phone bank volunteers and their answers. He or she also maintains the
master schedule - a document containing all scheduled meetings and events for the day. The
schedule is usually blown up to poster size and placed prominently for phone bank volunteers to
reference. The information-communications coordinator also updates and compiles the daily fact
sheet - a listing of all significant messages for the day and the source of information on a broad array
of topics and provides signoff for distribution.

Media Monitor and Research Director - Monitors media coverage and seeks to correct inaccuracies. The
media monitor provides summaries of coverage for all outlets for the spokesperson. The media
monitor and research director is also responsible for maintaining research files.

Clerical and Systems Operations Coordinator - Oversees all distribution systems, including e-mail and fax
for external and internal audiences. This person establishes a routine procedure for ensuring
appropriate proofreading, signoff and quick delivery of information products. He or she is
responsible for systems operation including programming fax machines, assigning and coordinating
copy jobs, and distributing fact sheets to media and other external and internal audiences.

Liaison to Law Enforcement Agencies' Public Information Officers - Ensures that law enforcement
representatives receive all communication products produced by the division office and attends
briefings for updated information on anticipated press briefings and announcements. He or she
provides regular updates and reports for spokespersons. The information obtained from law
enforcement may influence school division communication and message development.

Liaison to Victims' Families and Counseling Units - Ensures that victims' advocates and victims' families
receive all communication products from the school division communications office. He or she also
obtains information on the concerns and needs of the victims and provides regular updates and
reports to the spokesperson. The information obtained from the victims' liaison plays a major role in
shaping the division's communication direction and message development.
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Computer Systems, Web Page Technician - Oversees maintenance and operation of the communication
operation's computer network; backs up files at the end of the day; and posts all new and approved
communication products for the Web page. He or she creates an avenue for answering e-mail
queries and facilitates bulletin boards or chat rooms.

Volunteer Coordinator - Oversees all volunteer activity, including recruiting, training and scheduling
volunteers t